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What is this module about?




UNIVERSITY,

What is this module about?

 How to read network traffic?
1) What does it look like?
2) How to make sense out of it?

* Prerequisite: network packet & packet
analyzer: (header, data)

— Enveloped letters inside another envelope

UNIVERSITY,

Prerequisite: TCP/IP Model (1/9)

* How does Internet work?

Alice Destination
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Prerequisite: TCP/IP Model (2/9)

~* How does Internet work?

Prerequisite: TCP/IP Model (3/9)

* Packet?

Google |
\_’ = Alice /TN Destination
Application Layer (\\ /J) Application Layer

IP

Physical Layer
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Physical Layer
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Prerequisite: TCP/IP Model (4/9)

Destination

Intermediate node
5 (router) Application Layer
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Prerequisite: TCP/IP Model (5/9)

~_* Packet: header + “data”

Google

—— Alice Destination

Application Layer

IP

Physical Layer

Physical Layer

What is inside it?

TCP header | Application data
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Prerequisite: TCP/IP Model (6/9)
_* TCP—>1IP

_———1 Alice m Destination

IP

Data Link Layer
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| What is inside it? |

IP header TCP header Application data
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Prerequisite: TCP/IP Model (7/9) o
. IP — Data Link Layer

\ Google

| Alice Destination

AppHcaﬁonlayerJ:S Application Layer
Intexmediate nodes

IP IP

Physical Layer

Physical Layer

=
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[ What is inside it? ] [ What is inside it? ]
i i

Ethernet header Ethernet trailer
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Prerequisite: TCP/IP Model (8/9)

__* Data Link Layer — physical layer

’ Google

- Alice Destination

Application Layer | Application Layer

Interxnediate nodes _

IP

. Physical Layer
MAC2 MAC4

Physical Laye
s | MAC1

Ethernet header ot Ethernet trailer
(MAC2, MAC1) IP header TCP header Application data
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Prerequisite: TCP/IP Model (9/9) o
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Physical Layer | 1 5 5
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Ethernet header icati Ethernet trailer
(MAC4, MAC3) IP header || TCP header | Application data
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Goals of this module (1/2)
1) Examine single TCP/IP/Ethernet packets

’ Google

- Alice Destination

5 Application Layer

Interxnediate nodes _

IP

| Physical Layer
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Application Layer
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Goals of this module (2/2)

2) Find all packets related to one specific packet

3) Learn how to reduce packets for easy packet
analysis _
_ Statistics Two exercises

« Protocol hierarchy Exercise @: goals 1) ~ 2)

SimpleCapture.pcap, WebCapture.pcap

* HTTP requests

CaseStudyl.pcap, CaseStudy2.pcap /

— Expressions

4) Learn how to find out attack packets (needle
from a hay stack)

[ With what tool? Wireshark! ]




Step ®

* Go to your VM

Select the “Network Sniffing Exercise”
snapshot

Log in as administrator

Password: password

L
7
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If you do not see

these, you are in a
wrong snapshot

#istat| | G 2 @ |
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Exercise @: Basic

Double click on
this

This example shows
the basics of
network traffic
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Network Analysis
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@ One row,

hat does a packet look like?
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M SimpleCapture.pcapng [Wireshark 1.12.3 (v1.12.3-0-gbb3e920 from master-112)]

one packet

File Edit Miew Go Capture Analyze Statistics Telephony Tools Intenals Help

Cod By BERE AR TR [ean EEn % 8

(in chronological

Filter: | [ztExprm'm Clear Apply Save
ho. Time Source Destination Protocol Length Info
| 1 000000000 192. continuation
2 0.12978800192. % 5298 Continuation
3 0.13128700192.168.78.254 192.168.78.253 TPKT 142 continuation
4 0.13137000 192.168. 78. 254 192.168.78.253 Tcp 66 55112-3389 [ACK] Seq=146 Ack=4069 Win=65427 Len=0 Tsva ~ 167390902
5 0.13141800 192.168.78. 254 192.168.78.253 Tcp 66 55112-3389 [ACK] Seq=146 Ack=5233 Win-65281 Len-0 Tsval-1138360 Secr-167390902
6 0.14187600192.168.78.253 192.168.78.254 TPKT 3455 Continuation
7 0.14331700 192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK] Seg=146 Ac Win=65257 Len=0 Tsval=1138360348 TSecr=167390903
8 0.14338600 192.168. 78. 254 192.168.78.253 Tcp 66 55112-3389 [ACK] Seq=146 Ack=8622 Win=65172 Len=0 Tsval=1138360348 TSecr=167390903
(l 9 0.23380300192.168.78.254 192.168.78.2532 TPKT 142 continuation
I 10 0.24347600192.168. 78,253 192.168.78.254 TPKT 125 Continuation
11 0.24458000192.168. 78. 254 192.168.78.253 Tcp 66 55112-3389 [ACK] Seq=222 Ack=86B1 Win=65535 Len=0 Tsval-1138360447 TSecr=167390913
I 12 0.38473600192.168.78.254 192.168.78.253 TPKT 135 continuation
(l 13 0.57743900 192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK] Seq=8681 Ack=291 win=258 Len=0 Tsval=167390947 Tsecr=1138360585
f 14 0.57847700192.168.78. 254 192.168.78.253 TPKT 142 Continuation
15 0.77842600 192.168. 78.253 192.168.78.254 Tcp 66 3389-55112 [ACK] 5eq=8681 Ack=367 Win=258 Len=0 Tsval=167390967 Tsecr=1138360777
Il 16 0.77931300192.168.78. 254 192.168.78.253 TPKT 142 continuation
I 17 0.90972900 192.168.78. 253 192.168.78.254 TPKT 3578 continuation
18 0.91111400192.168. 78. 254 192.168.78.253 TPKT 128 continuation
<[ I
@ Frame 1: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0

@ Ethernet II, src: pellinc_f5:27:7d (00:15:c5:f5:27:7d), Dst: pell_3f:a6:37 (F0:4d:a2:3f:a6:37)
Internet Protocol Version 4, Src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253)
Transmission control Protocol, src Port: 55112 (55112), DSt Port: 3389 (3389), seq: 1, Ack: 1, Len: 69
TPKT

@ Inside the current (i.e.

first) packet

27
co
6e
43

2c . peee
33 52

< ® The data of the current (i.e. first) packet }|

el ik n
Packets: 10730 - Displayed: 10730 (100.0%) - Load time: 0:00.131 | Profile: Default
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This is packet 304 )

How can we find all
relateq packets?

QB @

r Apply Save

192.168.78.254 TCP 66 3389-55
£.254 192.168.78.253 TPKT 135 Continuatios
8.253 192.168.78.254 TPKT 99 continuatiy

192.168.78.253

192.168.78.253

295 1¢ .168.78.253 192.168.78.254 TCP 66 3389

296 A192.168.78.254 192.168.78.253 TPKT 107 Cyp on

207 0192.168.78.253 192.168.78.254 TPKT i
Ml 298, 6190192.168.78.254 192.168.78.253 TCP ~3389 [ACK]
i 18180192.168.78.253 192.168.78.254 TPKT gntinuation
i 228750192.168.78.254 192.168.78.253 TCP 6 55112-3389 [ACK]
1 .23191401092.168.78.253 192.168.78.254 TPKT 97 Continuation

.2331550192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK]

| 43 10.3018040192.168.78.254 192.168.78.253 TPKT 100 continuation

304 10. 3086210 192.168.78.253

305 10.3089960192.168.78.254 192.168.78.253 DNS

€ m

@ Frame 304: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on
@ Ethernet II, Src: Dell_3f:a6:37 (f0:4d:a2:3f:a6:37), Dst: DellInc f5:27:7d

(=2747 Ack=258735

5eq=258735 Ack=2823

Seq=2864 Ack=258794
Seq=2864 Ack=258847

seq=2864 ACk=259378

@ Internet Protocol version 4, src: 192.168.78.253 (192.168.78.253), DstT
@ User Datagram Protocol;, Src Port: 50187 (50187), Dst Port: 53 (53)
@ Domain Name System (query)

@ Right click

a6
<0
15
06

7d f0 ad
00 80 11
35 00 28
00 03 77
00 00 01

5 27
2e 00
0b 00
00 00
&f 6d

00 15 c5
00 3c 1le
4e fe c4
00 00 00
65 03 63

37 08 00 45 00
aB 4e fd cO a8
e 01 00 00 01
67 &f 6F 67 6¢C

win=65535 Len=0 Tsval=l
win=254 Len=0 Tsval=1&:

Win=65535 Len=0 Tsval=l
Win=65535 Len=0 TSval=l

Win=65530 Len=0 Tsval=l

| Profile: Default

@ (1| File: "C\tmp\Boot-capture\SimpleCapture... | Packets; 10730 - Displayed: 10730 (100.0%) - Load time: 0:00.385
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Ml SimpleCapture.pcapng [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-112)]

¥ ——

File Edit View Go

@0 B BEXXE AesaT L

Capture  Analyze Statistics Telcphun! Tools Internals Help

[aa a0 @E Mm% &

Filter:

|~ | Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
LBE Y. 04231200 192,108, /8. L34 19Z.1b8./8.233 1FK1 435 Lonuinuation
280 9.84078700192.168.78.253 192.168.78.254 TCP 66 3389-55112 [Ack]
290 9.84167600192.168.78.254 192.168.78.253 TPKT 135 Continuation
291 9.84228500192.168.78.253 192.168.78.254 TPKT 99 Continuation
202 9.84324700192.168.78.254 192.168.78.253 TCP 66 55112-3389 [AcK]
294 9.87551600192.168.78.254 192.168.78.253 TPKT 142 continuation
I 295 10.0707870'192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK]
296 10.1020990192.168.78.254 192.168.78.253 TPKT 107 continuation
297 10.1118610192.168.78.253 192.168.78.254 TPKT 125 Continuation
i 298 10.1128190192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK]
i 209 10.1218180'192.168.78.253 192.168.78.254 TPKT 119 continuation
f 300 10.1228750192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK]
il 301 10.2319140'192.168.78.253 192.168.78.254 TPKT 597 Continuation
302 10.2331550'192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK]
303 10.3018040192.168.78.254 192.168.78.253 TPKT 100 Continuation
304 10.3086210192.168.78.253 192.16] Mark Packet (toggle)
305 10.3089960192.168.78.254 192.16

Ignore Packet (toggle) |
n

-

Manually Resohve Address

5eq=258702 Ack=2678

5eq=2747 Ack=258735

5eq=258735 Ack=2823

Seq=2864 Ack=258794
5eq=2864 Ack=25B8B847

5eq=2864 Ack=239378

168.78.254)

w__—————————————————— (%) Set Time Reference ftoggle) EETe——
# Frame 304: 74 bytes on wire (592 bits), 7 @ Time Shift on interface 0

|| @ Ethernet II, src: Dell _3f:a6:37 (f0:4d:a2 i 27:7d (00:15:c5:F5:27:7d)
@ Internet Protocol Version 4, Src: 192.168  EditPacket t: 192.168.78.254 (192.

|| @ user Datagram Protocol, Src Port: 50187 (| [ Packet Comment...
@ Domain Name System (gquery)

® Choose this

Apply as Filter 4

| Prepare a Filter LS
= == = = | =
0000 00 15 c5 F5 27 7d fO 4d a2 3f as 37 Commisationfilter 3
0010 00 2c le 2e 00 00 BO 11 00 00 cO a8 Colorize Conversation 12 8
0020 4e fe c4 Ob 00 35 00 28 1f 86 15 e SCTP -
0030 00 00 00 Q0 Q0 Q0 03 77 77 77 06 67 = 2

0040 65 03 63 6f 6d 00 00 01 0O 01

Win=255 Len=0 Tsval=16: |

Win=65535 Len=0 TsSval=

win=254 Lern—0 Tsval=16:

Win=65535 Len=0 TSval=

Win=65535 Len=0 Tsval=

Win=65530 Len=0 Tsval=

74 Standard query Ox15e6 A www.google.com
290 standard query response Ox15e6 A 74.125.228.114 A 74.125.2i ~

b

-

T —
ne: 0:00.385

@ &f i‘i—’\le "Ctmp\Boot-capture\SimpleCapture.... | Packet;‘-
= Follow S5L Stream =

i Profile: Default
e




M SimpleCapture.pcapng  [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-1.12)]
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File Edit View Bo Capture Analyze Statistics Telephony Tools Intemals

eodB YL BERE AesaTLIEEAaaaD| @B 8 %

Help

Filter: jp‘addreqlﬂ M Follow UDP Stream - -—

- . =@ =

Mo Time ~Stream Content:

304 10. 30862

305 10. 30899

<

® Frame 304: 74|
ethernet II,
Interpet Protyg
User Datagram
pomain Name sy

B. com

f4.125.228.114 A 74.125.228,

|Entire conversation (280 bytes)

ick

I
lf
|
<[
|@ Frame 304: 74 bytes on wire (592 bits) |
= Ethernet II, src: Dell_3f:a6:37 (f0:4d
I Internet Protocol version 4, src: 192.1)
User Datagram Protocol, Src Port: 50187
|| = Domain Name system (guery)
Response In: 305
| Transaction ID: Ox15e6
# Flags: 0x0100 standard query
' questions: 1
| Answer RRs: 0

0000 0015 c5 f || FEnd || Savess || print EBCDIC ) HexDump C Arrays
0010 00 3c 1e 3
0020 4e
0030 00 -
L Filter OmThrsStleam& Close )
@ | File: "C\tmp)\Bbrap At R Cr T ; ‘géh Default
L
'@ JAMES
a7
o ATVADKEON
UNTVERSTTY.
M SimpleC reshark 1123 (\1123-0-gbb3efel from master-112] el o — [E=ET—)
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
leed®m s BEE2XS |  XePDTF R Qe anD @B % s '@
Filter: | (ip.adidr eq 192.168.78.253 and ip.addr eq 192.168.78.254) and (u partlziﬁrpress'mn.“ Clear Apply Save
Mo, Time Source Destination Protocol Length Info

192.168.78.254
305 10.3089960 192.168.78.25%4 192.168.78.253

Additional RRs: O
= Queries

74 standard query 0x15e6 A www.google.com

DNS 290 standard query response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

packet 304

These are all packets related to

\_ Just two: a request and a response

= wwivi. google.com: type A, class IN
Name: www.google.com
[Name Length: 14]
[Label count: 3]
Type: A (Host Address) (1)
class: IN (Ox0001)

@ *7 | Frame (frame), 74 bytes Packets: 10730 - Displayed: 2 0.0%) - Load time: 0:00.146

Profile: Default
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SimpleCay ireshark 1.12.3 (v1.12,3-0-gbb3e9a0 fro ter-1. b — [E=EERS)
Ml SimpleCapturepcapng [Wiresha (1.123-0-gbb3e0a0 from master-112] -
File Edit View Go Capture Anclyze Statistics Telephony Tools Intemals Help

GO 4B BIEE AEePDTF L Al EE®mE O

Filter: |7(lpad6req192153.7ﬁ.53and?p.addr:q191165.75,254}3(!6(u&p.pﬂrﬁBExpress'run.., Clear Apply Save

Mo, Time Source Destination Protocol Length Info
304 10.30862101092.168.78.253 192.168.78.254 DNS lard query Ox15e6 A www.google.com
305 10.3089960 192.168.78.25%4 192.168.78.253 D 290 standard query response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

® Click on the first
» packet to make it the
r.‘ current packet

« n ] b
ame 304: 74 br n wire (59; es captured (592 ) on interfa

Ethernet II, Src: Dell_3f:a6:37 (f0:4d:a2:3f:a6:37), Dst: Dellinc_f5:27:7d (00:15:c5:F5:27:7d)
Internet Protocol version 4, src: 192.168.78.253 (192.168.78.253), Dst: 192.168.78.254 (192.168.78.254)

uUser Datagram Protocol, Src Port: 50187 (50187), Dst Port: 53 (53)
® The details of the

* Taeaoomse 1 05t
current packet:
This is a DNS query for the IP
address of www.google.com

B E

Flags: 0x0100 standard query

questions: 1

Answer RRs: 0

Authority RRs: O

Additional RRs: 0
= Queries

© www. google.com: type A, class IN
il Name: www.google.com
[Name Length: 14]
[Label count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)

[ @ Data of the current

Cc5 T35 27 7 0 4 3T a6 37 08 00 45
[naliBl00 3c 1e 2e 00 00 80 11 00 00 cO a8 4e fd cO

[k Blic fe c4 Ob 00 35 00 28 1f 86 15 e6 01 00 00
0030 00 00 00 03 77 06 67 6f 6f 67 6. . .....
0040 5f 6d 00 00 01 pa C et
(] M| Frame (frame), 74 bytes Packets: 10730 - Displayed: 2 (0.0%) - Load time: 0:00.146 - »f
.
. %¥ JAMES
) MADISON
= < = - 3 Bl
o< 123 gt 2 - . — [E=REEN—c
A hark 1123 (1112.3-O-gl frommaster-112]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
leodms BEX@ XesdT L Q| @B S| 8
Flhen‘(lpaddrequZJSSJE.ZEandEp.addreqlgl‘lﬁi]ﬁ?jd)and(udp.pqrtmExpressmn,,. Clear Apply Save
No. Time Source Destination Protecol Length Info
304 10.3086210192.168.78.253 192.168.78.254 DNS 74 standard query O0x15e6 A www.google.com

305 10. 3089960 192.168.78. 254 192_168.78.253 290 standard query response 0x15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

Click on the second '
packet

i v
Frame 305: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface 0 -
Ethernet II, src: pellinc_f5:27:7d (00:15:c5:F5:27:7d), pst: pell_3f:a6:37 (f0:4d:a2:3f:a6:37) i
Internet Protocol version 4, Src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 50187 (50187)

pomain Name system (response)

[Request In: 304]
[Time: 0.000375000 seconds]

Transaction ID: Ox15e6 1

Questions: 1
Answer RRs: 5

Authority RRs: 4
Nidtion RRs: 4 current pac et:
= queries °
I = www.google.com: type A, class IN
Name: www. google. com
, —— Response to the DNS query
L [Label count: 3]
Type: A (Host Address) (1)
class: IN (0x0001)
= Answers
I @ www.google.com: type A, class IN, addr 74.125.228.114 L
® www.google.com: type A, class IN, addr 74.125.228.115
@ www.google.com: type A, class IN, addr 74.125.228.116
@ www.google.com: Type A, class IN, addr 74.125.228.112

OE®EH

[t0 4 ai d 08 00 45
01 14 98 81 00 a8 4e fe c0
e fd 00 35 c4 7 e6 81 80 00

— Data of the current
AL ETERIEII Tt ek packet

@ 7 Frame (frame), 290 bytes

N




F iy
7
AR

So far, so good?
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rElLe Edit View Higtory Bookmarks Tools Help

PRyt it b
J cute puppy pictures - Goo... X \\:F

lr= 5 [

‘- @ hitps//www.googlecom/Tgws_rd=sslEg= cutes puppy+ pictures

E&ﬂﬂﬂ cute puppy pictures

cute puppy picture
cute puppy pictur
cute puppy pi
cute puppy pj

olden retrievers

|| Q Search

3+ A HBE 9 4 B B-oe- =

= i i

More images for cute puppy

3250 WQDOS Do vou want sc

You want to search “cute
puppy pictures”

50 Cute Puppies Make Your Girlfriend Smile | Cutest Paw
wWww. cutestpaw.com/articles/50-cute-puppies-make-your-girifriend-smile/
50 Cute Puppies Make Your Girlfriend Smile. Qur Best Friend ..

o]

il

What'’s

happened under
the hood?

- The Te

NIVERSITY,
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Double click on
this

This is a traffic file
containing the
details for the
Google search y

#istan| | 2 @ |

F oy
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M WebCapturepcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - !.a - y—— -

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Codmd BRI  AewDT L Qe b #®E Mm% B
| Filter: | | | Expression... Clesr Apply Save
No. Time Source Destination Protocol Length Info -
LR 62 1190-80 [5YN] Seq=0 win=64240 Len=0 M55=1460 SACK_PERM=1 =]
2 0.038550 173.194.73.99 172.16.107.130 2 60 80-1190 [SYN, ACK] Seq=0 Ack=1 Win—64240 Len=0 M55=1460
30.038564 172.16.107.130 173.194.73.99 TCP 54 1190-80 [ACK] seq=l Ack=1 Win=64240 Len=0
40.038844 172.16.107.130 173.194.73.99 HTTP 770 GET /url?sa=t&rct=j&q=&esrc=s&50urce=web&cd=20&ved=0CHWQF jAT&Ur 1=htTp%3A%2F%2Fpinterest. cc
50.039059 173.194.73.99 172.16.107.130 Tcp GO 80-1190 [ACK] Seq=1 Ack=717 Win=64240 Len=0
60.079812 173.194.73.99 172.16.107.130 HTTP <Tg/1.1 200 OK (text/html)
7 0.109039 172.16.107.130 172.16.107.2 DNS. d_guery
§0.112534 172.16.107.130 173.194.73.99 HTTP 564 Gp <39
90.113491 173.194.73.99 172.16.107.130 Tcp 60 80-T . .
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1. TN @ Cl k t h f t
I 11 0.152468 172.16.107.2 172.16.107.130 DNS. 290 standard que) IC o n e I rs
12 0.155684 172.16.107.130 174.129.239.78 Tcp 62 119180 [SYN]
13 0.156416 172.16.107.130 174.129.239.78 Tcp 62 119280 [SYN]
14 0.167974 174.129.239.78 172.16.107.130 Tcp 60 80-1191 [SYN, 4
i 15 0.167983 172.16.107.130 174.129.239,78 TCP 54 1191-80 [ACK] { pa C e
16 0.168017 174.129.239.78 172.16.107.130 Tcp 60 80-1192 [SYN,
17 0.168022 172.16.107.130 174.129.239.78 Tcp 54 1192-80 [ACK]
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /racheloftheMoser Tormy=puppy=preTores, FITF T i d
« I '
2 bytes on wire (496 bits), 62 bytes cap (496 bits) T

@ Ethernet II, Src: vmware 4c:78:F3 (O

£3), pst: vmware_f9:f7:86 (00: )
173.194.73.99 (173.194.73.99)

@ Internet Protocol Version 4, Src: 172.16.107.130 (172.16.107.130), Ds

source Port: 1190 (1190)

Destination Port: 80 (80)

[stream index: 0]

[TcP segment Len: 0]

Sequence number: 0 (relative sequence number)
acknowledgment number: O

Header Length: 28 bytes

@ In the current packet:
SYN is set

(this packet is for connection

Nonce: NOT set
Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not setr
urgent: Not set
Acknow]edgment: Not set

: server port 80]

(s Sequence): Connection establish request
[connection establish request (SyN): server port 80]
[severity level: chat]

7 3 08 00

00 00 ac 10 6b 82

9 63 04 a6 00 50 dc ff 16 3e 00 00 00 0O
a fO 81 42 00 00 02 04 05 b4 01 01 04 02

Packets: 2038 - Displayed: 2038 (100.0%) - Load time: 0:00.028




£
:ﬁ% JAMES
MADISON

UNIVERSITY,

3
Ml WebCapturepcap [Wireshark 1123 (v112.3-0-gbb3eal from master-1.12)] . - - l=la s
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@048 BERE AenTE| Qaab| @@ | &
Filter: [~ | Bepression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
1 0.000000 172.16.107.120 173.194.73.99 TCP 62 1190-80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1
2 0. 173.194.73.98 : 2 80-1190 [5YN, ACK) 50G=0 Ack=1 Win-64240 Len=0 M55=1460
30.038564 172.16.107.130 173.194.73.99 54 1190-80 [ACK] Seq-1 ACk—1 Win-64240 Len—0
40.038844 172.16.107.130 173.194.73.99 HTTE 770 GET /ur1?sa=térct=j&q=&esr c=s&sour ce=web&Cd=20&ved=0CHWQF jAT&ur 1=ht tpk3A%2F%2Fpinterest. cc
50.039058 173.194.73.99 172.16.107.130 TP 2.80-1190 [ACK] Segzl Ack=217 Win=f1240 1anen
60.079812 173.194.73.99 172.16.107.130 HTTE 00 oK
7 0.109039 172.16.107.130 172.16.107.2 NS 7
8 0.112534 172.16.107.130 173.194.73.99 HTTP 564 GET M
9 0.113491 173.194.73.99 172.16.107.130 TCP 60 80-1190 [ I c o n t e S e CO n
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1.1 200 OR
| 11 0.152468 172.16.107.2 172.16.107.130 NS 290 standard query
12 0.155694 172.16.107.130 174.129.239.78 T 62 119180 [5YN] §
13 0.156416 172.16.107.120 174.129.239.78 Tcp 62 119280 [SYN] a C et
14 0.167974 174.129.239.78 172.16.107.130 e 60 80-1191 [SYN, A
| 15 0.167983 172.16.107.130 174.129.239.78 TCP 54 1191-80 [Ack] S|
16 0.168017 174.129.239.78 172.16.107.130 TCP 60 80-1192 [SYN, A
17 0.168022 172.16.107.130 174.129.239.78 TP 54 1192-80 [ACK] Seq-1 ACKk—1 Win-64240 Len-0
18 0.168186  172.16.107.130 174.129.239.78 HTTP 621 GET /racheloftherose/funny-puppy—pictures/ HTTR/1.1 -
« n ] '
@ Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) -
@ Ethernet II, Src: Vmware f8:f7:86 (00:50:56:F9:f7:86), Dst: vmware 4c:78:f3 (00:0c:29:4c:78:f3) |
® Internet Protocol Version 4, Src: 173.194 3
i
pestination port: 1190 (1190)
[stream index: o] @ I th t k t'
N the current packet:

[TcP segment Len: 0]
sequence number: 0  (relative sequence number)

e both ACK and SYN are

Reserved: Not S,ES@,(% —
set (this packet is for
connection establishment: 2nd
packet of the 3-way handshake)

. = Congestion window Reduced (CWR): Not set
ECN-Echo: Not set

. = Urgent: Not set

. = Acknowledgment: set
Push: NOT set
Reser: Not set

[Expert Info (Chat/Sequence): Connection establish acknowledge (SYN+ACK): server port 80]
[connection establish acknowledge (SYN+ACK): server port 80]
[severity level: chat]

< i

0000 00 Oc 29 4c 78 3 00 50 56 f9 f7 86 08 00 45 00
0010 00 2c a3 07 00 00 B0 06 89 Oc ad c2 49 63 ac 10
0020 6b 82 00 50 04 a6 7 €7 4c 84 dc ff 16 3f 60 @ k..
0030 fa f0 81 cc 00 00 02 04 05 b4 00 0O =

JLX..P V.

@ ® Ad (tep.flags.ack), 1 byte | Packets: 2038 - Displayed: 2038 (100.0%) - Load time: 0:00.028 Profile: Default

e
:;\ﬁ? JAMES
MADISON

UNIVERSITY,

Ml WebCapturepeap [Wireshark 1123 {v112.3-0-gbb3e0al from master-1.12)] - " - (=] B
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o4l i BEXR  XevaTL e f| @B B & &
Filter: | - | Expression... Clear Apply Save
ho. Time Source Destination Protocal Length Info
10.000000 172.16.107.130 173.194,73.99 Tcp 62 1190-80 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK_PERM=1
2 0.038550 173.194.73.99 172.16.107.130 TCP 60 801190 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
3 0. .16.107.130 ¥ 54 1190-80 [ACK] 5eq=l Ack=l Win=64240 Len=0
40.038844 172.16.107.130 173.194.73.99 P 770 GET /Ur 175a=t&r ct=]&q=&esr C=5&50Ur Ce—web&cd=20&ved=0CHWOF JAT&Ur |=hTLp%3A%2F%2Fpinterest. cc
50.039050 173.194.73.99 172.16.107.130 Tor 60 80-1190 [AcK] Seq=l Ack=717 win=64240 Len=0
60.079812 173.194.73.99 172.16.107.130 HTTP 845 HTTP/1.1 200 Ok (text/html)
7 0.10903%9 172.16.107.130 172.16.107.2 DNS adard query / \
8 0.112534 172.16.107.130 173.194,73.99 HTTP > a
90.113491 173.194.73.99 172.16.107.130 Tcp 60 80 . .
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/I: ® CI I C k O n th e t h I rd
l 11 0.152468 172.16.107.2 172.16.107.1320 DNS 290 standard qua
| 12 0.155694 172.16.107.130 174.129.239.78 Tcp 62 119180 [SYN]
13 0.156416 172.16.107.130 174.129,239.78 Tcp 62 1192-80 [SYN]
14 0.167974 174.129.239.78 172.16.107.130 Tcp 60 80-1191 [SWN, k t
15 0.167983 172.16.107.130 174.120.239.78 Tcp 54 110180 [ACK] pa C e
16 0.168017 174.129.239.78 172.16.107.130 Tcp 60 801192 [SWN,
17 0.168022 172.16.107.130 174.129.239.78 TCcP 54 1192-80 [AcK] 3 /
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /rachelofthercse/Tunny-puppy-pictures; AITE7L T Gl
< | . 13
Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) -l

Ethernet IT, Src: Vmware 4c:78:F3 (00:0c:29:4c:78:F3), Dst: Vmware f8:f7:86 (00:50:56:F9:F7]
Internet protocol version 4, src: 172.16.107.130 (172.16.107.130), Dst: 173.194.73.99 (173.
Transmission control protocol, src port: 1190 (1190), pDst Port: 80 (80), seq: 1, ack: 1, Lej
Source Port: 1190 (1190)
Destination Port: 80 (80)
[stream index: 0]
[TCP Segment Len: 0]

® In the current packet:
the ACK is set (this packet is

EEEE]

oo e Ny e i | for connection establishment: 3
Header Length: 20 bytes
R 0 5006 A1 ool ¢ Snes s el packet of the 3-way handshake)

Nonce: NOT set
ik Congestion Window Reduced (CwR):
. = ECN-Echo: Not set
urgent: Not set
Acknow] edgment: Set

‘What does this mean? Three wasted packets? )
Your browser did a lot before your search keyword
L is sent to Google )




¥ JAMES
MADISON

UNIVERSITY,

.
Ml WebCapturepcap [Wireshark 1.123 (v112.3-0-gbb3ea0 from master-1.12)] . - - [E=
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
ce 4R 2 BEERE A TF LR faQab #$Bm%E 8
Filter: |~ | Expression... Clear Apply Save
No. Tim Source Destination Protocol Length nfo
10.000000 172.16.107.130 173.194.73.99 Tcp 62 1190-80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1
2 0.038550 173.194.73.99 172.16.107.130 TCP 60 80-1190 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460
3 0.038564 172.16.107.120 173.194.73.99 TCP Ack=1 Win=64240 Len=0
20, E 770 GET /U 175a~&r Ct=]&—&eST C=5&50UF CE—WeD&CT—20&Ved—0CHVF JATRUT |=hTLpXIA%2F.2FpiNterest. cd
50.039058 173.194.73.99 172.16.107.130 TP 60 80-1190 [ACK] Seq-1 Ack—717 Win-64240 Len-0
60.079812 173.194.73.99 172.16.107.130 HTTE TP/1.1 200 OK
7 0.100038 172.16.107.130 172.16.107.2 NS
80.112534 172.16.107.130 173.194.73.99 HTTE .
90.113491 173.194.73.99 172.16.107.130 TP
0 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1.1 2D ® Cllck On the fourth
I 1 0.152468 172.16.107.2 172.16.107.130 DNS 290 standard query
| 0.155604 172.16.107.130 174.129.239.78 Tcp 62 119180 [SYN]
0.156416 172.16.107.130 174.129.239.78 Tcr 62 1192-80 [5YN]
0.167974 174.129.239.78 172.16.107.130 TP 60 80-1191 [5YN, pa C et
i 0.167983 172.16.107.130 174.129.239.78 TP 54 1191-80 [ACK]
0.168017 174.129.239.78 172.16.107.130 e 60 80-1192 [SYN,
0.168022 172.16.107.130 174.129.239.78 TCP 54 1192-80 [ACK]
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /racheloftherose/funny-puppy-pictures/ HTTP/1.1 *

| ’

Header Length: 20 bytes
.. 0000 0001 1000 = Flags:
window size value: 64240
i [calculated window size: 64240]
[window size scaling factor: -2 (no window scaling used)]
= checksum: 0x119f [validation disabled]
[Good Checksum: False]
| [Bad Checksum: False]
Urgent pointer: 0
# [SEQ/ACK analysis]

0x018 (PSH, ACK)

- jATaUr

rvi21.0) Gecko/20100101 Firefox/21.0\r\n
=0. 8\r'n

HOST: www. google. com\r\n
uUser-agent: Mozi1la/5.0 (windows NT 5.2;
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;
Accept-Language: en-us,en;g=0.5\r\n

| Accept-encoding: gzip, deflate\rin

i@ Cookie: PREF=ID=3b7a6867adaf8522:TM=1370363771:
Connection: keep-alive\r\n
Arin
[Full reguest URI [truncated]:
[HTTP reguest 1/3]

Response in frame: 6

Next request in frame: 8

http://vwa. google. com/ur1?sa=t&r ct=j&g=Resrc=s&sour ce:web&cd\

This is your Google

search request!

It is NOT the first
packet

61 3d 74 26 72 63 74 3d 71 3d 26 65 73 72

@ (7] Frame (frame), 770 bytes | Packets: 2038 . Displayed: 2038 (100.0%) - Load time: 0:00.028

Profile: Default

N
7
BB

UNIVERSITY,

NET)

M WebCapture.pcap [Wireshark 1123 (v112.3-0-gbb3e8a0 from master-1.12)] Aas

File Edit View Go Capture Analze Statistis Telephony Tools Intemals ﬁelp

CoO U NS BEERS RenhT L @@ 0| @MEMm% B

Filter: |~ | Bxpression... Clear Apply Seve

No. Time Source Destination Protocol Length Info
26 0.301028 174.120.239.78 172.16.107.130 Tcp 1514 [TcP segment of
27 0.391930 174.129.239.78 172.16.107.130 TP 1478 [TCP segment off
28 0.391937 172.16.107.130 174.129,239.78 TP 54 1101480 [ACK]
20 0.392163 174.120.239.78 172.16.107.130 TP 1502 [TCP segment of
30 0.392378 174.129.239.78 172.16.107.130 TP 1502 [TCP segment of
31 0.392387 172.16.107.130 174.129,239.78 TP 54 1191-80 [ACK]
32 0.392520 174.129.239.78 172.16.107.130 TP 1502 [TCP segment of
33 0.392672 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of
34 0.392699 172.16.107.130 174.129.239.78 TCP 54 1191-80 [Ack]
350.392730 174.129.239.78 172.16.107.130 HTTP 940 HTTP/1.1 200 of
36 0.404601 172.16.107.130 172.16.107.2 DNS 84 standard query
37 0.421443  172.16.107.130 172.16.107.2 DNS 84 standard quer
38 0.447314 172.16.107.2 172.16.107.130 DNS 228 standary
39 0.447680 172.16.107.130 72.21.91.19 TP
40 0.456766 72.21.91.19 172.16.107.130 Tcp
41 0.456775  172.16.107.130 72.21.91.19 TP

172.16.107.130
72.21.91.19

43 0.457044 172.16. 107 130 60 80-1193 [ACK]

<
B
B
B
1=}

Frame 42: 574 bytes on wire (4592 bits), 574 bytes captured (4592 bits)

Ethernet II, src: vmware_4c:78:f3 (00:0c:

Internet protocol version 4, Src: 172.16.107.130 (172.16.107.130), Ds

Transmission control Protocol, src port: 1193 (1193), Dst port: 80 (80)
source Port: 1193 (1193)

seq: 1, Ack: 1, Len:

pestination Port: 80 (80)
[stream index: 3]
[TcP segment Len: 520]

Sequence number: 1 (relative sequence number)

[Next sequence number: 521 (relative sequence number)]
acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
0000 0001 1000 = Flags: Ox018 (PSH, ACK)
wi ndo‘w size value: 64240

64240]
-2 (no window scaling used)]

[calculated window size:
[window size scaling factor:

B Checksum: Oxbcdd [validation disabled]
[Good Checksum: False]

4

>

This is the 42th
packet

How can we find all -

packets related to |

packet 427 N

14c:78:F3), Dst: vmware_f9:f7:86 (00:50:56:F9:f7:86)
72.21.91.19 (72.21.91.19)

520

[Bad Checksum: False]
Urgent pointer: O !
® [SEQ/ACK analysis]
HOST: passets-ec.pinterest.com\r\n -
i »

56 9 f7 86 00 Oc 29 4c 78 £3 0B 00 45 00 -
58 08 40 00 80 06 00 00 ac 10 6b 82 48 15 2 i =
04 29 00 50 f5 16 72 86 6d 92 60 a7 50 18 L
bc dd 00 00 47 45 54 20 2f 63 73 73 2f 70 T _/css/p
82 6f 61 72 64 5f 36 33 37 38 32 38 38 36 mﬁmard 63782886 s
23 23 30 45 =4 24__En IF Ad o v

| Profile: Default




¥ JAMES
MADISON

UNIVERSITY,

. 5 = ET)
Ml WebCapturepcap [Wireshark 1123 (v1423-0-gbbledabfrommaster-1a2] Aas — - —p— -
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
QO4Es BERE Ae»9T L laea b EERE B
Filter: | - | Bxpression... Clesr Apply Save
No. Time Source Destination Protocol Length Info Z
26 0.391928 174.129.239.78 172.16.107.130 TCP 1514 [TcP segment of a reassembled PDU] =|
27 0.391930 174.129.239.78 172.16.107.130 TP 1478 [TcP segment of a reassembled PDU]
28 0.391937 172.16.107.130 174.129.239.78 TCP 54 119180 [ACK] Seq=568 Ack=5793 Win=64240 Len=0
29 0.392163 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
30 0.392378 174.120.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
31 0.392387 172.16.107.130 174.129.239.78 TCP 54 1191-80 [ACK] §
32 0.392520 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment ofy
330.392672 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment off .
34 0.392699 172.16.107.130 174.129.239.78 TCP 54 119180 [ACK]
35 0.392730 174.129.239.78 172.16.107.130 HTTP 940 HTTP/1.1 200 0K @ Cl I C k O n t h e 42t h
36 0.404601 172.16.107.130 172.16.107.2 DNS 84 standard query |
37 0.421443  172.16.107.130 172.16.107.2 DNS 84 standard query i
38 0.447314  172.16.107.2 172.16.107.130 DNS 228 standard gu- dn.r
39 0.447690 172.16.107.130 72.21.91.19 TCP p a C et
40 0.456766 72.21.91.19 172.16.107.130 TCP |
0. 172.16.107.130 72.21.01.19
172.16.107.130
43 0.457044  72.21.91.19 172.16.107.130 TCP 60 80-1193 [ACK] Seg=1 Ack=521 Win—64240 Len0 - i
il | v
Frame 42: 574 bytes on wire (4592 bits), 574 bytes captured (4592 bi N
B Ethernet II, src: vmware 4c:78:f3 (00:0c:29:4c:78:f3), Dst: vmware f9:f 56:f9:77:86) il
= Internet Protocol version 4, sre: 172.16.107.130 (172.16.107.130), Dst: 72 i
= Transmission control Protocol, src Port: 1193 (1193), Dst Port: 80 (80), |
source port: 1193 (1193) |
pestination Port: 80 (80) |
[stream index: 3] |
[TcP segment Len: 520]
sequence number: 1 (relative sequence number) . . . i
[Next sequence number: 521  (relative sequence number)] RI ht CI |Ck O n It |
acknowledgment number: 1 (relative ack number)

Header Length: 20 bytes
0000 0001 1000 = Flags: Ox018 (PSH, ACK)
wi rsdo‘w size value: 64240
[calculated window size: 64240]
[window size scaling factor: -2 (no window scaling used)] -~
& checksum: Oxbcdd [validation disabled] N
[Good Checksum: False]

[Bad Checksui mse] |
Urgent pointer: 0
® [SEQ/ACK ana'\ysws]
mm Protoco

css/ ol 886.css HTTP
Host: passets-ec.pinterest.com\r\n -

o i i3
56 00 45 00 E -
58 82 48 15 = B =
3 04 a7 50 18 r.m."._p.
bc 73 2f 70 GE T_/css/p
62 38 38 36 Wrihoard 63782886 -
= s

D\spaye . 203 (muu%] Load(vma ! Profile: Default

e
-
:’;&f JAMES
MADISON
UNIVERSTTY.
~
Ml WebCapturepcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-1.12)] - é - =
File Edit View Go Copture Analyze Statistics Telephony Tools Intemals Help
Ceil s BEEE AE T L lacabd @EmE
Fikter: |~ | Expression.. Clear Apply Sove
ho. Time Source Destination Protocal Length Info
26 0.391928 174.129.239.78 172.16.107.130 TP 1514 [TCP segment of a reassembled PDU]
27 0.391930 174.129.239.78 172.16.107.130 TCP 1478 [TcP segment of a reassembled PDU]
28 0.391937 172.16.107.130 174.129.239.78 TCP 54 1191-80 [ACK] Seq=568 Ack=5793 Win=64240 Len=0
29 0.392163 174.120.239.78 172.16.107.130 Tcp 1502 [TcP segment of a reassembled PDU]
30 0.392378 174.120.239.78 172.16.107.130 Tce 1502 [TcP segment of a reassembled PDU]
31 0.392387 172.16.107.130 174.129.239.78 Tcp 54 1101+80 [ACK] Seq=568 Ack=8689 Win=64240 Len=0
32 0.392520 174.129.239.78 172.16.107.130 TP 1502 [TCP segment of a reassembled PDU]
33 0.392672 174.129.239.78 172.16.107.130 TP 1502 [TCP segment of a reassembled PDU]
34 0.392699 172.16.107.130 174.129.239.78 TCP 54 1191-80 [ACK] Seq=568 Ack=11585 wWin=64240 Len=0
35 0.392730 174.129.239.78 172.16.107.130 HTTP 940 HTTP/1.1 200 ok (text/html)
i 36 0.404601 172.16.107.130 172.16.107.2 NS 84 standard query 0x95b3 A passets-ec.pinterest.com
| 37 0.421443  172.16.107.130 172.16.107.2 NS 84 standard query 0x2a8l A passets-ak.pinterest.com
38 0.447314 172.16.107.2 172.16.107.130 NS 228 standard query response 0x95b3 CNAME wac.7ad7.edgecastcdn. net CNAME gsl.wac.edgecastcdn.r
39 0.447680 172.16.107.130 72.21.91.19 TP 62 119380 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK PERM=1
40 0.456766 72.21.91.19 172.16.107.130 TP 60 80-1193 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55-1460
41 0.456775 172.11 72.21.91.19 TCP 1 s
56908 1 01
43 0.457044 72.21.91.19 3 Mt Bk aag) 60 80-1193 [ACK] Seq-1 ACk=521 Win=64240 Len-0 -
it Ignore Packet (toggle) | :
& Frame 42: 574 bytes on wire (4502 bits), = o TimeReference (oggle) ) N |
@ Ethernet IT, src: vmware_4c:78:f3 (00:0¢ O TimeShift.. 9:f7:86 (00:50:56:F9:F7:86) Ml
@ Internet Protocol Version 4, Src: 172.1€  Edit Packet st: 72.21.91.19 (72.21.91.19)
|| = Transmission Control Protocol, Src POrti i packet Comment. 80), seq: 1, Ack: 1, Len: 520
Source Port: 1193 (1193)
pestination Port: 80 (80) Manually Resolve Address
[stream index: 3]
[TCP Segment Len: 520] Apply as Filter k
Sequence number: 1 (relative sequer Prepare a Filter > .
[Next sequence number: 521 (relatiy Conversation Filter »
e 2 oanel ® Choose this
Header Length: 20 b o .
.... 0000 0001 1000 = Flags: Ox018 (Pg L
[calculated window size: 64240] | Fellow UDP Stream
[window size scaling factor: -2 (no wi Follow SSL Stream
|| = checksum: oxbcdd [validation disabled!
[Good Checksum: False] Copy k
[Bad checksum: False] Protocol Preferences »
urgent pointer: 0 N
@ [SEQ/ACK analysis] | % Decode As..
a T | 2 Print..
2 f ard_ 2886. C55 HTTP Show Packet in New Window
Host: passets-ec.pinterest.com\r\n —_— ] =
o it ] 3
78 £3 08 00 45 00 %
ac 10 6b 82 48 15 =
6d 92 60 a7 50 18 romLP.
2f 63 73 73 2f GE T /css/p
37 38 32 38 38 36 mtmam 63782886 -
. £ 31 3n 51 nd na 18 cee
mp\Bom capture\WebCapture.pe... | Packets: 2058 Displayed: 2038 (mnn%) - Load Profile: Default




Ml WebCapturepcap [Wireshark 1123 (v1.123-0-gbb3e9a0 from master-112)}

¥ JAMES
MADISON

UNIVERSITY,

fem L]

&

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

0By BLURE AesTL Qe $#2m% B

Filter: | tep.stream eq 3 EExpmssimvm Clear Apply Save
No. Time Source Destination Protocol Length Info
39 0.447690 172.16.107.130 72.21.91.19 TCP 62 1193-80 [SYN] Seq=0 win=64240 Len=0 MS5=1460 SACK_PERM=1
40 0.456766 72.21.91.19 172.16.107.130 TCP 60 80-1193 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460
41 0.456775 172.16.107.130 72.21.91.19 TCP 54 1193-B0 [ACK] Seg=1 Ack=1 Win=64240 Len=0
42 0.456908 172,16.107,130 72.21.91.19 HTTP 574 GET /css/p1nboard 63782886. Cs5 HTTP/1.1
43 0.457044  72.21.91.19 - co.an. R -
44 0.474208 72.21.91.19 | M Follow TCP Stream (tcpistream eq 3) i B S O & e =
450.474220 72.21.91.19
46 0.474222 72.21.91.19 || rotream Content ——— I
47 0.474224 72.21.91.1% GET /c55/pinboard_63782886. e= HTTR/1.1
48 0.474226  72.21.91.19 |Host: passets-ec.pinterest
7. user-agent: mozilla/5.0 (vnnduws NT 5.2; rv:21.0) Gecko/20100101 Firefox/21.0
49 0.474229 72.21.91.19 Iiocert? tecrfioottrnt i
50 0.474231 72.21.91.19 Accept-Language: en-Us, En o= u 5
51 0.474236 72.21.91.19 Accept-encoding: gzip. detat
52 0.474238 72.21.91.19 Referer: http: ?/;ﬂnterest (um/ra(he'\nfthernse/\‘unn’y puppy-pictures/
53 0.474240 72.21.91.19 cookie: _pinterest_sess="elzzk/
sS4 0'4,424, 17'2 1"5 1'07 13l ‘AKEEgIDTfNNS]Tr‘¥pXLQElZPEtZYnISAthYEVnyNthNﬂTXdeElquKN/
e R JZtLVVKO4 LS 5MsTXM15qTrPT19HFXLPCPCTTICWNK1QZ 3NPFLca30dqmt BKo3OXNXNIOKCTX2 TL e1BQCR /CMX :
55 0.474323 172.16.107.13/| connection: keep-alive I win=62160 Len=0
56 0.474361 172.16.107.13{ M win=64240 Len=0

HTTP/1.1 200 OK
content-| Encodmg gz'ip L

@ Frame 42: 574 bytes on wire (|| Accept-Range:

® Ethernet II, src: vmware dc:7l | Cache-contro "'“ 399—31535000

@ Internet Protocol Version 4, { ggtl"zEf'_tr-TWS“ Eﬁﬁtégﬁ R

= Transmission control protocoll|| etag: "£552890242cdc42920¢e01041b1cedbd”
Source Port: 1183 (1193) [Expires: Wed, 04 Jun 2014 16:37:44 GMT
pestination port: 80 (80) Lastfmudiﬁmgé W§d, 231 Apr 2013 18:01:32 GMT

2 . |server: ECS ca /2470,

P index: 3 \vary: accept-encoding
[Tcp segment Len: 520] x-amz-1d-2: OLATH3GeDDPIfHdWFRhi/ICruUREXOHTBFVGYFNAT+eLpCgwMZXXBSKhd4GIMKEQU
sequence number: 1 (relall | x-amz-request-id: 9233628493815020
[Next seguence number: 521 x-Cache: HIT

2]

Acknowledgment number: 1 Content-Length: 28294

Header Length: 20 bytes || S+K. . pinboard_ 63782886 css. T S S ) ciy T B S e TR M
.... 0000 0001 1000 = Flags|| & %  Tov.—oK.&0.u ++..:1. TR P Mar il 3w |C
Window size value: 64240 < ] f

[calculated window size: &4

[window size scaling factor]
= Checksum: Oxbcdd [validatiall

[Good checksum: False] |

[Bad Checksum: False] I
urgent pointer: 0 [F.naomms StrearQL Close ] )]
[SEQ/ACK arra'\ysw s]

1433 btes)

m

[ End ][ saveps |[ pimt |© asco ) EBCDIC ) HexDump © CAmays

Fﬂ

™ (e fmf
HOST: passers-ec. pWrr[Er‘Es[ com\rin

00 50 56 f9 7 86 00 Oc 29 4c 78 f3 08 00 45 00
58 82

.E.
H.
5b 13 04 a9 00 50 f5 16 72 86 6d 92 60 a7 50 18 X
fa fO bc dd 00 00 47 45 54 20 2f 63 73 73 2f 70 GE /(szp
69 GE SZ 6f 61 72 54 st 36 33 37 38 32 38 38 36 1nboard 63782886

73 o Sa aF ad Ao Pt

L

@ @" Fie ”C\tmp\BLmt (aptura\WebCapﬁura pe.. | Packers 2038 D\sp}ayad 53 (26%) - Lond time: 000027 | Profile: Default

A
%7
’%? JABE:

UNIVERSITY,

Ml WebCapture.pcap [Wireshark 1.123 {v112.3-0-gbb3e9a0 from master-1.12)]

=l e &

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
@ d 4 BELIRXES ReP DT L Qaad @®mx| 8

e [ — E[Exp.mm... Clear Apply Save

No. Time Source Destination Protocol Length Info
72.16.107

. 488753 .16.107.2 .16.107.130
0.492804 .16.107.130 .129.239.78
73 0.493363  172.16.107.130 134.126.9.42 Tcp
74 0.494121 172.16.107.130 134.126.9.42 Tcp
75 0.494660 172.16.107.130 172.16.107.2 DNS 79 standard query OxF84a A ajax.googleapis.com
76 0.494919 172.16.107.130 134.126.9.42 Tcp 62 1106-80 [SYN] Seq=0 win=64240 Len=0 MSS=1460 SACK_PERM=1
I 77 0.495311 134.126.9.42 172.16.107.130 Tcp 60 80-1194 [S¥N, ACK] Seq=0 Ack=1 Win=64240 Len=0 Mss=1460
! 78 0.495318 172.16.107.130 134.126.9.42 Tcp 54 1104-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
70 0.495873 134.126.9.42 172.16.107.130 Tcp 60 80-1195 [S¥N, ACK] Seq=0 Ack=1 Win=64240 Len=0 Mss=1460
I 80 0.495880 172.16.107.130 134.126.9.42 TCP 54 1195-80 [ACK] seg=1 Ack=1 win=64240 Len=0
( 81 0.497596 134.126.9.42 172.16.107.130 Tcp 60 80-1196 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
| 82 0.497604 172.16.107.130 134.126.9.42 TcP 54 1196-80 [ACK] Seq=l Ack=1 Win=64240 Len=0
83 0.498040 172.16.107.130 134.126.9.42 HTTP 559 GET /is/bundle_pin b779d4f2.js HTTP/1.1
[ 84 0.500184 172.16.107.130 172.16.107.2 DNS 86 standard query Oxd73a A media-cache-ecO.pinimg.com
I 85 0.500923 172.16.107.130 172.36.107.2 DNS 86 standard query Oxd96c A media-cache-ak0.pinimg.com
86 0.502050 172.16.107.130 134}\\9.42 HTTP 543 GET /images/favicon.png HTTP/1.1
/ i ]

(1824 bits)

: vmware_4c:78:f3 (00:0c:29:4c:78:3)
§.107.2), Dst: 172.16.107.130 (172.16.107.130)
52 (65452)

? ytes on

@ Ethernet II, src: vmware_f9:f7:86
Internet Protocol version 4, srcjy
User Datagram Protocol, src por
Domain Name System (response)

This pane has fewer packets now,
all related to packet 42, making
your life easier!

[l0000 00 Oc 29 4c 78 3 00 50 56 9 f7 86 08 00 45 00

10030 00 03 00 02 00 02 Qa 70 &1 73 73 65 74 73 2d 65 p aSSEIS e
0040 63 09 70 69 EE 74 65 72 65 73 74 03 63 6f 6d 00 c pinter est.com.

Cled| e 0 \tmp\Boot- cap(ure\Web(apturE pc.. | Packets: 2038 - Displayed: 1985 (87.4%) - Load time: 0:00.024 Profile: Default
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Everybody likes a quiz!

* Wireshark is a popular tool for:
a) Testing web applications for vulnerabilities

b) Cracking WEP encryption used in older wireless
networks

c) Analyzing the contents of network traffic
d) Crafting phishing e-mails
e) None of the above
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Exercise @

Double click on
this
a

This example has more
advanced features (protocol
hierarchy, conversion)
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UNIVERSITY,

Ml CaseStudylpeap [Wireshark 1123 (v112.3-0-gbb3edal from master-112)]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
CoER I BERER I XN+ T L aeaed @8R % B
Filter: Eﬁpless}an... Clear Apply Ssve
Mo. Time Destination ocol Length Info
£y i
2 0.957053 192.168.1. 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 192.168.1.7 DNS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
41.003867 192.168.1.7 65.55.84.56 TCP 66 49635+80 [SYN] Seq=0 win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
61.012715 168.254.1.213 255.255.255.255 uppP 181 source port: 21302 Destination port: 21302
71.013691 169.254.1.47 169.254.1.255 usP 60 Source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 192.168.1.7 TCP 62 80-49635 [SYN, ACK] Seg=0 Ack=1l win=8192 Len=0 MSS5=1460 SACK_PERM=1
I 91.062847 192.168.1.7 65.55.84.56 TCP 54 49635-80 [AcK] seg=1 Ack=1 win=64240 Len=0
| 10 1.063255 192.168.1.7 65.55.84.56 HTTP 516 GET /Zocid=iehp HTTP/1.1
11 1.182590 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
\ 12 1.183190 65.55.84.56 192.168.1.7 TCP 1514 [TcP segment of a reassembled PDU]
| 13 1.183225 192.168.1.7 65.55.84.56 TP 54 49635-80 [ACK] Seq=463 Ack=2921 Win=64240 Len=0
| 14 1.235823 65.55.84.56 192.168.1.7 TCcP 1514 [TcP segment of a reassembled PDU]
151.235830 65.55.84.56 192.168.1.7 TCP 1514 [TcP segment of a reassembled PDU]
I 16 1.235832  65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
' 17 1.235919 192.168.1.7 13 36 TCP 54 4963580 [ACK] 5eq=463 Ack=7301 Win=64240 Len=0
18 1.236712 65.55.84.56 1 7 TCR 1514 [TcP segment of a reassembled PDU] x|
< / N\ m, ] r

B

Eld

@ Frame 1: 208 bytes on wire (1664 |
Ethernet II, src: IntelCor_S5e:df
Internet Protocal Version 6, Sr,
User Datagram Protocol, Src P

. captured (1664 bits)

:7c), Dst: IPvBmcast_Oc (33:33:00:00:00:0¢)

d:ed69 (feBO::7cfa:de3f:3124:ed69), Dst: FFO2::c (FFO2::c)
£: 1900 (1900)

This example has many (too
many?) packets

How to make sense out of them?

332 33 00 00 00 Oc Q0 23 15 Se df 7c 86 dd &0 Q0
00
00 - P
00 00 00 00 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... Q .1..gEM-
33 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e SEARCH * ’_H'I_I'Pfl.

| File: "C:\tmp\Boot-capture\CaseStudyl pea... | Packets: 266 - Displayedk: 266 (100.0%) - Load time: 0:00.056

Profile: Default

@ Select Statistics

e
:;\ﬁ? JAMES
MADISON

UNIVERSITY,

M CaseStudylpeap [Wireshark 1123 (v

File

Edit View Go Capture Anabz Stat a'fe»epnonz Tools Internals  Help
o 4w BEX o F L faqabd #$8®B% &

Filter:

us

o

Internet Protocol Version €, Src: fe80::7cfa:9e3f:3124:ed69 (feB0::7cfa:9e3f:3124:ed69), Dst: ff02::c (FF02::c)

er Datagram Protocol, Ssrc Port: 63057 (63057), Dst Port: 1900 (1900}

Hypertext Transfer Protocol

33 33 00 00 00 Oc Q0 23 15 Se df 7c 86 dd €0 Q0

00 00 00 9a 11 01 fe 80 00 00 00 Q0 Q0 00 7¢ fa

9e 3f 31 24 ed €9 ff 02 00 00 00 Q0 Q0 00 00 QO
51

d Q.1
53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e  SEARCH *
S . r

Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
i ES i < 20
2 0.957053 E ik 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 . i 192.168.1.7 DNsS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
4 1.003867 . 1. 65.55.84.56 TCP 66 49625+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
61.012715 169.254.1.213 255.255.255.255 ue 181 Source port: 21302 Destination port: 21302
71.013691 169.254.1.47 169.254.1.255 usP 60 Source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 192.168.1.7 TCP 62 B0-49635 [SYN, ACK] Seq=0 Ack=1 win=8192 Len=0 MSS=1450 SACK_PERM=1
I 9 1.062847 192.168.1.7 65.55.84.56 TCP 54 49635480 [AcK] Seg=1 Ack=1 win=64240 Len=0
| 10 1.063255 192.168.1.7 65.55.84.56 HTTP 516 GET /Zocid=iehp HTTP/1.1
11 1.182590 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
I 12 1.183180 65.55.84.56 192.168.1.7 TR 1514 [TCP segment of a reassembled PDU]
I 13 1.183225 192.168.1.7 65.55.84.56 TP 54 49635-80 [ACK] Seq=463 Ack=2921 Win=64240 Len=0
| 14 1.235823  65.55.84.56 192.168.1.7 TCcP 1514 [Tcp segment of a reassembled PDU]
151.235830 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
| 16 1.235832  65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
' 17 1.235919 192.168.1.7 65.55.84.56 TCP 54 4963580 [ACK] 5eg=463 Acl 301 Win=64240 Len=0
18 1.236712  65.55.84.56 192.168.1.7 TP 1514 [TCP segment of a reassembled PDU] =
o i ] V
|
||| & Frame 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
@ Ethernet IT, src: Intelcor_Se:df:7c (00:23:15:5e:df:7c), Dst: IPvémcast_Oc (33:33:00:00:00:0¢)

3% A - as &F 73 3a 5a Sk a 54 5= Gnee. Teennter
| File: "C:\tmp\Boot-capture\CaseStudyl pea... | Packets: 266 - Displayedk: 266 (100.0%) - Load time: 0:00.056

Profile: Default




@M;

UNIVERST T

=)

= —
Ml CaseStudylpcap [Wireshark 1123 (11123-0-gbb3cdal from master 112 — -
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
@@ @ % £ B 8D ummay
- Comments Summary
Filter: | Show address resolution
| 1 0.000000 feBO::7cfa:9d SRR 208 M-SEARCH " HTTP/1.1 =
2 0.957053 192.168.1.7 NS 71 standard query Oxbeb8 A www.msn.com
30.983752 192.168.1.1 |2 Endpoints NS 129 standard query response Oxbeb8 CNAME us.col.ch3.glbdns.microsoft.com A 65.55.84.56
41.003867 192.168.1.7 Packet Lengths... cP 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 Ms5=1460 Ws=4 SACK_PERM=1
4 fe [0 Graph 8
61.012715 169.254.1.21 oP 181 source port: 21302 Destination port: 21302
71.013691 169.254.1.47 |  Conversation List * jop 60 source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 Endpoint List L o 62 80-49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460 SACK_PERM=1
9 1.062847 192.168.1.7 Gervis Resposie Tane » fCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
| 10 1.063255 192.168.1.7 TR 516 GET /?ocid=iehp HTTR/1.1
11 1.182590 65.55.84.56 29West ¥ jer 1514 [TcP segment of a reassembled PDU]
12 1.183190  65.55.84.56 ANCP P 1514 [TCP segment of a reassembled PDU]
13 1.183225 192.168.1.7 BAChet » fcP 54 49635-80 [ACK] Seq=463 Ack=2021 Win=64240 Len=0
14 1.235823  65.55.84.56 e cp 1514 [TCP segment of a reassembled PDU]
15 1.235830  65.55.84.56 cp 1514 [TCP segment of a reassembled PDU]
16 1.235832 65.55.84.56 Compare. cP 1514 [Tce segment of a reassembled PDU]
17 1.235919 192.168.1.7 | L Flow Graph.. cp 54 49635-80 [ACK] Seq=463 Ack=7301 Win=64240 Len=0
18 1.236712 65.55.84.56 HART-IP cP 1514 [TcP segment of a reassembled PDU] o
HTTP v I '
: 208 bytes on wire ( ONC-RPC Programs ired (1664 bits)
@ Ethernet II, Src: IntelCor_5 Sametime » |s Dst: IPvemcast_Oc (33:33:00:00:00:0c)
|| @ Internet Protocol Version 6, TCE StreamGiraph , (ed69 (feB0::7cfa:0e3f:3124:ed69), Dst: ff02::c (FFO2::c)
@ User Datagram Protocol, Src N rt: 1900 (1900)
|| = ypertexe Transfeniprotocoly ~ UDP Multicsst Streams S |
| WLAN Traffic
1P Statistics »
| BOOTP-DHCP...
|
0000 33 33 00 00 00 Oc 00 23 15 5e df 7c 86 dd 60 00 S
0010 00 00 00 9a 11 01 fe 80 00 00 00 00 00 00 7c fa =
0020 9e 3f 31 24 ed 69 ff 02 00 00 00 00 0O 00 00 0O
0030 00 00 00 00 00 Oc f6 51 07 6C 00 9a 67 45 4d 2d .. .9 .1..geM-
0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e  SEARCH * H‘ITP/l >
lAnEn 37 A na Ao &F 73 74 32 Gh 4k A& 3n 33 34 3+ 43 Unet. reemne R |
© | File: "Ci\tmp\Boot- capture\ CaseStudylpea.._| Packets: 266 D\sp\ayeﬁ%ﬁﬂﬂﬂﬂ%} Loadtlma: 0:00.056 | Profile: Defaut

N

TY.

@ This column shows fhe
byte # percentage

® This column shows the
packet # percentage

[Nl Wiresherke Protocel Hicrarchy Statiaac IR :-/ - - 7 /4—-—-—-—-_ [ PR
Dlsplay filter: none
|.Protoco| % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbrtfs =
= Frame [ 1000% | 266/  10000% 141368 0113 0 o o000l
B Ethemet 10000 % 141368 0113 0 0 0000
= Internet Protecol Version 6 ] 1.50 % 4 ! 059 % 832 0,001 i} 0 0.000
| [ User Datagram Protocol | 150 % 4] 059 % 832 0001 0 0 0000
il Hypertext Transfer Protocol J 1.50 % 4 ! 0.59 % 832 0,001 4 832 0.001
1 B Internet Protocol Version 4 97.37 % 9 140374 0112 0 0 000
l: Izl User Datagram Protocol . 1015 % 27 ] 2.06 % 2018 0,002 0 0 0.000
I Domain Name Service N 9.02% 2] 185% 2617 0.002 4 2617 00022
| Data | 113 % 3 0.21 % 301 0,000 3 301 0.000
| & Transmission Control Protocol 8684% 231 135942 0109 177 106781 0085
I | & Hypertext Transfer Protocol 1757 % ,1 | ol 5% 2625 0on 26 16132 0013
I Line-based text data 4 51 % 12 458 % 6469 0.005 12 6469 0005
Compuserve GIF 263 7] 221 % 3119 0.002 7 ;o ooe| ||l
JavaScript Object Notation 07 2] 038 % 538 0000 2 58 0000
Secure Sockets Layer 7 ] 205 % 2903 0.002 7 2903 0.002
Data 1 j 107 % 1514 0.001 1 1514 s
Address Resolution Protocol Lo L 162 0.000 3 162 =
® Percentage of HTTP
L

traffic
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UNIVERSITY,

1 - p— HE)
T —
Ele Edit View Go Capture Analyze] Internals  Help
e@gma:g@xe“#mw B aaan @0mE 8
‘ Comments Summary
Filter: | St s reotution pression... Clear Apply Save
ho. Time Source | Protocol Hierarchy otocal _Length Info
| R E IS ERT, ) Conversation: oF 208 M SEARCH * HTTP/1.1
2 0.957053 NS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 i i NS 129 Standard query response Oxbeb8 CNAME us.col.cb3.glbdns. microsoft.com A 65.55.84.56
4 1.003867 Packet Lengths... cp 66 48635-80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
4 fe [0 Graph
61.012715 169.254.1.21 oP 181 source port: 21302 Destination port: 21302
71.013691 169.254.1.47 |  Conversation List * jop 60 source port: 5056 Destination port: 5000
81.062768 65.55.84.56 Endpoint List » jcp 62 8049635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460 SACK_PERM=1
9 1.062847 192.168.1.7 Gervis Resposie Tane » fCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 |
| 10 1.063255 192.168.1.7 TR 516 GET /?ocid=iehp HTTR/1.1
11 1.182590 65.55.84.56 29West ¥ jer 1514 [TcP segment of a reassembled PDU]
12 1.183180 65.55.84.56 ANCP P 1514 [TCP segment of a reassembled PDU]
13 1.183225 192.168.1.7 BAChet » fcP S4 40635.80 [aCk] Seq=463 Ack=2921 Win=64240 Len=0
14 1.235823  65.55.84.56 e cp Yeassembled PDU]
15 1.235830  65.55.84.56 cp [eassembled PDU]
16 1.235832  65.55.84.56 Compare. cp @ Se I eCt |eassembled PDU]
17 1.235919 192.168.1.7 | L Flow Graph.. cp L4163 Ack=7301 Win=64240 Len=0
18 1.236712 65.55.84.56 HART-IP CP ——T514 [1cP segment of a reassembled pDU] o
‘1 v I ] ' J
& Frame 208 bytes on w C ONC-RPC Programs ired (1664 bits) I
@ Ethernet II, Src: IntelCor_5 Sametime » |s Dst: IPvemcast _Oc (3 0:00:00:0c)
Il @ Internet Protocol versien 6, TCE StreamGiraph , (ed69 (feB0::7cfa:0e3f:3124:ed69), Dst: ff02::c (FFO2::c)
@ User Datagram Protocol, Src X rt: 1900 (1900
(| £ Transteriprotocely  UDP Multicost Streams = -
M WLAN Traffic
1P Statistics »
| BOOTP-DHCP...
W
I
0000 33 33 00 00 00 Oc 00 23 15 5e df 7c 86 dd 60 00 3
0010 00 00 00 9a 11 01 fe 80 00 00 00 00 00 00 7c

a . 2
0020 9e 3f 31 24 ed 69 ff 02 00 00 00 00 00 00 OO Dg b b
2

0030 00 00 00 00 00 Oc f6 51 07 6C 00 9a 67 45 4d ceeee..Q 1L GEM-
0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e  SEARCH * HTTP/L, =
ANSA 31 nA na 3% &F 73 74 3% Sh A& A& 30 33 32 32 43 3 tner. Teema--- _ _ |
© # | File: "C\tmp\Boot-capture\CaseStudylpca... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 | Profile: Defaut
o
-
%¥ JAMES
MADISON
UNTVERSITY.
—— N
M CaseStudylpcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-1.12)] - .. - s [E=NEEE
File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help
C@# %L BEE RSV wmmy Hlaeab| @@ my| B
- Comments Summary
Hit=s Show address resolution pression... Clear Apply  Save
No. Time Source. Protocol Hierarchy otocol Length Info
Conversations e 208 M-SEARCH ¥ HTTP/1.1
2 0, 19, NS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168 8 Endpoints NS 129 standard query response Oxbeb8 CNAME us.col.ch3.glbdns.microsoft.com A 65.55.84.56
41.003867 192.168 Packet Lengths... cp 66 40625+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
Ll [0 Graph 5
61.012715 169.254.1.21 oP 181 Source port: 21302 Destination port: 21302
7 1.013691 169.254.1.47 Conversation List ¥ Jor 60 Source port: 5056 Destination port: 5000
81.062768 65.55.84.56 Endpeint List » jcp 62 80-49635 [SYN, ACK] Seq=0 Ack=1 win=8192 Len=0 MSS=1460 SACK_PERM=1
91.062847 192.168.1.7 Service Response Time b fcP 54 49635+80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 i
l 10 1.063255 192.168.1.7 iTTe 516 GET /Zocid=iehp HTTP/1.1 i
11 1.182590 65.55.84.56 29West * fcp 1514 [TcP segment of a reassembled PDU]
12 1.183190 65.55.84.56 ANCP cP 1514 [Tcp segment of a reassembled pDU]
I 13 1.183225 192.168.1.7 BACnet b fcp 54 49635+80 [ACK] seq=463 Ack=2021 Win=64240 Len=0
14 1.235823  65.55.84.56 e P 1514 [TCP segment of a reassembled PDU] I
15 1.235830  65.55.84.56 P 1514 [TCP segmey
16 1.235832  65.55.84.536 Comppiae. cP 1514 [TCP segme|
17 1.235919 192.168.1.7 | L Flow Graph.. P 54 49635~80 [ e ect Len=0
18 1.236712  65.55.84.56 HART-IP P 1514 [TCP segmel i
4 I HTTP | Packet Counter //- ] »
= Frame 1: 208 bytes on wire ( ONC-RPC Programs Requests
@ Ethernet I1, Src: Intelcor_5 S arnElime ¥ I—m;m— (33:33:00:00:00:0c)
Il @ Interner eprotocol version 6, TCP StreamGraph f:3124:ed69), Dst: Ff02::c (FFO2::0)
[@ User Datagram Protocol, src i rt: 1900 (19000
2l £ Transfer protocoly  UDP Multicast Siresms L
|| WLAN Traffic
il
IP Statistics r Il
BOOTP-DHCP...

0000 33 33 00 00 00 OC 00 23 15 5e df 7C 86 dd 60 0O
0010 00 00 00 9a 11 0L fe 80 00 00 00 00 00 00 7c fa
0020 9e 3f 31 24 ed 69 Ff 02 00 00 00 00 00 00 0Q 0O .
0030 00 00 00 00 00 Oc f6 51 07 6€ 00 9a 67 45 4d 2d  .......Q .1
0030 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2¢  SEARCH ©

© (7| File: "C:\tmp! Boot-capture) CaseStudy]

Lpca..

[ Packets: 266 - Displayedk 266 (100.0%) - Load time: (:00.056 [ Profile: Default




.
B

2
C%X
UNIVERSITY,

M CaseStudylpeap [Wireshark 1123 (v112.3-0-gbb3e9a0 from master-112]] =B %

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@0 4By BERE I ANedDTE Qaacn #BEmE H

Filter: E}Expmssmn... Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.000000 feB0::7cfa:fe3f:312Ff02::c 55DP 208 M-SEARCH * HTTP/1.1
20.957053 192.168.1.7 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
30.983752 192.168.1.1 192.168.1.7 DNS 129 standard query response Oxbeb8 CNAME us.col.ch3.glbdns.microsoft.com A 65.55.84.56
4.1.003867 192.168.1.7 65.55.84.56 TCR 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 Ws=4 SACK_PERM=1
61.012715 169.254.1.213 255.255.255. 255 UDFP 181 source port: 21302 Destination port: 21302
71.013691 168.254.1.47 169. ~ " =) [ _POTE: 5056 pestination port: 5000
8 1.062768 65.55.84.56 197 { M Wireshark: Requests Stats Tree-.. 635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460 SACK_PERM=1
9 1.062847 192.168.1.7 65.5 —80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
10 1.063255 192.168.1.7 65.5 Pocid=iehp HTTP/1.1 W
11 1.182590 65.55.84.56 1027 isegment of a reassembled pOU]
12 1.183190  65.55.84.56 192.3 segment of a reassembled PDU]
13 1.183225 192.168.1.7 65.5 80 [acK] Seq=463 Ack=2021 win=64240 Len=0
14 1.235823 65.55.84.56 192 A= of a reassembled pOU]
151.235830  65.55.84.56 192.168.1.7 CP segment of a reassembled PDU]
16 1.235832  65.55.84.56 192.168.1.7 TCe 1514 [Tcp segment of a reassembled pbul
17 1.235916 192.168.1.7 65.55.84.56 TCe 54 49635-80 [ACK] Seq=463 Ack=7301 Win=64240 Len=0
18 1.236712  65.55.84.56 192.168.1.7 Tce 1514 [Tcp segment of a reassembled ppu] i

< m | b

@ Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bit
Ethernet II, src: IntelCor_Se:df:7c (00:23:15:5e:df:7c), Dst: IPvemcal
Internet Protocol Version 6, Src: fe80::7cfa:9e3f:3124:ed69 (fe80::7cf
user Datagram Protocol, Src Port: 63057 (63057), Dst Port: 1900 (
Hypertext Transfer Protocol

3:33:00:00:00:0¢)
Dst: £f02::c (FF02::c)

2 g ilgent
0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e  SEARCH * HITP/1.

Ancn 31 nad nm so & recns .

= -
© 7 | File: "Ci\tmp\Boot-capture\ CaseStudy1 pea... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default

e
:;\ﬁ? JAMES
MADISON

UNIVERSITY,

O Thisshowsthe )
7 T = distribution of HTTP mrE %)
o requests to each server . ...

= HTTP Requests by HTTP Host 26
[ rad.msn.com
[ [FR02:C1:1900
I =1 www.msn.com

/sck.aspxiov=_55%3d5ID%3d7 CT3BA200DBD452E95 CBDB3AFELET9B0 %3 b &th=feB2cdVG-4 cb3-03b6-Bafc-cdTFR5F738T79

fajax/conditionalbanners.aspx

m

JTocid=iehp

2]

www.bing.com I

L

www.google.com

£2]

udc.msn.com

=]

media.match.com

2]

view.atdmt.com

+

CIMEM.Com

oo R R R W W B

£2]

b.scorecardresearch.com

< |

m ]

Save Az ‘ [ Cloze




.
B

2
c}g
UNIVERSITY,

- —
M Reguests with filter: Elﬂlg

Topic / Item 4 Count > Average 4 M
= HTTP Requests by HTTP Host 25
rad.msn.com 5
[FFOZ:C]:1800 4
= www.msn.com 3
fsck.asprfov=_55%3d5ID%3d7CT3BA2D0DBD452E95CEDB3AFELBTIB0%3 bBth=fel2cdT6-4 ch3-03b6 -8 afc- cdTf85f73879 1
fajax/conditionalbanners.aspx 1
[Tocid=iehp 1
[ www.bing.com 3
H www.google.com 2 I
udc.msn.com Z :
media.match.com 2
[ view.atdmt.com 1 |
[ cmsncom 1 l
b.scorecardresearch.com 1
api.bing.com 1 i
[ amer.rel.msn.com 1
]
|
€ [ | L |
Save Az ] [ LClose ] I
_ _ S S _ — _ )

@ Select Statistics

B

M CaseStudylLpeap [Wireshark 1123 (v112.3-0-gbb3e0al from master 1103
e - o e

File Edit View Go Capture Analyze [Statistics Jelephony Tools Intemals Help
CRCE S AR E N - E\Q
- Comments Summary ® Se I ect
Filter: | | Show address resolution P’e"“’""-
No. Time Source Protocol Hierarchy tocol _Ley
1 0.000000 feBO::7cfa: 208 M-SEARCH * HTTP/1.1
2 0.957053 192.168.1.7 71 standard query Oxbeb8 A www.msn.com
30.983752 192.168.1.1 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
41,003867 192.168.1.7 Packet Lengths... P 66 49635-80 [SYN] Seq=0 win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1 |
iee [0 Graph .
61.012715 169.254.1.21 oP 181 Source port: 21302 Destination port: 21302
7 1.013691 169.254.1.47 Conversation List * joe 60 source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 Endpoint List v fcp 62 80-49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460 SACK_PERM=1
| 9 1.062847 192.168.1.7 Service Response Time » fCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 I
10 1.063255 192.168.1.7 516 GET /7ocid=iehp HTTP/1.1
11 1.182590  65.55.84.56 20West 4 1514 [TcP segment of a reassembled pDU]
(| 12 1.183190 65.55.84.56 ANCP 1514 [Tcp segment of a reassembled PDU]
| 13 1.183225 192.168.1.7 BAChet s 54 49635-80 [ACK] Seq=463 Ack=2921 Win=64240 Len=0
14 1.235823  65.55.84.56 e 1514 [TCP segment of a reassembled PDU]
| 15 1.235830  65.55.84.56 1514 [TCP segment of a reassembled FDU]
i 16 1.235832 65.55.84.56 Compare.. 1514 [TcP segment of a reassembled PDU]
i 17 1.235919 192.168.1.7 |l Flow Greph.. 54 49635-80 [ACK] Seq=463 Ack=7301 Win=64240 Len=0
i 18 1.236712  65.55.84.56 HART-IP 1514 [TcP segment of a reassembled pDU] 5
o HTTP » | »
(@ Frame ONC-RPC Programs
||= Ethernet 1z, src: e » Dst: Actionte bS:eb:02 (00:18:01:b9:eb:02)
Internet Protocol version d,| g oo , H.7), Dst: 192.168.1.1 (192.168.1.1)
User Datagram Protocol, src reamarap rt: 53 (53)
© Domain Name system (query) U DA Siremms
3 WLAN Traffic
Transaction Io: Oxbeb8
Flags: 0x0100 standard que| T octsties ' I
qQuestions: 1 EDRIEDCE

Answer RRs: 0
Authority RRs: O
Additional rRs: O
= queries
www.msn. com: type A, class IN

b9 el 9 db f6
39 16 d2 00 00 O
01 c2 ff 83 8f be
00 00 00 77 77 03
| 6d 00 00

O (5| Frame (frame), 71 bytes Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default




M CaseStudylpeap [Wireshark 112.3 (v112.3-0-gbb3edal from master-1.12)] l=lE| = |

File Edit View Go Capture Analze Statistics Telephony Tools Internals Help

codEd EEX@|acr»oTL | (EE QA0 #FDR % B

Fitter:| .

Ml Corversations: CaseStudyl peap R - — e |
Mo, i :

i

Ethernet: & | Fibre Chanel] FDD1] s 16 vt 1] 2] s [ wep | msve] scre | 1cpias | Token fing | uP:16 [ use [ wian]

Ethernet Conversations |Ba 65.55.84.56
Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A~B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A~ 4 bps A—B ‘ E

IntelCor Se:dfiTe  PyBmeast Oc 4 m 4 832 0 00000000000 100024 66544 N/A 4

Vmware_dbf6:71  Actionte_bS:eb:02 257 138661 119 2178 138 116483 0957053000 77711 2283124 11991393

ArisGro_54:07:65  Broadcast 2168 2 1695 0 01010498000 00022 611637348 N/A

ArisGro_df:5fef  Broadeast 1 60 1 60 0 0 1013691000 0.0000 N/A N/A

HtcCorpo_b7:d0:3a Broadeast 1 60 1 60 0 0 2236160000  0.0000 N/A N/A

ArisGro_4696:d2  Broadcast 1 60 1 60 0 0 4990550000 0.0000 N/A NA

ﬁhis view does not
make much sense
S —

Neme resolution ] Limit to display filter

[ copmacs |

@ 7| Frame (frame), 71 bytes | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default

® Click here

{Ethernet: 6 | Fibre Channel | 7001 | myai 16] v 1 [ x| s [ wce | msve [ scre | wee: 15 Toien Ring | ubp:a6] use| wian]

Ethemnet Conversations

Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—~BE 4 bps A-B 4
IntelCor_Se:df:i7c  IPvbmcast Oc 4 832 4 832 0 0 0000000000 10,0024 66544 MN/A
Vmware_db:f6:71  Actionte_b3:eb:02 257 138661 19 22178 138 116 483 0.857053000 79711 22831.24 119913.93
ArrisGro_54:07:b5  Broadcast 2 1695 2 1695 0 0 1010498000 0.0022 611637348 N/A
N | ArrisGro_df:5fef  Broadcast 1 60 1 60 [i] 0 1.013691000 0.0000 MN/A N/A
HtcCorpo_b7:d0:3a Broadcast i 60 1 60 a 0 2236160000 0.0000 M/A MN/A
i ArrisGro 46:96:d2 Broadcast 1 60 1 60 a 0 4990550000 0.0000 MN/A MN/A

Name resclution  [7] Limit to display filter

i Follow Stream ! | Graph A—B i Graph A—B ! | Close




p
@ This window shows

all conversations )

F iy
7
AR

UNIVERSITY,

Address A 4 AddressB 4 Pa

19216811 19216817 24 2
65558456  192.168.17 55 50
169.2541.213 255.255.255.255 2 3
169.254147  169.254.1.255 1
19216817  207.46.140.46 6 1
655525327 192168.17 9 2
19216817 20746193176 8. 1
67148147113 192.168.1.7 g: 51
6442139 192.168.17 6 1
19216817  204.24534.139 13 3
65555232  192168.17 23 12
63.23536105 192.168.17 9: 2l
1575651123 192.168.17 19 7
7598298 192.168.1.7 37 2
169254169 169.254.1.255 1
1731947399 19216817 2 =8

__rstB] scre] wepi15] Taken Ring [ o6 use ] wian]

[T Limit to display filter

[¥] Name resolution

IPvd Conversations
Packets A—B 4 Bytes A—~B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B { bps A—B 1
617 12 1732 12 885 0957053000 6.8083 2035.16 102990
827 35 47394 20 2933 1.003867000 61139  62668.52 383779
635 2 1695 0 0 1.010498000 00022 611637348 MN/A
60 1 60 0 0 1.013691000 0.0000 N/A N/A
388 4 976 2 412 1.448913000 03999 1952547 824231
a74 3 904 6 2070 1.460531000 67915 1064.86 243534
172 5 n 3 455 1.463244000 01165 4922676 anzBI| |
619 4 852 5 767 1.484162000 02664 2558568 2303312
390 2 536 4 854 1500961000 04409 972576 1549589 | |
809 6 2098 7 1711 1509582000 11311 1483876 1210158
380 12 8562 16 3818 1.963498000 08334 8219208 3665141
387 4 664 5 723 1.974914000 02965 1791387 19505.61
963 9 5910 10 2053 2.130004000 03354 14096379 48969.71
100 n 19791 16 2309 2.566532000 04933 32098675 37440.27
60 1 60 0 0 4.990550000 0.0000 N/A MN/A
933 23 27000 g 1933 7.804066000 09241 23374245 1673423
One row, one
.
CO nve rsatlon v Stream | Graph A—B Graph A-B |

File Edit View Go Capture Anslyze Statisiics Telephony Tooks Intemals

Help

UNIVERSITY,

2.
=;§¥ JAMES
MADISON
x

@i BEERES AesDTFL Qean| e®E®m % B
Filter: | [7] Bepression... ciesr apply save
No. Time Source Destination Protocal Length Info
10.000000 fe80::7cFa:9e3f:312FF02: ic sSSP 208 M-SEARCH * HTTP/1.1 [
20,957053 192.168.1.7 192.166.1.1 bNS 71 Standard query Oxbeb§ A wwav.msn. com
30,983752 192.168.1.1 192.168.1.7 ons 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns. microsoft.com A 65.55.84.56
41.003867 192.168.1.7 65.55.84. 56 Tce 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 Ws=4 SACK PERM=1
61.012715 169.254.1.213 255.255.255.255  ubp 181 Source port: 21302 Destimation port: 21302
71.013691 169.254.1.47 169.254.1.255 uop 60 5
81.062768 65.55.84.56 192.168.1.7 Tce 62 .
91.062847 192.168.1.7 65.55.84.56 Tcp 54 H OW Ca n We I n O ut
10 1.063255 192.168.1.7 65.55.84. 56 HTTR 516
11 1.182590  65.55.84.56 192.168.1.7 Tce 1514
12 1.183190  65.55.84.56 192.168.1.7 Tce 1514 5 5
13 1.183225 65.55.84. 56 Tce 54
14 1.235823 192.168.1.7 Tce 1514 e a I S O r IS
15 1.235830 192.168.1.7 Tce 1514
16 1.235832 192.168.1.7 Tce 1514
17 1.235919 65.55.84. 56 Tce 54 0 ?
181.236712  65.55.84.56 192.168.1.7 Tcr 1514 CO nve rsatlon r -
i i v
@ Frame 2: 71 bytes on wire (568 bits), =i
Ethernet 1T, )s':c: vmware_db:f6:71 (00:0| M C CaseStudyLpeap. —“/ =

Intermet Protocol Version 4, src: 192.1)
User Datagram Protocol, Src Port: 49919
Domain Name System (query)

[Response In: 3]

Transaction ID: Oxbeb&

Flags: 0x0100 standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRrs:

£ queries
Wi mSN. Com: Type A,

0

class IN

00 18 01 b9 eb 02 00 Oc
00 39 16 d2 00 00 80 11
o1 01 c2 £f 00 35 00 25
00 00 00 00 00 00 03 77
6f 6d 00 00 01 00 O

@ ¥ Frame (frame), 71 bytes

/CELSlTnken ngl UDP;16 | UsB | wWLAN

| Ekhemetﬁl Hbr&[hanné\l FDD]‘ Pud: 16 |!M;1|[DX|J;<TA|;/

IPvi Conversations
Address A 4 AddressB 4 Packets ¢ Bytes 4 Packets 4 B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—=B 4 bpsA-B
19216811 19216817 2 2617 1732 1 885 0957053000 68083 203516
65558456 19216817 55 0827 47894 20 2933 1003867000 61139 6266859
169.2541.213 255.255.255.255 2 1695 2 1695 0 0 1010498000 0.0022 611637348
169254147  169.254.1.255 1 60 1 60 0 0 1012691000 0.0000 N/A

20746140 46 5 4 2

6555.253.27 19216817 9 2914 3 904 6 2070 1460531000 67915 106436
19216817 20746193176 1172 5 mn 3 455 1463244000 01165 4922676
67.148147.113 19216817 9 1619 4 852 5 767 1484162000 0.2664 2558568
6442130 19216817 6 1390 2 536 4 854 1500061000 0.4409 972576,
19216817 20424534139 13 3809 6 2098 7 1711 1509582000 11311 1483876
65555232 1921687 28 12380 12 8562 16 3818 1963498000 08334 8219208
63.23536105 19216817 9 1387 4 664 5 723 1974914000 02965 1791387
1575651123 19216817 19 793 9 5910 10 2053 2130004000 03354 140969.79
7598298 19216817 37 22100 2 19791 16 2309 2.566532000 04933 32098675
169254169  169.254.1.255 1 60 1 60 0 0 4990550000 0.0000 N/A
1731947399 19216817 32 28933 pE) 27000 9 1933 7.804066000 09241 23374245

2438,
3123874
2303312
1540580
1210158
3665141
1950561
48969.71
37440.27

N/A
1673423

Name resolution [ Limit to display filter

Help Lopy

Follow Stream | | Graph A~B

Graph A—B

Close




F iy
7
AR

UNIVERSITY,

A Conversasons: CaseStudyLpcap L i

®R|ght CIiCk on thiS [oken Ring | uoe:16] usa ] wian |

Jonversations

Ethernet: 6| Fibre

gfes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 4 bps A-B 4
4 2617 12 1732 12 885 0857053000 6.8083 2035.16 1039.90

Address A 4 Address B
19216811 192168,

65.55.84.56 192, 55 50827 35 47 894 20 2933 1.003867000 61139 6266859 3837.79
169.2541.213 755.255 2 16985 2 1695 0 0 1.010498000 00022 611637348 N/A
60.254.1.255 1 60 1 60 g 0 1.013691000 0.0000 N/A M/A

A as Filter 2 Selected » 000 03999 1952547 824231
655525327 19216817 LEETSET o £ 243834
toee17  arseass: LT Al , 31238.7¢
67.148.147113 192168.1.7 PEEERP)
6447139 10216817 Colorj onversation 4 .. or Selected 4 15495.80
19216817 20424534139 3809 SRS s 1210158
65555232 19216817 12380 1 SR 4 36651.41
6323536105 19216817 1387 1 664 5 19505.61
157.56.51123 19216817 7963 9 5910 10 18969.71
7508208 19216817 22100 21 19791 16 37449.27
160254160  169.254.1.255 60 1 60 0 0 4590550000 N/A
1731947399 1921687 8933 2 27000 ] 1933 7.804066000 167343

@ Select this | | ® Select this

F [¥] Name resolution  [7] Limitto display filter

| Follow Stream | | GraphA—B | | Graph A—B |

e
:;\ﬁ? JAMES
MADISON

UNIVERSITY,

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

COUERE BEXRXES WP DTF LR W R O

Fitek | ip.addr==192.168.1 7 &8 ip.ddr==207 46.140.46 ] EE}(pra&mn.. Clear Apply Save

No. Time Source Destinatior Protocol  Length
561.448913 102.168.1.7 207.46.140.46 Tce 66 4963680 [SYN] Seq=0 win=8192 Len=0 MS5=1460 Ws=4 SACK_PERM=1
82 1.537809 207.46.140.46 192.168.1.7 TP 66 80-49636 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 M55=1460 WS=1 SACK_PERM=1

E 831.537891 192.168.1.7 207.46.140.46 Tcp 54 49636-80 [ACK] Seq=1 Ack=1 Win-65700 Ler-0

841.538291 192.168.1.7 207.46.140.46 HTTP 802 GET /default, aspx?parsergroup=hops&fk=wegp=p&optkey=defaultacp=defaultarf-adi=340&pi=7317&ps
951.630817 207.46.140.46 192.168.1.7 HTTE 346 HTTP/1.1 204 No Content
103 1.848801 192.168.1.7 207.46.140.46 TP 54 49636-80 [ACK] Seq=749 Ack=293 Win=65408 Len=0

This pane has fewer packets, easier to
study this conversation ,

ol

Frame 56: 66 bytes on wire (528 bits),

Ethernet TI, Src: Vmware_db:f6:71 (00:0| #l Conversations: CaseStudyl.pcap [=Nic | x|
Internet Protocol Version 4, Src: 192.1
col, Ethemet: 6 Fibre Channel [ Foni] 1Pv:16 [1pveea [ 12x] wxra | nce | rsve | scre | 1eias | Token Ring | upe:as] use [ wian|
IPvd Conversations

AddressA 4 AddressB 4 Packets 4 Bytes 4 Packets A~B ¢ Bytes A~B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 4 bpsA~B ‘
19216811 19216817 2 2617 12 1732 12 8850957053000 68083 203516 103990
65558456 19216817 55 50827 EH] 4784 2 2933 1003867000 61139 6266859 383779
1692541213 255.255.255.255 2 1695 2 1695 0 01010496000 00022 611637248 N/A
169254147  169.2541.255 1 6 i 60 0 01013631000 00000 N/A /A
19216817 2074614046 6 138 4 976 2 412 1448813000 03999 1952547 824231
65.55.253.27 19216817 9 20m 3 904 6 2070 1460531000 67015 106486 243834
19216817 20746193176 8 1112 5 7 3 455 1463244000 01165 4922676 3123874
67.148.147.113 19216817 9 1619 4 852 5 767 1484162000 02664 2558568 2303312
6442139 19216817 6 139 2 536 4 854 1500861000 04409 972576 1549589
19216817 20424534139 13 3809 6 2008 7 1711 1509582000 11311 1483876 1210158
65555232 19216817 28 12380 12 8562 16 3818 196396000 08334 8219208 3665141
6323536105 19216817 9 138 4 664 5 7231974514000 02965 1791387 1950561
1575651123 10216817 10 7983 9 5910 10 2053 2130004000 03354 14086970 4808071
7598298 19216817 3 210 2 19791 16 2309 2566532000 04933 32098675 3744927
169254169  169.2541.255 1 6 1 60 0 04990550000 0.0000 N/A /A
1731947399 19216817 3 893 n 27000 g 1033 7804066000 08241 23374245 1673423

0000 00 18 01 b9 eb 02 00 0c 29 db f& 7|

0010 00 34 16 e5 40 00 80 06 00 00 €0 a|

0020 8c 2e cl ed 00 50 9 63 57 49 00 O

0030 20 00 1d 33 00 00 02 04 05 b4 OL O

04 02

[9] Name reselution [ Limit to display fifter
I Help Copy Follow Stream | | Graph A—B GraphA—B | Close




: (We can use expressions s,
ey to filter out packets

Qo d L BRI ASPDT L [ e
Filter: | Eiapyess}un... Glesr Apply’ Save
UND Time Source Destination Protocol Length =
56 1.448913 20 4

57 1.459771 192.168.1.1 192.168.1.7 DNS. 127 standard query response 0x6c60 CNAME udc.udcO.glbdns.microsoft.com A 65.55.253.27

58 1.460531 192.168.1.7 65.55.253.27 TCP 66 49637-+80 [S5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1

591.461213 192.168.1.7 192.168.1.1 DNS 69 standard query 0x5500 A c.msn.com

60 1.462785 192.168.1.1 192.168.1.7 DNS 90 standard query response Oxce82 A 207.46.193.176

61 1.463244 192.168.1.7 207.46.193.176 TCP 66 49638-+80 [S5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1

62 1.463791 192.168.1.7 192.168.1.1 DNS 72 standard query 0x236b A www.bing.com

63 1.470807  65.535.253.27 192.168.1.7 TCP 66 80-49637 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 MSS5=1460 WS=1 SACK_PERM=1

64 1.470892 192.168.1.7 65.55.253.27 TCP 54 49637-+80 [ACK] Seq=1 Ack=1 Win=65700 Len=0

65 1.471377 192.168.1.7 65.55.253.27 HTTP 1049 GET /c.gif?evt=impr&js=1&rid=45def397b817495baed83b0T282b2c51&exa=&pp=False&bd=&gnd=&cts=1

66 1.483302 192.168.1.1 192.168.1.7 DNS 197 standard query response 0x8281 CNAME b.scorecardresearch.com. edgesuite.net CNAME al294.w2
i 67 1.484162 192.168.1.7 67.148.147.113 TCP 66 49639-+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1

68 1.489756 65.55.253.27 192.168.1.7 HTTP 418 HTTP/1.1 200 OK (GIFB9a)

69 1.494163 192.168.1.1 192.168.1.7 DNS 118 standard query response 0x5500 CNAME C.msn.Com.Nsatc.net A 64.4.21.39
I 70 1.496408 207.46.193.176 192.168.1.7 TCP 62 80-+49638 [S5¥YN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1460 SACK_PERM=1

71 1.496475 192.168.1.7 207.46.193.176 TCP 54 49638-80 [ACK] Seq=1 Ack=1 wWin=64240 Len=0

72 1.499904 192.168.1.7 207.46,193.176 HTTP 489 GET /action/MsN_Homepage Remessaging_111808/nc?a=1 HTTP/1.1

73 1.500961 192.168.1.7 64.4.21.39 TCP 66 49640-+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1 x|

| ’

Frame 56: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: vmware_db:f6:71 (00:0c:29:db:f6:71), Dst: Actionte_b9:eb:02 (00:18:01:b9:eb:02)
Internet Protocol version 4, src: 192.168 7 (192.168 DST: 207.46.140.46 (207.46.140.46)

EE|

[0000 00 18 01 b9 eb 02 00 Oc 23 db £5 71 08 00 45 00
0010 00 34 16 e5 40 00 80 06 00 00 cO a8 0L 07 cf 2e
0020 8c 2e cl el 00 50 9e 63 57 49 00 00 00 00 80 02
0030 20 00 1d 33 00 00 02 04 05 bd 01 03 03 02 01 01
|[o0s0 04 02

© #| File: "C:\tmp\Boot-capture\ CaseStudyl.pea... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.005 Profile: Default

N
| :’;{% JAMES
= @ Click here SN
—-;’ )

M CoseStudylpcap [Wireshark 1123 (v1.123-0-gbb3e9a0 from master-112)] — o i [

File Edit View Go Capture Anslyze Statistics Telephony Tools Internals Help

Qo d L BRI ASPDT L [ Al
Filter: | Eiapyess}un... Clesr Apply’ Save
Source Destination Protocol Length Info

M
57 1. 192.168.1. 192.168:1.7 DNS 127 standard query response Ox6c60 CNAME udc.udcO.glbdns.microsoft.com A 65.55.2532.27
58 1. 192.168.1. ©65.55.253.27 TCP 66 4963780 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
59 1. 192.168.1. 192.168.1.1 DNS 69 Standard query 0x5500 A c.msn.com
60 1. 192.168.1. 192.168:1.7 DNS 90 standard query response Oxce82 A 207.46.193.176
61 1.463244 192.168.1. 207.46.193.176 TCP 66 49638+80 [SYN] Seq=0 wWin=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
62 1.463791 192.168.1. 192.168.1.1 DNS 72 standard query 0x236b A www.bing.com
63 1.470807  65.535.253. 192.168.1.7 TCP 66 80-49637 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 MSS5=1460 WS=1 SACK_PERM=1
64 1.470892 192.168.1. 65.55.253.27 TCP 54 49637-+80 [ACK] Seq=1 Ack=1 Win=65700 Len=0
65 1.471377 192.168.1.7 65.55.253.27 HTTP 1049 GET /c.gif?evt=impr&js=1&rid=45def397b817495baed83b0T282b2c51&exa=&pp=False&bd=&gnd=&cts=1
66 1.483302 192.168.1.1 192.168.1.7 DNS 197 standard query response 0x8281 CNAME b.scorecardresearch.com. edgesuite.net CNAME al294.w2
i 67 1.484162 192.168.1.7 67.148.147.113 TCP 66 49639-+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
68 1.489756 65.55.253.27 192.168.1.7 HTTP 418 HTTP/1.1 200 OK (GIFB9a)
69 1.494163 192.168.1.1 192.168.1.7 DNS 118 standard query response 0x5500 CNAME C.msn.Com.Nsatc.net A 64.4.21.39
I 70 1.496408 207.46.193.176 192.168.1.7 TCP 62 80-+49638 [S5¥YN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1460 SACK_PERM=1
71 1.496475 192.168.1.7 207.46.193.176 TCP 54 49638-80 [ACK] Seq=1 Ack=1 wWin=64240 Len=0
72 1.499904 192.168.1.7 207.46,193.176 HTTP 489 GET /action/MsN_Homepage Remessaging_111808/nc?a=1 HTTP/1.1
73 1.500961 192.168.1.7 64.4.21.39 TCP 66 49640-+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1 x|

| ’

Frame 56: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet 11, src: vmware_db:f6:71 (00:0c:29:db:f6:71), Dst: Actionte_b9:eb:02 (00:18:01:b9:eb:02)
Internet Protocol version 4, src: 192.168.1.7 (192.168.1.7), Dst: 207.46.140.46 (207.46.140.46)

EE|

'UDDU 00 18 01 b9 eb 02 00 Oc 29 db f6 71 08 00 45 00
0010 00 34 16 e5 40 00 80 06 00 00 <O a8 0L 07 cf 2e
0020 B8c 2e cl e4 00 50 9e 63 57 49 00 00 00 00 80 02
0030 20 00 1d 33 00 00 02 04 05 b4 01 03 02 02 01 01
0040 04 02

© 7 | File: "C:\tmp\Boot-capture\CaseStuyl.pea... | Packets: 266 . Displayed: 266 (100.0%) . Load time: 0:00.005 Profile: Defaut




M CaseStudylpcap [Wireshark 1123 (v1.12.3-0-gbb3eSal from master-112)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

cosmdEERS wes0T s (EE QD #DM%R Th|S pops up I

® Ethernet 1T
® Internet P

response 0x6c60 CNAME udc.udc0.glbdns.microsoft.com A 65.55.253.27
Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

[ 802.3 Slow protocols - Slow Protocols
& 9P - Plan 8
A-bis OML - GSM A-bis OML

4 i ]

80211 RSNA EAPOL - IEEE 802.11 RSNA EAPOL ke

®
k)
el
=)
-l
@
o
o
%
n
o
o
5]
>
N
=1
=
&
2
i
©
=
=
i
a

0x236b A www. bing. com

Filter: | E Expression... Clesr Apply Save
No. Time Source Destination Protocel Length Info
561.448913 192.168.1.7 207.46.140.46 Tcp 66 49636-80
571.459771 192.168.1.1 192.168.1.7 DNS 127 st
581460531 192 1681 £5. 55 253 2 g
59 1.4612 ‘ ‘Wireshark: Filter Expression - Profile: Default -
60 1.4627, — —_— —
61 1.46321
62 1.4637{| Field name Relation Value (Protacol)
63 1.4708! 2| [
64 1.4708! = -
65 1.4713 Predefined values;
66 1.4833) 17224 - [EEE 17222 Protocol e
67 1.4841f)|
i | 29West - BWest Protocol >
69 1.4941f) 2dparityfec - Pro-MPEG Code of Practice 23 relea <
70 1. 49644} 3COMXNS - 3Com XNS Encapsulation 5=
71 1.4964]|
72 1.4990l) 3GPP2 ALL -3GPP2 ALL <=
73 1.50091| [ BLoWPAN - IPv6 over [EEE 802.15.4 contains
— o) 802.11 Radiotep - IEEE 802.11 Rediotap Capture he matches
# Frame 56: 6f

ACK] Seq=0 Acl Win=4380 Len=0 MSS=1460 WS=1 SACK_PERM=1

Seg=1 Ac

mprajs=18&rid=45def397b8174 282b2c51 pp=False&bd-&gnd=&cts=1
response Ox8281 CNAME b.scorecardresearch.com.edgesuite.net CNAME al294.w2
Seq=0 Win=8192 Len=0 M55-1460 WS=4 SACK_PERM=1

IE (cIFsoa)

esponse 0x5500 CNAME c.msn.com.nsatc.net A 64.4.21.39

ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460 SACK_PERM=1

seq=1 Ack=1 win=64240 Len=0

Homepage_Remessaging_111808/nc?a=1 HTTP/1.1

Seq=0 Win=8192 Len=0 MS5-1460 WS=4 SACK_PERM=1 ™

jf0co0 00 18 01
0010 00 34 16
0020 8c 2e cl
0030 20 00 1d
0040 04 02

b9 eb 02 00 0c 29 db f6 71 08 00 45 00
©5 40 00 80 06 00 00 cO a8 0L 07 cf 2e

e4 00 50 9e 63 57 49 00 00 00
33 00 00 02 04 05 b4 01 03 03

00 80 02
02 01 01

@ #] | File: "C\tmp\Boot-capture\CaseStudyl pca... | Packets: 265 - Displayed: 266 (100.0%) - Load time: 0:00.005

Profile: Default

[ M Wireshari: Fiter Expression - Profile: Default

Field name

29West - 29West Protocol

9P - Plan9

Il F A-bis OML - G5M A-bis OML

e [ J

[ = 104apci- 1EC 60870-5-104-Apci

[#l 104asdu - [EC 60870-5-104-Asdu
[ 17224 - [EEE 1722a Protocol

[# 2dparityfec - Pro-MPEG Code of Practice #3 relea
[# 3COMXMS - 3Com XNS Encapsulation
[ 3GPP2 A1l - 3GPP2 A1l
GLoWPAN - IPvG over IEEE 80215.4
[# 802.11 Radiotap - IEEE 802,11 Radiotap Capture he
[+ 80211 RSMNA EAPOL - IEEE 802,11 RSMNA EAPOL ke
I [# 802.3 Slow protocols - Slow Protocols

e
chf JAMES
MADISON

UNIVERSITY,

1 I =k |

@ Scroll down o)
find http

= Predefined values:

=
a=
contains

matches

Range {offsetlength)




'@ AMES
pr AAUADION

Field name Relation Yalue (Protocol)
& HPSW - HP Switch Protocol 4 s present | |
HPTEAM - HP MIC Tearming Heartbeat - Benehned yalnes
HSR - High-availability Seamless Redundancy (TE¢ g
' & H5R_PRP_SUPERVISION - HSR/PRP Supervision {II 5
! [* HS5RP - Cisco Hot Standby Router Protocol < I
HTTP - Hypertext Transfer Protacol =
(P2 - HyperText Transfer Protocol 2 =
& contains I
2 matches I
| : |
| [ otocol A Range (offset:length) |
| = @ Click hereto }' |
L expand it Lo J[ coma |
b s — )

&

Field name Relation Yalue (Protocol)
& HPSW - HP Switch Protocol » | ispresent ‘ | |
HPTEAM - HP MIC Teaming Heartbeat = gt e b ) ~
HSR - High-availability Seamless Redundancy (IE( I @ SC ro I | d own to
I F HSR_PRP_SUPERVISION - HSR/PRP Supervision (II .
@ HSRP - Cisco Hot Standby Router Protocol al find htt p.requ est y
T R ..
http.accept - Accept (HTTP Accept) =
http.accept_encoding - Accept Encoding (HTT contains
http.accept_language - Accept-Language (HT matches
http.authbasic - Credentizls
| http.authorization - Authorization (HTTP Auth
http.cache_control - Cache-Control (HTTP Ca
| http.chat - Expert Info (Formatted text) ol Range {offsetlength)
QP — : | |
oo [ G |
b F—




£
%‘% JAMES
MADISON

- @ S I t N ONIVERSTTY,
ttp.request.method )
Field name Relation Value (Character string)
http.proxy_autho -Authornzatior is present
http.proxy_conn rowy-Connect-Ho: . |.3I'El:|EfiI1El:| aloes
http.proxy_con ~ Proxy-Connect-Por e
http.referer - Ry ATTP Referer) N I
http.request - | ést (TRUE if HTTP request) ‘ |
http.request.f ri - Full request URI (The full — | _ _
http.request.| i
http.request.method - Request Method { T
http.request.uri - Request URT (HTTP Request- mskches I
http.request.version - Request Version (HTTP | L
http.request_in - Request in frame (This packe ]
! http.response - Response (TRUE f HTTP respo N
I http.response.code - Status Code (HTTP Respe lll Range (offsetlength) I
< [ - 1.  p— : 3
]
[ 0K J l Cancel ‘
|
ey
=;§¥ JAMES
MARDON

F - ™
Ml Wireshark: Filter Expression - Profile: Default el i

Field name Relation Value {Character string)

http.proxy_authonzation - Proxy-Authonzatior | | is present

http.proxy_connect_host - Proxy-Connect-Ho:

Predefined values;

http.proxy_connect_port - Proxy-Connect-Por
http.referer - Referer (HTTP Referer)

http.request - Request (TRUE if HTTP request)
http.request.full_uri - Full request URI (The full —
http.request.line - Request line
http.request.method - Request Method (HTTP
http.request.uri - Request URI (HTTP Request-
http.request.version - Request Version (HTTP |

http.request_in - Request in frame (This pa
http.response - Response (TRUE f HTTP r
[] http.response.code - Status Code (HTTP R

® Click on ==

L F—— ;

| ok || goncel ‘l




¥MDISON

UNIVERSITY,

-
Ml Wireshark: Filter Expression - Profile: Default 3

= =

Field name Relation Walue {Character string)
http.proxy_authonzation - Proxy-Authonzatior | is present .
http.proxy_connect_host - Proxy-Connect-Ho: T eFined values
http.proxy_connect_port - Proxy-Connect-Por -

: http.referer - Referer (HTTP Referer) :__

[ http.request - Request (TRUE i HTTP request] <
hitp.request.full_uri - Full request URI (The full = | _
http.request.line - Request line i
http.request.method - Request Method (HTTP T
http.request.uri - Request URT (HTTP Request- ke

http.request.version - Request Version (HTTP E
http.request_in - Request in frame (This packe
http.response - Response (TRUE if HTTP respo

@ Type in GET

||| = [HypertexT s

er Pry

@ Ethernet II, sre: vmware_db:f6:71 (00:0c:29:db:f6:
|| @ Internet Protocol version 4, src:
@ Transmission Control Protocol,

: otocol

192.168.1.7 (192.168.1,
Src Port: 49635 (49635),

This pane has fewer packets,
easier to study

] http.response.code - Status Code (HTTP Respe Range (offsetlength)
4| m | 3
| ok || Cancel
= =
2.
s 5 z 5 ~N :’;&f JAMES
[his window lists HTTP GET SRR
UNIVERSITY,
A CoseStadyLpcan W1 a C k Et S O N I PSR
Fle Edit View Go \_ p y
CO A8 2 BEERT I XNEPDT L feeaB | WE |
Filter: | hitp.request.method == "GET" E Expression... Clear Apply Save
Il [No. Time Source Destination Protocol Length Info -
01.06 92.168 6 84. 56 P 6 ocid=iehp P B
651.471377 192.168.1.7 65.55.253.27 HTTP 1049 GET /c.gif?evt=impr&js=1&rid=45def397b817495baed83b0f 282b2C51&exa=app=Falsedbd-&gnd=&cts=1
72 1.499904 192.168.1.7 207.46.193.176 HTTP 489 GET /action/MSN_Homepage Remessaging_111808/nc?a=1l HTTP/1.1
77 1.508578 192.168.1.7 67.148.147.113 HTTP 527 GET /b?C1=28c2=3000001&C7-hTLpA3AK2ER2Fwimn. ISn. COMX2F%3FoC | 031 ehpaco—arn=1332688523104 r|
841.538291 192.168.1.7 207.46.140.46 HTTR 802 GET /default.aspx?parsergroup: ptkey=defaultacp=defaultarf=&di=3408pi=73178
91 1.593353 192.168.1.7 64.4.21.39 HTTP 680 GET /c.gifZudc=true&di=3408&pi= /317&95—55101&1ng—2n us&tp=httpX3A%2F%2Fwww. msn. com%2Fdefaul
94 1.598267 192.168.1.7 204.245.34.139 HTTP 578 GET /partner/primedns.gif HTTP/1.1
104 1.854517 192.168.1.7 204.245.34.139 HTTP 710 GET /5Ck2Chm_SS&r=PTTD: / /Wi SN, COM/SCK. ASPX&F O M=MSNOOS&h=Fe02cd76-4cb3-03b6-gafc-cd7Tas|
115 1.986251 192.168.1.7 63.235.36.105 HTTP 483 GET /gsonhs. aspx?form=M5SN005&q= HTTP/1.1 |
119 2.043988 192.168.1.7 65.55.84. 56 HTTP 837 GET /sck.aspx?cv=_s5%3dSI0%3d7C7 36A2D0DBD4 52E 95CBDE 3AFE187 980%3b&h=Fe92cd76-4ch3-03b6-Bafc
122 2.056281 192.168.1.7 65.55.5.232 HTTP 636 GET /aDsAdclient31.d112GetSAd=EDPI1S=4&PN=MSFT&ID=15A7. EMAE]DAEEI(DFSEI!96465DA6912&MUI[)—1SAl
| 1292.188858 192.168.1.7 204.245.34.139 HTTR 636 GET /msnhomepagehistory. aspx?sid=7C73BA2D0DEDA 52E95CEDE3AFE1879B0&_~1332688523926 Hrrv/1.1|
149 2.414240 192.168.1.7 65.55.5.232 HTTP 638 GET /ADSAdC'HEntBl.d]'\?GEISAG%DPJSsl&PN#-dSFT&ID:l5A7EMAGIDAGQICOF388964650A6922&MUID=1SPl
I 164 2.502977 192.168.1.7 65.55.5.232 HTTP 638 GET /ADsAdClient31.d117GetsAd=&DPIS=4&PN=MSFT&ID=15A7 8A4A61DA691COF38896465DA6922&MUID=152 I
165 2.503215 192.168.1.7 65.55.5.232 HTTP 638 GET /ADSAJCTient31.d1126etSAd=8DPIS=4&PN=MSFTAID=15A7 BA4A61DAGI1COF 388964 65DA69228MUTD=152
169 2.533468 192.168.1.7 65.55.5.232 HTTP 638 GET /ADSAdC1ient3l.d117GetSAd=&DP15=4&PN=MSFT&ID=15A7 BA4AG1DAGILCOF38896465DA6922&MUID=154
I 183 2.651686 192.168.1.7 75.98.29.8 HTTP 678 GET /cooke/geoip/iframe?spacedesc-2186184_1116771_300x120_2186181_2186184&target=_blank&ac
199 2.875084 192.168.1.7 75.98.29.8 HTTP 851 GET /x1/PROD/19706/creatives/mat_boygrl_fbsingle_RrepopscrollimgpsslveradeForm vsgeo_Mgendc =
<[ n | »
@ Frame 10: 516 bytes on wire (4128 bits), 516 bytes captured, bits) I

nte_b9o:eb:02 (00:18:01:b9:eb:02)
84.56 (65.55.84.56)
Seq: 1, Ack: 1, Len: 462

0020 54 38 i e3 00 :u TE OC DY aa 40 97 <0 50 I8
0030 fa f0 59 07 00 47 45 20 2f 3f 6F 63 69 6 : LGET /7oc1d
0040 3d 69 65 68 70 20 48 54 50 2f 31 2e 31 0d Oa iehp HT TP/l 1.. <

£ 5m A Am 23 &> &3 Frine:

X Fle . \tmpABoot- (apture\Ca;eS{udyl pea..

| Packets: 266 - Displayed: 22 (E 3%) Load tlma. 1005

[ Profile: Defaukt




7.
.,
i :;gf JAMES

UNIVERSITY,

Exercise @

Double click
on this

This example has more
advanced features (find attacks
from packets!)

Bister] |3 & W |

’@]AMES
&7
oL § MADISON

NIVERSITY,

[ M CaseStudyzpeap MWireshark 1123 (v1123-0-gbb3ea0 from master-1.12)] =
Fle Edt View Go Capture Anslyze Stetistics Telephony Tools Intenals Help

PO AL BEXE AP DT X aQqen| #Em% 8
Fiter: | [=] expression... ciesr Agply Save

No. Length

Source

Time Destination Protocol
1 0. 000000 ffo2

-857913 vmware. & Broadcast 42 who has 192.16 .105
3 12.959857 Cisco-Li_bb:éb:fe vmware ff:71:d1 ARP 60 192.168.1.1 is at 00:0F:06:bb:bb:fe
4 12.959881 192.168.1.105 68.105.28.11 DNS 76 standard query 0x3f6Q0 A go.microsoft.com
512.975699 68.105.28.11 192.168.1.105 DNS 545 standard query response 0x3f60 CNAME www.go.microsoft.akadns.net A 65.55.57.251
6 16.086567 Vmware_5a:49:cd Broadcast ARP 60 who has 192.168.1.105? Tell 192.168.1.104
7 16.086608 vmware_ff:71:dl vmware_5a:49:c4 ARP 42 192.168.1.105 is at 00:0c:28:ff:71:d1

.104430 vmware_5a:49:c4 Broadcast 60 who has 192.168.1.1057 Tell 192.168.1.104
.104470 vmware ff:71:d1l Vmware_5, % 42 192.168.1.105 is at 00

.114045 vmware_ff:71:dl  Broadcast 42 who has 192.168.1.1047 192.168.1.105
.114648 Vmware_5a:49:c4  Vmware_f 60 192.168.1.104 is at 00 9:ca
114 7168.1.105 192.168.1. TCP 54 111-5 T K

Frame 1: 157 bytes on wire (125
Ethernet II, Src: Vmware ff:7:
Internet Protocol version 6,
uUser Datagram Protocol, Sr
DHCPVE

captured (1256 bits)
), Dst: IPvemcast_01:00:02 (33:33:00:01:00:02)
;cfl2 (feB0::9ce2:41a0:6715:cf12), Dst: ff02::1:2
7 (547)

This example has many (too many?)
packets

E

Are there any attack packets here?

|0000 33 33 00 01 00 02 00 Oc 29 ff 71 d1 86 dd 60 00
0010 00 00 00 67 11 01 fe 80 00 00 00 00 00 00 9c e2
0020 41 a0 67 15 cf 12 ff 02 00 00 00 00 00 00 0O 0O
0030 00 00 00 01 00 02 02 22 02 23 00 67 5e 5 0L 26
0040 7e Of 00 08 00 02 1& 9c 00 01 00 Oe 00 01 00 01
AREA 17 At A ha An A- o6 FE T A3 An -

4 4 an fn an i
7| File: "C:\tmp\Boot-capture\CaseStudy2 pea... | Packets: 204914 . Displayed: 204914 (100.0%) - Load time: 0:02.379 Profile: Default




.
B

. . &
= @D Select Statistics

M CaseStudy2pesp [Wireshark 1123 (v1.12.3-0-gbb 32030 from master-1 120 —

Ele Edit View Go Copture Analyze| Statistics [felephony Tools Intemals Help

©©d B BERSTI

ts

@ Select

Fiter: | i sl e
’ Time Source Protocol Hierarch otocol Lengih e =
10.000000 fes0::Oce2 e 157 5011cit XID: 0x267€0f CID: 00010001170102b4000c29Ff71dl =

vmware ff:71
Cisco-Li_bb:¢ 8 Endpoints
412.959881 192.168.1.10! Packet Lengths...
512.975699 68.105.28.11 L, [0Graph

6 16.086567 Vmware 5a:49

42 who has 192.168.1.17 Tell 192.166.1.105

60 192.168.1.1 i5 at 00:0F:66:bb:6b:fe

76 standard query 0x3f60 A go.microsoft.com

545 standard query response 0x3f60 CNAME www.go.microsoft.akadns.net A 65.55.57.251

60 Who has 192.168.1.1057 Tell 192.168.1.104

7 16.086608 vmware ff:71 Lonversation List = 42 192.168.1.105 is at 00:0c:29:fF:71:d1
.104430 vmware 52:48:  Endpoint List 3 60 who has 192.168.1.1057 Tell 192.168.1.104
.104470 vmware_ff:71:  Sevice Response Time 3 42 192.168.1.105 is at 00:0c:29:ff:71:d1

20West 3
ANCP 2 g
BAChnet v 42 who has 192.168.1.1047 Tell 192, 163 1.105
Collectd. 60 192.168.1,104 is at 00 4
Compare.

Flow Graph.

HART-IP
—————— L r
@ Frame 1: 157 bytes on wire (| ONC-RPC Programs jred (1256 bits)

|| = Ethernet TT, src: vmware_ff: g ime Dst: IPVEMCast_01:00:02 (33:33:00:01:00:02)
|| ® Internet Protocol version &, TCD StreanGiaph \cf12 (feB0::9ce2:41a0:6715:cf12), pst: ffOL

2 (ffo2::1:2)

@ User Datagram Protocol, src 547 (547)
@ DHCPVE UDP Multicast Streams
WLAN Traffic
IP Statistics. 2
BOOTP-DHCP...
I
|

0000 33 33 00 OL 00 02 00 Oc 29 ff 71 dl 86 dd &0 00
0010 00 00 00 67 11 01 fe 80 00 00 00 00 00 00 9c e2
0020 41 a0 67 15 cf 12 ff 02 00 00 00 0O 00 00 00 00
26
oL

0030 00 00 00 O1 00 02 02 22 02 23 00 67 5e f5 01
0040 7e OF 00 08 00 02 18 9¢ 00 OL 00 Oe 00 O1 00
3

@ | File: "C\tmp\Boot-capture) CaseStudy2.pea... |Packets FET Displayed: 204914 uoou%) Load time: 0:02379 | Profile: Default

Ml Wireshark: Protocol Hierarchy Statistics s o e ¢ @ JAMES
MADISON
| Display filter: none \ UNIVERSTTY.
|| Pratocal Packets 5 Bytes Mbit/s End Packets End Bytes End Mbit/s|

B Ethernet T 20+014 100.00 % o
£ Interet Protocol Version 6 000 % 3 000%

= User Datagram Protocol I 0.00 % 3] 000 %
DHCPv6 I 0.00 % 1] 000 %
Domain Name Service I 0.00 % 2] 0.00 %
Address Resolution Protocol I 001 % 19 0.00 %

[ User Datagram Protocol 017 % 342 033% 729]

Dornain Mame Service [ 015% 315 | 030 % 66585 0002 35 eses 0002
£ Net8IOS Datagram Service | 000 % 9 001% 2076 0.000 0 0 oo
1 SMB (Server Message Block Protocol) | 000 % af 001% 276 0,000 o 0 0o
£ SMB Mailslot Protocol | 0.00 % 9f 001 % 2076 0,000 o [
Microsoft Windows Browser Protocol [ 000 % 9] 001 % 276 0.000 9 W% 000
Data [ 0.00 % 4 001 % 1964 0.000 4 o4 0000
Hypertext Transfer Protocol | 001 % 12| 001 % 2100 0.000 12 200 0000
I NetBIOS Narne Service I 0.00 % 2| 000 % 196 0.000 2 19 0000
I Transmission Control Protocol 204550 21885203 0785 9555 4092824 0147
&1 Hypertert Transfer Protocol [ emw e asam 996229 003% 786 510981 0018
Line-based text data 012 % 21 036 % 189259 0,007 21 189259 0007
Compuserve GIF 0.09 % 177 | 051% 112399 0004 177 112399 0004
Media Type 002 % 3] 013 % 27454 0,001 3 2Ms4 0001
JPEG File Interchange Format 005 % 108 | 039% 86042 0003 108 6042 0003
Portable Network Graphics 002% 46 016% 36023 0001 % 36023
El JavaScript Object Notation 002% 36 009% 20632 0001 ER- 9 4(y ?
.

Text item 0.00 % L | 001% 1304 0.000 1 1304
001 % 11 | 004 % 9402 0.000 1 9402
0.00 % b : I 000 % 996 0.000 1 996
0.00 % 3 | 000 % 710 0.000 3 710

0.00 % 1]

Online Certificate Status Protocol

eXtensible Markup Language

Malformed Packet
HTML Form URL Encoded
& Secure Sockets Layer

000 %

[
|
[
[
I
Line-based text data | 02 % 31| 003 % 2004 0.001 =R
[
[
[
[
[
[

Secure Sockets | aver

T h . .
1L Tcanster protocol TP .40 % 30% .

Malformed Packet 0.01 % 18 005 % 10257 0.000 10257 S u S I C I 0 u S
=) NetBIOS Session Service I 001 % 18| 001 % 2822 0000

El SME (Server Message Block Protocal) | 001 % 16 [ 001 % 2636 0000 1886 0000 |

= SMB Pipe Protocal I 0.00 %
Microsoft Windows Lanman Remate API Protacol 000 %

' —w=— How to furtherinvestigate?

=




£y AMES
3 AAVANE

Ml CaseStudyZpcap [Wireshark 1123 (v1.123-0-gbb3e9a0 from master-112)] - - =S
Ele Edit View Go Capture Anolyze Stotistics Telephony Tools Internals Help

PodRy BERRE Ae»TF L (EHEaaB #BDBg| 8

Filter | ftp] N Eiapyess}un... Clesr Apply Save

B No. Time Destination Protocol Length Info -
1 0.000000 RQ::9ce?:41a0:671FF02::1:2 DHCPVE 157 solicit XID: 0x267e0f CID: 000100011701d2b4000c29FF71d1l -
2 12.957913 W Fha7i:dl Broadcast ARP 42 who has 192.168.1.1? Tell 192.168.1,105

| 3 12.959857 Ci Qb:6b:fe vmware ff:71:d1l ARP 60 192.168.1.1 is at 00:0f:66:bb:6b:fe
4 12.959881 192. 68.105.28.11 DNS 76 standard query 0x3f60 A go.microsoft.com
5 12.975699 68.10' 192.168.1.105 DNS 545 standard query response 0x3f60 CNAME www.go.microsoft.akadns.net A 65.55.57.251

| 6 16.086567 Vmware_ ) Eroadcast ARP 60 who has 192.168.1.105? Tell 192.168.1.104
7 16.086608 vmware_f @re_5a:49:c4 ARP 42 192.168.1.105 is at 00:0c:29:ff:71:d1
8 16.104430 Vmware_5a:d ast 60 who has 192.168.1.1057 Tell 192.168.1.104

9 16.104470 Vmware ff:71 U 49:c4 42 192.168.1.105 is at 00:0c:29:ff:71:d1

I 13 16.114045 VmwarE_ff 71i:d1 < 42 who has 192.168.1.1047 192.168.1.105
14 16.114648 vmware_5a:49:c4 60 192.168.1.104 is at 00 5a:49:c4

15 16.11 4 ts 1! 54 111-+58

memeed @ We need to reduce the # of

Internet Protocol versi
uUser Datagram Protocol,

packets. Type this

0040 7e Of 00 08 00 02 18 9c 00 01 00 0e 00 01 00 01 L
AnEn 17 o S0 FF 71 41 AN A3 an n- ne an

A3 ha_ A0 ne . AT
@ * | File: "C:\tmp\Boot-capture\ CaseStudyZ pea... | Packets: 20414 - Displayed: 204814 (100.0%) - Load time: 0:02379 Profile: Default

M CaseStudy2pcap [Wireshark 1123 (v1123-0-gbb3e0a0 from master-112]] -— ——

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eodm g BEERRE A+ T2 IHE AR #E8% B

Filer: | ftp [] expression... ‘Clear Apply Save

B No. Time Source Destination Protocol Length Info -
52.738517 AL : FTP 93 Response: Microsoft service
3444 52.738843 192.168.1.105 192.168.1.104 FTP. 93 Response: 220 Microsoft FTP service
| 3445 52.739045 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3447 52.739428 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
| 3448 52.739601 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3449 52.739819 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
3450 52.739977 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3474 52.750934 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3475 52.751130 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3476 52.751302 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3477 52.751472 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
Il 3478 52.751644 192.168.1.105 192.168.1.104 FTP. 93 Response: 220 Microsoft FTP service
3479 52.751864 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service

3483 52.752602 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service Gl

<[ m \ N\ | '

, — e \
@ Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 b
@ Ethernet II, Src: Vmware ff:71:dl (00:0c:29:ff:71:d1), Dst: Vmwar:
Internet Protocol version 4, src: 192.168.1.105 (192.168.1.105), D:
Transmission control Protocol, src Port: 21 (21), Dst Port: 48562
File Transfer protocol (FTP)

129:5a:49:c4)
04 (192.168.1.104)
Ack: 1, Len: 27

® This pane has fewer
packets but how to proceed?

||0000 00 Oc 29 5a 49 c4 00 0c 29 ff 71 dl 08 00 45 00
0010 00 4f 11 60 40 00 80 06 00 00 cO a8 Ol 69 cO a8
0020 01 68 00 15 bd b2 e0 9e eb ed 3b ac 23 cb 80 18
0030 01 04 84 63 00 00 O1 0L 08 0a 00 04 ch a6 00 Ob ...c.. ..
0040 &f 5b 32 32 30 20 4d 69 63 72 6f 73 6f 66 74 20 0[220 Mi crosoft i
AncA :

4z 24 =n 3n E3 &= 7a ve  aa
@ [*] | File:"C:\tmp\Boot-capture\CaseStudy2.pea...

&5 Ad An
Packets: 204914 . Displayed: 193445 (94.4%) . Load time: 0:02.500 Profile: Default




£y AMES
T AAVANE

TTY.

M CaseStudy2.pcap [Wireshark 112.3 (v1,12.3-0-gbb3e930 from master-1.12)] - — -
File Edit View Go Cepture Analjze Statistics Telephony Tools Internals Help
eegdHgd BERRE AedDT L QAQanfn E$Emx% d
Filter: | ftp [] Bxpression... Clear Apply Save
| [No. Time Source Destination Protocol Length Info -
3443 52.738517 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service =
3444 52.738843 192.168.1.105 192.168.1.104 FTP onse: 220 Microsoft FTP service
3445 52.739045 192.168.1.105 192.168.1.104 FTP <220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP icrosoft FTP Service
3447 52.739428 192.168.1.105 192.168.1.104 FTP 93 Respons service
3448 52.739601 192.168.1.105 192.168.1.104 FTP 93 Response: ice
3449 52.739819 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Ml
3450 52.739977 192.168.1.105 192.168.1.104 FTP 93 Resp
3474 52.750934 192.168.1.105 192.168.1.104 FTP 93 Resp . .
3475 52.751130 192.168.1.105 192.168.1.104 FTP 93 Resp
3476 52.751302 192.168.1.105 192.168.1.104 FTP 93 Resp @ CI I C k O n t h e fl rst a C ket
3477 52.751472 192.168.1.105 192.168.1.104 FTP 93 Resp
| 3478 52.751644 192.168.1.105 192.168.1.104 FTP 93 Resp
|| 3479 52.751864 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft ETP service
3483 52.752602 192.168.1.105 192.168.1.104 FTP 93 Response: 220 microsoft ETP service -

: R R f 4 (00:0c:29:5a:49:c4)

h Internet Protocol version 4, src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
= Transmission control Protocol, src Port: 21 (21), DSt Port: 48562 (48562), Seq: 1, Ack: 1, Len: 27
[ source Port: 21 (21

pestination Port 48562)
[stream index: 11
[TcP Segment Len: 27]
Sequence number: 1 (relative sequence number)
[Next sequence number: 28 (relative sequence number)]

Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes

.. 0000 0001 1000 = Flags: 0x018 (PSH, ACK) . .
| i The details of the first packet

[window size scaling factor: 256]

Checksum: 0x8463 [validation disabled]
urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEQ/Ack analysis]
= File Transfer protocol (FTP)
= 220 microsoft FTP service\r\n
Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

5a 49 c4
00 4f 11 60 40 00 80 06 00 00 cO a8 Ol 69 cO a8
01 68 00 15 bd b2 e0 9¢ eb ed 3b ac 23 cb 80 18
01 04 84 63 00 00 01 01 08 Da 00 04 cb a6 00 ObjM. . .c.. o
[WLTLRNET Sb 32 32 30 20 4d 69 63 72 6f 73 6f 66 74 20f0[220 Mi crosoft

@ ¥ Frame (frame), 93 bytes Packets: 204914 - Displayec: 193445 (94.4%) - Load time: 0:02.500 Profile: Default

’@]AMES
A
£ ALVADI

g UNIVERSITY,

Ml CaseStudy2.peap [Wireshark 1123 (v1.12.3-0-gbb3e3a0 from master-112)] - e - ==

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

o s BEERR Lo TL

Filter: | ftp [] Boression... Clear £gply Save

ho. Time Source Destination Protocal Length Info -

3443 52.738517 192.168.1.105 192.166.1.104 FTP 93 Response: 220 Microsoft FTP Service =
5 X 53 Response: 220 Microsoft i

3445 52.739045 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP 2 gesponse: 220 Microsoft FTP Service
3447 52.739428 192.168.1.105 192.168.1.104 FTP <220 microsoft FTP service
3448 52.739601 192.168.1.105 102.168.1.104 FTP 3 asoft FTP service
3449 52.739819 192.168.1.105 102.168.1.104 FTP 93 Re3p aservice
3450 52.739977 192.168.1.105 102.168.1.104 FTP ST
3474 52.750934 192.168.1.105 192.168.1.104 FTP
3475 52.751130 192.168.1.105 192.166.1.104 FTP .

h 3476 52.751302 192.168.1.105 192.168.1.104 FTP Cl Ick On the Second acket
3477 52.751472 192.168.1.105 192.166.1.104 FTP

|| 3478 52.751644 192.168.1.105 192.168.1.104 FTP

|| 3479 52.751864 192.168.1.105 192.168.1.104 FTP
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
3483 52.752602 192.168.1.105 102.168.1.104 ETP 93 Response: 220 Microsoft ETP service -

=] 3 bytes on wire (744 bits), 93 byres captured (744 bits)
@ Ethernet II, src: vmware ff:71:dl (00:0c:29:ff:71:dl), Dst: vmware_5a:49:cd (00:0c:29:52:49:c4)
Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
B Transmission control Protocol, Src Port: 21 (21), Dst Port: 48563 (48563), seq: 1, Ack: 1, Len: 27
I Source Port: 21
pestination portf
[stream index: 1138]
[TcP segment Len: 27]
Sequence number: 1
[Next sequence number:

equence number)
ive sequence number)]

Acknowledgment number: 1 (ry
Header Length: 32 bytes

| st The details of the 2nd packet

[window size scaling factor: 256]

k number)

Checksum: 0x8463 [validation disabled]
urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Opel
[SEQ/ACK analysis]
= File Transfer protocol (FTP)
= 220 microsoft FTP service\r\n

‘ . )\
| mmonamiseeind Close but a different number

{0000 00 Oc 29 5a 49 c4 00 0c 29 ff 71

gronnkennay dnal from the first packet )

e —
@ 7| File: "C\tmp\Boot-capture\ CaseStudy2.pea... | Packets: 204914 - Displayed: 193445 (94.4%) - Load time: | Profile: Default
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é&? JAMES
MADISON

UNIVERSITY,

Ml CascStudy2pcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-112]] [E=m )

File Edit View Go Cepture Analyze Statistics Telephony Tools Intemals Help
Co4dm i BEIXD Resd T Qe @EmkE B

48652 Bﬁp!eﬂs’mnm Clear Apply Save

Filter | ftp && tep.dstport == 48652 || tep.srcport

|| [No. Time Source Destinati Protocol Length Info

3443 52.738517 192.168.1.105 192.164 FTP 93 Response: 220 Microsoft FTP Service
3444 52.738843 192.168.1.105 192.168. FTP 93 Response: 220 Microsoft FTP Service
3445 52.739045 192.168.1.105 192.168. FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1 93 Response: 220 Microsoft FTP Service
3447 52.730428 192.168.1.105 192.168.1. 93 Response: 220 Microsoft FTP Service
3448 52.739601 192.168.1.105 192.168.1. 93 Response: 220 Microsoft FTP Service
3449 52.739819 192.168.1.105 192.168.1.1 93 Response: 220 Microsoft FTP Service
3450 52.739977 192.168.1.105 192.168.1.10. 93 Response: 220 Microsoft FTP Service
3474 52.750934 192.168.1.105 192.168.1.104 93 Response: 220 Microsoft FTP service
3475 52.751130 192.168.1.105 192.168.1.104 93 Response: 220 Microsoft FTP service
I 3476 52.751302 192.168.1.105 192. G 3 Response: 220 Microsoft FTP service
| 3477 52.751472 192.168.1.105 -1, gsponse: 220 Microsoft FTP Service
3478 52.751644 192.168.1.105 .1, onse: 220 Microsoft FTP Service
3479 52.751864 192.168.1.105 .1, se: 220 Microsoft FTP Service
i 3480 52.752035 192.168.1.105
3481 52.752206 192.168.1.105
3482 52.752400 192.168.1.105
3483 52.752602 192.168.1.

®We want to further reduce 8"

Frame 3444: 93 bytes on wire (744 b
Ethernet II, Src: vmware ff:71:dl (]

| e e ol the # of packets; type this typo:

2]

source Port: 21 (21)
pestination Port: 48563 (48563)

[stream index: 1138] .
[TCP segment Len: 27]
\ sequence number: 1 (relative s I S O u e
[Next sequence number: 28 (rel
Acknowledgment number: 1 (relat
Header Length: 32 bytes
I .... 0000 0001 1000 — Flags: Ox018 (PSH, ACK)
| window size value: 260
[calculated window size: 66560]
[window size scaling factor: 256]
|| = checksum: 0x8463 [validation disabled]
Urgent pointer: 0
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
= File Transfer protocol (FTP)
= 220 microsoft FTP service\r\n
Response code: service ready for new user (220)
Response arg: Microsoft FTP service

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 .J)Z1

0010 00 4f 11 61 40 00 80 06 00 00 c0O a8 01 69 cO a8 .0. at

0020 01 68 00 15 bd b3 5e a3 32 2d 3b 2a ac 95 80 18

0030 01 04 84 63 00 00 01 01 08 0a 00 04 cb a6 00 Ob ...C. .

0040 of 5b 32 32 30 20 4d 69 63 72 of 73 of 66 74 20 o[220 M1 crosoft -
= S P e

ancn _a& 73 76 &0 63 65 nd na n cor

34 3h 5 i rrn car.
@ [ | File: "C:\tmp\Boot-capture\ CaseStudy2.pca... | Packets: 204914 - Displayed: 193445 (94.4%) - Load time: 04

Profile: Default

e
:;\ﬁ? JAMES
MADISON

UNIVERSITY,

Ml CaseStudy2.pcap [Wireshark 1123 (v1.12.3-0-gbb3¢0a0 from master-1.12]] =S

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Cedmd B2RE AT L QQQan $Emi g8
ﬁner_"&p&m:p.anpm Clear Apply Save

Tr— Length

48562 | tep.sreport == 48562 B Expressio

Destination
2. 16

Source Protocol

required for John.

Response: 530 User camnot log in.

FTP 77 Request: USER John
FTP 99 Response; Prssword required for John.
FTP 77 Request
FTP 91 Response: Y$8=—#=el cannot log in. I
FTP 77 Request: USER John
I FTP 99 Responsquired for John.
ETR 81 Request
FTP Response: 330 USEI Cannot log in.
FTP Request: USER John

Response: esswacgd required for John.
FTP sponse: 530 User cannot log in.
est: USER John i

nm
43
o3
£
K
2
2
n
mli

3951
3961 52.826452 192.168.1.104 192.168.

/

Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bit:
Ethernet II, src: vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst: vmware_5
Internet Protocol Version 4, src: 192.168.1.105 (192.168.1.105), Dst!|
= Transmission Control Protocol, src Port: 21 (21), Dst Port: 48562 (48
source Port: 21 (21)

pestination Port: 48562 (48562)

[stream index: 1137]

[TcP segment Len: 27]

HE|

:52:49:c4)

I sequence number: 1 (relative sequence number)
[Next sequence number: 28 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 32 bytes

0000 0001 1000 = Flags: 0x018 (PSH, ACK)

| window size value: 260

[calculated window size: 66560]

[window size scaling factor: 256]

I Checksum: 0x8463 [validation disabled]

Urgent pointer: 0

options: (12 bytes), No-operation (NOP), No-Operation

[seq/Ack analysis]

= File Transfer protocol (FTP)

© 220 microsoft FTP service\r\n

Response code: service ready for new user (220)
Response arg: Microsoft FTP Service

© This pane has fewer packets
and it is clearer. Why?

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00
0010 00 4f 11 60 40 00 80 06 00 00 cO a8 0l 69 <0 a8
0020 01 68 00 15 bd b2 e0 9¢ eb ed 3b ac 23 cb 80 18

0030 01 04 84 63 00 00 O1L 01 08 0a Q0 04 chb a6 00 Ob These IOOk Iike password erte_forCing _A

0040 &f 5b 32 32 30 20 4d 69 63 72 6f 73 6f 66 74 20 ©0[220 MT CFBIETT

@ [/ File:"C:\tmp\Boot-capture\CaseStudy2.pca... | Packets: 204914 - Displayed: 5387 (2.6%) - Load time: 0:02.591 | Profile: Default




||0010 00 4f 11 60 40 00 80 06 00 00 cO a8 01 69 cO a8

Ml CaseStudy2.pcap [Wireshark 112.3 (v1.12.3-0-gbb3e920 from master-112]] ft p & & ft p . re S p O n S e . a rg ==

File Edit View Go Cepture Analyze Statistics Telephony Tools Intemals Help

cod ML BERD XEPDTFE a ”Userlogged in.”

Filter ftp && ftp.responsearg == "User logged in. ™7 TEST Py Save U

Por
LT

ho. Time Source Destination Protocol Length Info
3443 52.738517 192.168.1.105 192.168.1 93 Response: 220 Microsoft FTP Service
3515 52.754697 192.168.1.104 192.168.1. 77 Request: USER John
3525 52.755185 192.168.1.105 192.168.1. 99 Response: 331 Password required for John.
3556 52.757133 192.168.1.104 192.168.1. 77 Request: PAS5 10th
3619 52.775231 192.168.1.105 192.168.1. 91 response: 530 user cannet log im.
3640 52.779121 192.168.1.104 192.168.1. 77 Request: USER John
3662 52.781680 192.168.1.105 192.168.1. 99 response: 331 password reguired for John.
3682 52.791395 192.168.1.104 192.168.1. 77 Request: PASS 1htd
3721 52.796573 192.168.1.105 192.168.1. 91 Response: 530 User cannot log in.
3727 52.797271 192.168.1.104 192.168.1. 77 Request: USER John
3775 52.802426 192.168.1.105 192.168.1. 99 Response: 331 Password reguired for John.
3779 52.802861 192.168.1.104 192.168.1. Request: PASS abalonel
3831 52.810754 192.168.1.105 192.168.1. Response: 530 User cannot log in.
3836 52.811379 192.168.1.104 192.168.1. Request: USER John
3890 52.817932 192.168.1.105 192.168.1. Response: 331 Password required for John.
3896 52.818698 192.168.1.104 192.168.1. Request: PASS lebba
3951 52.825836 192.168.1.105 192.168.1. Response: 530 uUser cannot log in.
3961 52.826452 192.168.1.104 192.168.1.105 Request: USER John

-

& Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured
@ Ethernet II, Src: Vmware ff:71:dl (00:0c:29:ff:71:d1), Dst:
Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.10!
E Transmission Control Praotocol, Src Port: 21 (21), Dst Port: 48

source Port: 21 (21)

pestination Port: 48562 (48562)

[stream index: 1137]

[TCP segment Len: 27]

Ack: 1, Len: 27

sequence number: 1 (relative sequence number)
[Next sequence number: 28 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 32 bytes

. 0000 0001 1000 - Flags: OxO18 (PSH, ACK)
window size value: 260

[calculated window size: §6560]

[window size scaling factor: 256]
Checksum: 0x8463 [validation disabled]
Urgent pointer: 0
Options: (12 bytes), No-Operation (NOP), No-Operati
[SEQ/ACK analysis]
= File Transfer protocol (FTP)

= 220 microsoft FTP service\r\n

Response code: service ready for new user (220)
Response arg: Microsoft FTP service

Let’s type in to check
whether it succeeded

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00
0020 01 68 00 15 bd b2 e0 9e eb ed 3b ac 23 cb 80 18

0030 01 04 84 63 00 00 01 01 08 0a 00 04 cb a6 00 Ob PN T ————
0040 of 5b 32 32 30 20 4d 69 63 72 of 73 of 66 74 20 o[220 M1 crosoft
= S P e

ancn _a& 73 76 &0 63 65 nd na TR S

34 3h 5 i
@ 57| File: "C:\tmp\Boot-capture\ CaseStudy2.pea... | Packets: 204914 - Displayed: 5387 (26%) - Load time: 0:02.591 Profile: Default
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M CascStudyZpcap Wireshark 1123 (v112:3-0-gbb3e9a0 from master-112)]

)

Fle Edit View Go Capture Anahze Statistics Telephony Tools Internals Help
COHEE L BEEXET REePDT L Reen @aBR%E B

"User logged in." Bﬁpveﬁmnm Clear Zpply  Save

Filter: | ftp &6 ftp.response.arg

[No. Time Source Destination Protocol Length Info
202103 114. 041576 192.168. 104 87 Response: 230 User logged in
203754 154.825849192.168.1.105 192.168.1.104 FTP 87 Response: 230 User logged in.

< ]
@ Frame 202103: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)
= Ethernet II, src: vmware ff:71:dl (00:0c:28:ff:71:d1), Dst: vmware 5a:49:cd (00:0c:29:5a:49:cd)
Internet protocol version 4, src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
= Transmission Control Protocol, Src Port: 21 (21), DSt Port: 48588 (48588), Seq: 79637, Ack: 33657, Len: 21
Source Port: 21 (21)
pestination pPort: 48588 (48588)
[Stream index: 1163]
[TcP segment Len: 21]
sequence number: 79637  (relative sequence number)
[Next saquence number: 79658 (relative sequence number)]
Acknowledgment number: 33657 (relative ack number)
Header Length: 32 bytes
& .... 0000 0001 1000 = Flags: OxOL& (PSH, ACK)
window size value: 259
[calculated window size: 66304]
[window size scaling factor: 256]
Checksum: 0x845d [validation disabled]
urgent pointer: O
@ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEQ/AcK analysis]

Response code: User logged in, proceed (230)

[ 230 User logged in.\rin ]
Response arg: User logged in.

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 dl 08 00 45 00 ..)ZI...
0010 00 49 20 4T 40 00 80 06 00 00 cO a8 Ol 69 cO a8 .I o€.
0020 01 68 00 15 bd cc 75 fd cc <9 3b a9 2b 10 80 18 h.

0030 01 03 84 5d 00 00 01 O1 OB 0a 00 04 €3 98 00 Ob  ...diues <ivees.. I
0040 ab 27 32 33 30 29 55 73 65 72 20 6c 6f 67 67 €5 AZSD Us er Tlogge 5

g —" The attack indeed

@ 7| File: "C:\tmp\Boot-capture) CaseStudyZ pea... | Packets: 204814 - Displayed: 2 (00%) - Load time: 0:02.685 TProfile: Default




'@ AMES
£ AAUANEON

@ Select Statistics

File Edit View Go Capturd Telephony Teols [nternals Help

e 4B LB gim Didplay Pt I@| @ aQa

Display Filter Macros...

-

[ESSRCHE=C)

[ EER %

Filter: | ftp B8 fip. tpression... Clear Apply Save

Apply 25 Column

Mo, Time Bosplyras Fiter , Drotocol Length Info
202103 114.041 PRy a5 87 Response: 230 User logged
203754 154.825849 192, 1 Hiepeied Hiter 5 87 Response: 230 User logged

« Enabled Protocols... Shift+ Ctrl+E

23 Decode As... j
Sl Select
B e
Follow TCP Stream

Follow UDP Stream

Follow SSL Stream
I v ExpertInfo
Conversation Filter & |

< i v

@& Frame 202103: 87 bytes on wire (696 bits), 87 byres captured (696 bits)

@ Ethernet II, src: vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst: vmware_5a:49:c4 (00:0c:29:5a:49:c4)

|| @ Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)

= Transmission Control Protocol, src Port: 21 (21), Dst Port: 48588 (48588), seq: 79637, Ack: 33657, Len: 21
source Port: 21 (21)

I pestination Port: 48588 (48588)

[stream index: 1163]

[TCP Segment Len: 21]

Sequence number: 79637  (relative sequence number)
[Next sequence number: 79658  (relative sequence number)]
Acknowledgment number: 33657  (relative ack number)

Header Length: 32 bytes
0000 0001 1000 = Flags: OxOL8 (PSH, ACK)
I window size value: 259
[calculated window size: 66304]
[window size scaling factor: 256]
Checksum: 0x845d [validation disabled]
urgent pointer: 0
options: (12 bytes), No-operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
E File Transfer Protocol (FTP)
£ 230 user logged in.\rin
Response code: user logged in, proceed (230)
Response arg: user logged in.

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00
0010 00 49 20 4f 40 00 80 06 00 00 cO a8 01 69 cO a8
0020 01 68 00 15 bd cc 75 fd «cc c9 3b a9 2b 10 80 18 .
0030 01 03 84 5d 00 00 01 01 08 0Oa 00 04 e3 98 00 Ob a1 e

0 ab 72 20 6c 6f 67 67 65 B3 230 us er logge

ANSA &4 D0 A0 En e nd 0a

@ 7 File: "C:\tmp\Boot-capture\ CaseStudy2.pca... | Packets: 204914 - Displayed: 2 (0.0%) - Load time: 0:02.695 Profile: Default
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Ml CaseStudy2pcap Wireshark 1123 (v1.12.3-0-gbb3edal from master-112)] =8 % |

File Edit View Go Capture Anslyze Statisties Telephony Tools Internals Help
CeOAEd BRI Aew DT I Qaed @$¥wmE B

Fiter: | tep.stream eq 1163 L
e | M Follow TCP Stream (cparesmeq 1163) - =S n

MNo. Time Sourc:
201583 113. 901293192,
201585 113.901682192.146
201658 113.911692192.14

Stream Content

t FTR Service

201664 113.912233192. |UsEr John <

201732 113. 922566 192. ﬁé;;gwurd required for 3John.
201736 113.923271 192. 530 User cannot log in.

201801 113.930794 192. |user John

201808 113.931136192.
201882 113. 943009 192. 1
201885 113.943676192. 11
201948 113.951440192. 11
201958 113. 952001 192.14§
1
1
1

331 Password required for John.
|PASS ttobba
530 User cannot log in.
|| user 3ohn
I | 331 Password required for John.
|| | PASS abel
| 530 user cannot log in.
| | user John

1331 Password required for John.
| |pass. ecnayeba

o

202022 113.958982192.
202026 113.959670192.
202103 114.041576 192.

202216 114.053865 192. 11

530 user cannot log in.

|userR John

1331 Password required for John. i

Pass able 0 0T b 0 '35

|| 530 user cannot log in. 0

= = 3 |USER John =

& Frame 202103: 87 byte§l | 1337 paccword required for John.

[ Ethernet II, src: Wi Pass aborning

® Internet Protocol versl 530 user cannot log in.

= Transmission Control |USER John - S =
source port: 21 (21)| 331 Password required for john.

s : 2 |Pass abramson
Destination port: 4§ 530 User cannot 109 in.
[Stream index: 1163

|USER John
[TcP segment Len: 2 1331 Password required for John.
sequence number: 794

[Next sequence numbd|
acknowledgment numbg|

Len=0 Tsval=320410 Tsec

=

|Entire conversation (110467 bytes)

© Escoic 1 HexDum © Chnm © Raw
Header Length: 32 by - - i - i -
@ .... 0000 0001 1000
window size value: 3 FihermThisStream] [ Gl

[calculated window
[window size scalinge
@ Checksum: 0x845d [validation disabled]
urgent pointer: 0
@ options: (12 bytes), No-Operation (NOF), No-Operation (NOF), Timestamps
@ [SEQ/ACK analysis]
= File Transfer protocol (FTP)
= 230 user logged in.\r\n
Response code: User logged in, proceed (230)

3 Scroll down to

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZL
0010 00 49 20 4f 40 00 80 06 00 00 cO a8 Ol 69 cO a8 .
0020 01 68 00 15 bd cc 75 fd cc c9 3b a9 2b 10 80 18 - =
0030 01 03 84 5d 00 00 01 01 08 Oa 00 04 e3 98 00 Ob serdvsine & e O OI I l
0040 ab 27 32 33 30 20 55 73 65 72 20 6c 6f 67 67 65 ;'230 us er logge
r 3. B2
T

ANSN &4 50 &0 &a v nd s il ol i
@ 7| File: "CA\tmp\Boot -capture\CaseStudy2.pea... | Packets: 204914 . Displayed: 5394 (26%) : Load time: 0:02679 I




[ A Foliow TCP Stream (tcp.stream eq 11

-Stream Content

|PASS parchl

530 User cannot log in.
USER John

331 password reguired for
PASS parisl

530 user cannot log in.
USER John

331 password required for
PASS parlance

530 User cannot log in.
USER John

331 password reguired for
PASS parrishl

530 User cannot Tog in.
USER John

331 password reguired for
PASS parsonsl

530 User cannot log in.
USER John

331 password required for
PASS party

530 User cannot Tog in.
USER John

331 Password required for
PASS passaic

530 U
R John
331 password required for
PASS Passwordl234

230 user logged in.

John.

John.

John.

John.

John.

John.

~

|Ent[re conversation (110467 bytes)

[ || saveas |[ prnt | EBCDIC \W 7 C Arrays ® Raw
~

M CaseStudy2.pcap [Wireshark 1123 (v1,123-0-gbb3e9a0 from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tocls Internals Help
codms ERERE Aes T 2 IEE QA
Filter: | tcpiflags == 2|

tcp.flags

No. Time Source Protocol Length Tnfo a
I 10.000000 feB0::9ce2:41a0:671 DHCPVE 157 solicit XID: 0x267e0f CID: 000100011701d2b4000c29f71d1 =
212.957913 vmware_ff:71:dl ARP 42 who has 192.168.1.17 Tell 192.168.1.105
3 12.959857 Cisco-Li_bb:6b:fe ARP 60 192.168.1.1 is at 00:0f:66:bb:6b:fe
412.959881 192.168.1.105 DNS. 76 Standard query 0x3f60 A go.microsoft.com
512.975699 68.105.28.11 DNS. 545 standard query response 0x3f60 CNAME www.go.microsoft. akadns.net A 65.55.57.251
6 16.086567 Vmware_5a:49:c4 ARP 60 who has 192.168.1,1057 Tell 192.168.1.104
7 16.086608 vmware_ff ARP 42 192.168.1.105 is at 00:0c:29:Ff:71:dl
8 16.104430 ARP 60 who has 192.168.1,1057 Tell 192.168.1.104
.104470 42 192.168.1.105 is at 00:0c:29:ff:71:dl
42 who has 192.168.1.1047 Teﬂ 192. 1se 1.105
60 192.168.1,10¢ is at 00 4
4 111~ [RST, 1
'
\
@ Frame 1: 157 bytes on wire (1256 bits), 157 bytes captured
Il @ Ethernet I, src: vmware_ff:71:dl (00:0c:29:FF:71:d1), Dst: :00:01:00:02)
|| ® Internet Protocol version 6, src: fe80::9ce2:41a0:671 f12), Dst: fF02::1:2 (Ff02::1:2)
|| @ User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (54
| = DHCPVE
|
|
|
|
I
I
I
I
.
| ® How did the attack start?
\ .
I
I ) . . .
| Let S type In this to find out
i
i
|[0000 23 32 00 01 00 02 00 Oc 28 ff 71 d1 86 dd 60 00 =
I 0010 00 00 00 67 11 01 fe 80 00 00 00 00 00 00 9c e2 El
020 41 a0 67 15 cf 1 02 00 00 00 00 00 00 00 00
|0030 00 00 00 01 00 02 02 22 02 23 00 67 5e f5 01 26
0040 7e OF 00 08 00 02 18 9¢ 00 01 00 Qe 00 01 00 01 p
[lansn 17 nn .
@ 7 File:” C\tmp\Bo:\t :apture\CasaStudyZ pea |Pa:ka«s zna91a D\sp\ayad 204914 (1000%) Load time: 0:03.604 Profile: Default




AMES
L= %%J DISON

[ M CaseStudy2pcap MWireshark 1123 (/11230 gbb3e0a0 frommaster-132]] 00 s [T
%!ﬂMéWMMMTwiwh!mkﬂdp B -
eodmz Baxg aes29T7 2B aaan @§8m% @
Expression.. Clear Apply Save

Pro{n:ol Length

==2

No. Time Source Destination
94 102.168.1.104 192.168.1.105

Info
5, A 72 6 =

32 16.138504 192.168.1.104 192.168.1.105 60 58368-80 [SYN] Seq=0 Win=1024 Len=0 M55=1460

« i
Frame 10: 60 bytes on wire (480 bits), 60 byres captured (480 bits)

Ethernet II, Src: vmware_5a:49:c4 (00:0c:29:5a:49:c4), Dst: vmware _ff:
Internet Protocol version 4, src: 192.168.1.104 (192.168.1

:d1 (00:0c:29:FF:71:d1)
1.105 (192.168.1.105)

0000 00 Oc 29 ff 71 d1 00 Oc 29 5a 49 c4 08 00 45 00
0010 00 2c 3¢ €2 00 00 26 06 d3 e8 cO a8 Ol 68 cO a8
0020 01 69 ed 00 06 b8 81 a0 8f el 00 00 00 00 60 02
0030 0Oc 00 Ob ca 00 00 02 04 05 b4 00 00

File: "C:\tmp\Boot-capture\CaseStudy2.pca... | Packets: 204914 . Disj ed: 1452 (0.7%) - Load time: 0:02.535 Profile: Default
Xl P pi dy2.pca... | play
[
M oz pcop) WirehaR LIS vl 123 Ogbhaena0 hom e 112 W =R )

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
eo#ma DR A¢r»aT 2 (EFQaaan @2D%% @
Expression... Clear Apply Save

Source Destination Protocel Length Info

32 16.138504 192.168.1.104 192.168.1.105 60 58368-80 [SYM] SEQ—O WWP1024 Len=0 M55=1460
EERT 505 192.168.1.104 192.168.1.105 60 5836

Frame 33: 60 bytes on 480 bits) bytes' Q_bits)
Ethernet II, src: vnmareja 49:c4 (00:0c:29:53:49) e ff:71:dl (00:0c:29:Ff:71:d1)
Internet Protocol version 4, Src: 192.168.1.104 (19. 3 192.168.1.105 (192.168.1.105)

source Port: 58368 (58368)

Destination Port: 21 (21)

[stream index: 12]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
acknowledgment number: 0O

Header Length: 24 bytes

wWindow size value: 1024
[calculated window size: 1024]
Checksum: 0x1a6d [validation disabled]

- ®Select packet 33;

e RIGHT click on it

0010 00 2c 06 a6 00 00 28 06 08 05 cO a8 Ol 68 O a8 \\

0020 01 69 e4 00 00 15 81 a0 &f el 00 00 00 00 &0 02
0030 04 00 1a 6d 00 00 02 04 05 b4 00 00

@ (¥ File: "C:\tmp\Boot -capture\CaseStudy2.pca... | Packets: 204914 - Displayed: 1452 (0.7%) - Load time: 0:02.535. Profile: Default |




[

r
M CaseStudy?pcap Wireshark 1123 (v1.123-0-gbb3e0a0 from master-1.12]

Eile Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

lcosms Baxg aeseT e ([EEeaan @Dl @

Fiter, | tep.flags [] emression... Clear soply save

No. Time Source Destination Protocol Length Info

192.168.1.105 60 58363-80 [SYN] Seq=0 win=1024 Len=0 Ms:
- .1.105 60 58368-21 [5YN] 5e
Ignore Packet (toggle)
@ Set Time Reference (toggle)
© Time Shift...
¥ — £ Pock n '
rm— o
ame 33: py 2 EackecCommen bytes captured (480 bits)
Ethernet II, S  Manually Resolve Address 19:5a:49:c4), Dst: vmware ff:71:dl (00:0c:29:ff:71:d1)
Internet Prot. 1.104 (192.168.1.104), Dst: 192.168.1.105 (192.168.1.105)
= Apply as Filter v
Source POFt:  PrepareafFilter 3
pestination | Conversation Filter 3
[stream inde g0z conversation »
[Tcp segment <cTp .
sequence num number)
Acknowledgme
Header Lengt
& [EEEI0000000 Follow SSL Stream
window size
[calculated Copy. {4
Checksum: 04y ol Preferances »
urgent point
options: (4 @ DecodeAs..
& Print...
Show Packet in New Window
|
0000 00 Oc 29 ff 71 d1 00 Oc 29 5a 49 ¢4 08 00 45 00 ..).q L J
0010 00 2c 06 a6 00 00 28 06 08 05 <0 a8 Ol 68 cO a8
0020 01 69 e4 00 00 15 81 a0 BF el 00 00 00 00 60 02
0030 04 00 1a 6d 00 00 02 04 05 b4 00 00 =
@ 7 File: "C\tmp\Boot-capture\ CaseStudy2.pca.. | Packets: 204914 - Displayed: 1452 (0.7%) - Load time: 002,535 Profile: Default

[

Ml CaseStudy2.pcap [Wireshark 1123 (v1.12.3-0-gbb3ea0 from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

codms BEXR Aa¢seT2EE aan @08 % B

Fiter: tcp.stream eq12 [=] expression... ciear aoply Save
Mo. Time Source Destination Protocal Length Info :
33 16.138505 192.16 192.168 TCP 60 58368-21 [SYN] Seq=0 win=1024 Len=0 Mss=1460
Stream C
E : 60 bytes on
Ethernet II, Src: Vmwar
Internet Protocol Versi
Entire c (0 bytes) [=]
Filter Out This Stream E Close é

N

0000 00 Oc 29 ff 71 di 00 Oc 29 5a 49 c4 08 00 45 00
0010 00 2c 06 a6 00 00 28 06 08 05 c0 a8 01 68 cO a8
0020 01 69 e4 00 00 15 81 a0 8f el 00 00 00 00 60 02
0030 04 00 1a &d 00 00 02 04 05 b4 00 00

Click |

|@ [#7 | File: "C:\tmp\Boot-capture\ CaseStudy2 pea.. | Packets: 204914 - Displayed: 3 (00%) - Load time: 0:02340

| Profile: Default
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M CoscStudyZpeap [Wireshark 1123 (v1.123-0-gbb3e9a0 from master-112)] =E

Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
codB I BEXR Ae»0TE Qe @658 % E

Fikter: | tep.stream eq 12 [ ] Epression... clear £ty Save

@ Frame 33: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
@ Ethernet II, src: vmware_5a:49:c4 (00:0c:29:5a:49:cd4), Dst: vmware_ff:71:d1

b

Internet Protocol version 4, src: 192.168.1.104 (192.168.1.1

= Transmission control Protocol, src Port: 58368 (58368), Dst

There are only three packets
Destination Port: 21 (21)

[Stream index: 12]
[TcP segment Len: 0]

) . .
sequence number: 0 (relative sequence number)
R e in this pane
Header Length: 24 bytes O
.... 00OO 0000 0010 = Flags: 0x002 (SYN)

window size value: 1024 .
Kol o S The attack started with port
urgent pointer: 0
\_ scanning

options: (4 bytes), Maximum segment size

I
:ﬁ? JAMES
MADISON

0000 00 Oc 29 ff 71 d1 00 Oc 29 5a 49 c4 08 00 45 00 ve)eq... JZI...E.
0010 00 2c 06 a6 00 00 28 06 08 05 cO a8 01 68 c0 a8 PR G
|0020 01 69 e4 00 00 15 81 a0 &f el 00 00 00 00 60 02 o .
0030 04 00 1a 6d 00 00 02 04 05 b4 00 0O R

@ 7| File: "C\tmp\ Boot-capture) CaseStudy2.pca... | Packets: 204914 - Displayed: 3 (0.0%) - Load time: 0:02.438 Profile: Default
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Summary

* Prerequisite: network packet & packet
analyzer: (header, data)
— Enveloped letters inside another envelope

* Exercises
@ Basic network traffic analysis
* SimpleCapture.pcap, WebCapture.pcap
@A Gather information and statistics

e CaseStudyl.pcap, CaseStudy2.pcap

* Traffic searches: protocol hierarchy, HTTP requests,
conversations, filters; attack analysis

JAMES
MADISON




Notes, with the same content,
are included
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Network Sniffing and Packet Analysis Exercise

What is packet analysis and how to capture network traffic?

A packet analyzer is a piece of computer hardware or software that can intercept and log
traffic passing over a digital network. When a network request is made (i.e. a web-page
search, sent email message...) information is sent across the network from the source
location to the destination via multiple data streams/packets. These streams contain
header information that describes among other things the source of the request, the
destination of the request, the type of data contained in the packet, various information
describing the transaction and is then followed by the actual data. On simple web search
can generate many data packets.

In this exercise we will analyze some previously captured traffic and explain the contents
of the data in detail. We will discuss how to filter captured data streams to limit
simplify and fine tune analysis. Through these demonstrations we will enlighten you on
safety procedures and risks involved in running certain applications. Specifically we will
analyze the following types of network traffic:

e Web Server — http
e File transfer Protocol — FTP
e Port scan

e Password cracking attempt

For these exercises we will use the Wireshark software application that has been installed
on your virtual machine. Wireshark, formerly known as Ethereal, is a very powerful tool
for network analysis. Wireshark is especially popular because it runs on Windows, Mac
OS and Linux. It is a network packet analyzer that can peer inside the network and
examine the details of traffic at varying levels. The information it can show you range
from application-level information to the actual bits in a single packet.

We will analyze network traffic that was previously captured and has also been installed
on your machine. You will need to connect to the vSphere Web Client. Start up and log
in to the Snapshot entitled Packet Sniffing Exercise.




Exercise 1 —Using Wireshark to analyze basic network traffic

We will begin by analyzing a simple network traffic capture. Double-click on the
Wireshark desktop icon. When Wireshark is used to capture and save network traffic it is
saved in format known as a .pcap (packet capture) file.

Click on File — Open and select the SimpleCapture.pcap file located on your desktop.
Wireshark General Layout

Each line in the capture corresponds to a single packet seen on the network. This is
shown in the top pane. The default display shows the time of the packet (relative to the
start of the capture) as well as the source and destination IP addresses, the protocol used
and some information about the packet. You can click on a row to obtain more
information. This allows the other windows to be used. The middle pane contains more
internal details on the packet selected in the top frame. These can be expanded out into
varying levels of detail. The bottom screen displays the actual data. On the left-hand
side you see the hexadecimal representation of the data. On the right-hand side the
character representation is displayed. Note the headings displayed in the first section.
The first column denotes the packet number. The second column is the time relative to
the start of the capture. The remaining columns are the Source IP address, the
Destination IP address, the Network Protocol, the Packet Length and Information about
the packet.

Tl SimpleCapture [Wireshark 1.8.7 (SYNRey 49382 from ftrunk-1.8)] =10l

BWdes CEXPL Le¢veTL([EE QAQAD WMMBE &

Filter: I ‘j Expression. .. i
Mo, |Time {Saurce |Destination |PratocolJlengthJinfa ]ﬁ
1 0.000000 134.126.141.120 239.255.255.250 LDP 1042 Source port: 62615 Destination port: wi-discowery
2 0.000407 fes0::a8fd:b7fa:sleffoz::c DR 1062 Source port: B26l6  Destination port: wi-discowery
3 0.030837 feB0:i:4cef:eafeihooffoz: ic (et} 1062 source port: 64483 Destination port: ws-discovery
4 0.043157 134.126.141.213 134.126.141.255 MNENS 92 Mame query NB <0l><02>_ MSBROWSE_ <02><0l>
5 0.087283 134.1z26.141.120 239,255.255.250 uoP 1042 Source port: 62615 Destination port: wi-discowery
9 0.081108 134.126.141.1:23 239,255.255.250 uoP 1042 source port: 64482 Destination port: ws-discovery
7 0.087931 Dpaktroni_02:36:7f Broadcast ARP 60 who has 134.126,96.17 Tell 134.126.96,192
8 0.132835 fe80::415e:ca2f:918FF02::1:3 LLMNR 90 standard query 0xgb%a A shpgylulmn |

B Frame 209: 71 bytes on wire (568 bits), 71 bytes captured (568 bits)
Ethernet II, Src: Dell_b&:fa:23 (00:25:64:b6:Fa:23), Dst: shandong_26:20:10 (00:13:41:26:20:10)
Internet Protocol version 4, src: 134.126.20.140 (134.126.20.140), Dst: 134.126.64.11 (134.126.64.113
User Datagram Protocol, Src Port: 39173 (391730, Dst Port: domain (530
Source port: 39173 (391730
pestination port: domain (530
Length: 37
[ Checksum: ox6lca [validation disabled]
= Domain Name System (query)
Response In: 210
Transaction ID: Oxbffz
® Flags: 0x0100 standard query
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: ©
= Queries
= owww, jmu, edus type A, class IN
Mame: www. jmu, edu
Type: A (Host address)
Class: IN €0x0001)

5]

meE

(~] :'?_'."; Frame (frame], 71 bytes | Packets: 5635 Displayed: 5635 Marked: 0 Load time: 0:00,093 | Profile: Default




We will begin by examining the sequence of events that take place when a user performs
a DNS query. DNS stands for Domain Name Services. DNS takes a common fully
qualified domain name and translates it to a corresponding Internet address. The
sequences of events that take place are first a request is made from a source machine to a
DNS server. If the server recognizes the name requested it sends a response with the IP
address associated with the name. Two possible situations can occur if the server does
not know the name requested. These situations depend upon how the request is
configured. If the request is a recursive request then the source machine will depend on
the server to forward on the request to find the answer. If the request is setup to be
iterative then the server will respond that it does not know the name and the source
machine will need to make a request to another server. Let’s take a look at a simple
request that was made in our network capture. In our example a user has made a request
via the nslookup command to get the ip address for www.google.com. To view this
traffic in Wireshark, scroll down and select packet # 304. Right-click on the packet and
select Follow UDP Stream

Ml SimpleCapturepcapng Wireshark 1123 (41.12.3-0-gbb3e9a0 from master-1.12)] o] 0 ]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@i BRER| Ae2aT L (|EHEQaQQb| @EM% B

Filter: Expression.. Clear Apply Save

No. Time Source Destination Protecal Length Info -
£BE Y.D4L3LZ00 LY. LDE. /8. L34 194,105, (5. £33 IPK] 135 continuation =
289 9.84078700192.168.78.253 192.168.78.254 TCP 66 3389-55112 [AcK] seq-258702 Ack-2678 win=255 Len-0 Tsval-16:
290 9.84167600102.168.78.254 192.168.78.253 TPKT 135 Continuation
291 9.84228500192.168.78.253 192.168.78.254 TPKT 99 continuation
292 9.843247001052.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK] Seq=2747 Ack=258735 Win=65535 Len=0 Tsval=l
294 9.87551600102.168.78.254 192.168.78.253 TPKT 142 continuation
295 10.0707870192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK] 5eq=258735 Ack=2823 win=254 Len=0 Tsval=16:
296 10.1020990152.168.78.254 192.1068.78.253 TPKT 107 continuation
297 10.1118610192.168.78.253 192.168.78.254 TPKT 125 continuation
298 10.11281901052.168.78.254 192.1068.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=258794 Win=65535 Len=0 Tsval=l
299 10.1218180192.168.78.253 192.168.78.254 TPKT 119 continuation
300 10.1228750192.168.78.254 192.1068.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=258847 Win=65535 Len=0 Tsval=l
301 10.2319140192.168.78.253 192.168.78.254 TPKT 597 continuation
302 10.2331550192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=259378 Win=65530 Len=0 TSval=!
303 10. 3018040 192.168.78.254 192.168.78.253 TPKT 100 conti nuat‘lon

304 10. 3086210 192.168. 78. 253

Mark Packet (toggle)

305 10. 3089960 192, 168. 78. 254 192.16)
W_: Ignore Packet (toggle) &
/T L

d 3 -om
290 standard query response Ox15e6 A 74.125.228.114 A 74.125.2. -

) Set Time Reference (toggle)

Frame 304: 74 bytes on wire (592 h'i'ts'). Tirme Shift. on interface 0
Ethernet II, src: Dell_3f:a6:37 (f0:4d:a 27:7d (00:15:c5:F5:27:7d)

Internet Protocol Version 4, Src: 192.168  EditPacket it: 192.168.78.254 (192.168.78.254)
User Datagram Protocol, src Port: 50187 ( [ Packet Comment.. l

Domain Name System (query)

Manually Resohve Address

Apply as Filter 3
Prepare a Filter >

0000 00 15 c5 f5 27 7d T0 4d a2 3f a6 37 |  Conversation Fiter t e

0010 00 3c 1e 2e 00 00 BO 11 00 00 cO a8 | Colorize Conversation 251 S

0020 4e fe c4 Ob 00 35 00 28 1f 86 15 e sCTP [ .

0030 00 00 00 00 00 00 03 77 77 77 06 &7 ==l og1

0040 65 03 63 6f 6d 00 00 01 00 01 Follow TCP Stream
_el’z."-ﬁle: ;‘"C:\.tmp\Boot-:apture\S‘imp\e‘Capture".. [Packets: 1 fo::owEJPDLPrStraam ne: 0:00.385 ;P;oﬁia:‘l‘)‘ahuit
s = = | Follow S50 Stream

A Follow UDP Stream will appear. You will notice that the Stream Content contains
www.google.com and other nonsensical characters. Close this window and return to the
main Wireshark window. Notice now that only two packets appear. Click on the first
packet and look in the second pane. If you look in the flags section you will notice that
this is a recursive query. This tells us that the server will send on the request if it does
not have an answer.




Ml SimpieCopturepoapng Wireshark 1123 (v1.123-0-gbb3e3al from master-1.12]]

»
gl W W Y iy

Fle Et View Go Coptore Andlyze Stotisticc Telephony Tools Intemals Help
O dEy BEIXEB I XNePDT L

Filter: ‘ (ip-aldr eq 19216378.253 and ip.sd eq 192.168 78.254) and (udp.pert EI Expression.. Clear fpply Seve

No. Time Source Destination Protocol Length Info
0 74 standard query Ox15e6

305 10. 3089960 192.168.78. 254 192.168.78.253 DNS

faQab @#MmE B

A vww. goog le. com

< il

290 standard query response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

/[ Frame 304: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface O
Dst: DellInc f5:27:7d (00:15:c5:f5:27:7d)

@ Ethernet II, src: Del1_3f:a6:37 (f0:4d:a2:3f:a6:37),

@ Internet Protocol version 4, src: 192.168.78.253 (192.168.78.253), Dst: 192.168.78.254 (192.168.78.254)

* User Datagram Protocol, Src Port: 50187 (50187), Dst Port: 53 (53)
= Domain Name System (query)
[Response In: 305]
Transaction ID: 0x15e6
® Flags: 0x0100 standard query
questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
= Queries
= www. google. com: type A, class IN
Name: www.google. com
[Name Length: 14]
[Label count: 3]
Type: A (Host Address) (1)
class: IN (0x0001)

@ 7| Frame (frame), 74 bytes

‘ Packets: 10730 - Displayed: 2 (0.0%) - Load time: 0:00.146

| Profile: Default

Ml SimpleCapiurepcapng [Wireshark 1.12.3 (+1.12.3-0-gbb3e3a0 from master-1.12)]

Pl B W -

Ty —

s B

e B Ve o G A St Telephony Tooks —— Help
®

o Time Source Destination Pretocol Length Info
74 standard query Ox1566 A www. goog'lz com
290 Standard query response 25

304 10. 3086210 192.168.78.253 192.168.78.254 DNS

dimg | Baxg a7 EEacan aans @

Filter: (i (ipaddr eq 192.16878.253 and ip.adr eq 192.168.78.254) and (udp port -] Expression.. Clear /gy Save

< m

@ Frame 305: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface 0
@ Ethernet II, src: pellinc_f5:27:7d (00:15:c5:F5:27:7d), Dst: pell_3f:a6:37 (f0:4d:a2:3f:a6:37)

Internet Protocol Version 4, Src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253)

User Datagram Protocol, Src Port: 53 (53), Dst Port: 50187 (50187)
© Domain Name System (response)
[Request Tn: 304]
me: 0.000375000 seconds]
Transaction ID: Ox15e6
Flags: Ox8180 Standard query response, No error
qQuestions: 1
Answer RRs: 5
Authority RRs: 4
Additional RRs: 4
= Queries
£ wwav. google. com: type A, class IN
Name: www.google. com
[Name Length: 14]
[Label count: 3]
: A (Host Address) (1)
IN (0x0001)

© Answers
www. google. com: type A, class IN, addr 74.125.228.114
www. google. com: type A, class IN, addr 74.125.228.115
www. google. com: type A, class IN, addr 74.125.228.116
www. google. com: type A, class IN, addr 74.125.228.112

il

Packets: 10730 « Displayed: 2 (0.0%) : Load time: 0:00.146

Profile: Default

@ | Frame (frame), 200 bytes




A three-way handshake is used to initiate communication between two machines. When
a source machine wants to communicate with a destination machine it will start by
sending a SYN request. This tells the destination machine that a conversation is being
requested. If the destination machine accepts the request it will respond with a SYN,
ACK. When the initial machine receives this response it in turn responds with an ACK
response and the conversation begins. Lets close our current packet capture and open
another to observe this traffic. Go to File = Close to close the current capture. Then
choose File 2 Open and select the file named WebCapture.pcap.

T webCapture.pcap [Wireshark 1.8.7 (5¥N Rev 49382 from /trunk-1.8)] =1of x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

Badese DEXRE Ae»aTI| BB QA0 @dMEMx B

Filter: | j Expression...

Mo, |Time |Source |Destination |ProtocolJLength [Infa
1 0.00000000172,16.107.130 173.194.73. TCP 62 commlinx-awvl = http [SYN]

7.
172.16.107
172.16.107.

60 http » commlinx-av] [ACK] Seq=1 Ack=717 win
P/l.1 200 OK text,/html)

? 00 L1A.107.130 4. E GET /Ta n.ico HTTRA1.1
L11349100173.194, 73,99 172.16.107. 60 http > commlinx-av]l [ACK] Seqg=532 Ack=1227 W"|n=642<j

[ - i | i

Frame 1: 62 bytes on wire (456 hits), 62 bytes captured (496 bits) on interface O

% Ethernet II, Src: vimware_4c:78:T3 (00:0cC:29:4c:78:F3), Dst: vmware_f9:T7:86 (00:50:56:T9:F7:86)
+ Internet Protocol wersion 4, Src: 172.16.107.130 (172.16.107.130), Dst: 173.194.73.99 (173.194.73.99]
-l Transmission Control Protocol, src Port: commlinx-av] (11900, Dst Port: http (BO), Seq: 0, Len: O
Source port: commlinx-awl 11907
Destination port: http (800
[stream index: 0]
sequence number: 0 (relative sequence number)
Header length: 28 bytes
Flags: 0x002 (SYN)
window size walue: 64240
[Calculated window size: 64240]
Checksum: 0x8142 [validation disahled]
= options: (8 bytes), Maximum segment size, No-Operation (NOP), No-operation (MOPD), SACK permitted
F Maximum segment size: 14860 bytes
# No-Operation (NOP)
# Mo-operation (NOP)
# TCP Sack permitted option: True

5

)

@ ‘:ﬂ Frame (frame}, 62 bytes Packets: 20358 Displayed: 2038 Marked: 0 Dropped: 0 Profile: Default

This is a capture of a simple web search. The user has opened up the Google search
engine and ran a search for “cute puppy pictures”. The user then chose the Pinterest
webpage, selected and downloaded a picture.

Lets take a look at the packet capture in detail. In the first packet we see that the source
computer (172.16.107.130) sends a SYN request to the destination computer
(173.194.73.99). If you expand the Transmission Control Protocol setion of the second
pane you can see that the source port is 1190 and the destination port is 80 (indicating an
http request is coming). The Flags section shows that this is an initial SYN request. The
next packet displays the SYN,ACK response coming back from 173.194.73.99 port 80 to




172.16.107.130 port 1190. Packet 3 shows the final ACK response completing the
three-way handshake.

Packet 4 marks the beginning of the “cute puppy pictures” search. Packet 7 shows the
DNS lookup (query) for pinterest.com (the site where the puppy picture resides). The
DNS response is seen in packet 11. Packets 12-17 indicate two different three-way
handshakes for requests from pinterest.

Scroll down and click on packet 42. Right click and choose Follow TCP Stream. Notice
the two sets of headers followed by a bunch of confusing information. This confusing
information is the binary picture being downloaded. If you close the Follow TCP Stream
window you will notice a filter has been entered in the filter section (we will talk more
about filters later). What is important to know at this point is that this request has filtered
out all other packets and now we can follow just this network conversation.

Tl WebCapture.pcap [Wireshark 1.8.7 (5¥NRey 49382 from /trunk-1.8)] . =10 ﬂ
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

B o B e e ="=-§§?_§3§E'?;'|;u"=,‘?"%?fﬁ'-=v..'=Dl_? Qe Qf|WeEMmsE B

Filker: |tcp.stream (=) _J Expression... Clear v Dave

43 0,4570440072,21,91.15% 172.16.107.130 TCP 60 http » fiveacross [ACK] Seg=l aAck= 521 w"m=64240 Let

44 0.4742080072,21,91.19 172.16.107.130 TCP 1514 [TCP segment of a reassemblad POU]
45 0.4742200072.21.91.19 172.16.107.130 TCP 1514 [TcP segment of a reassembled pDul
46 0.4742220072.21.91.19 172.16.107.130 TCP 1514 [TcP segment of a reassembled poul
47 0.4742240072,21.91.1%9 172.16.107.130 TCP 1514 [TcP segment of a reassembled PoU]
48 0.4742260072,.21.91.19 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU]
49 0,4742290072,21,91.19 172.16.107.130 TCP 1514 [TCP segment of a reassemblad POU]
50 0.47423100 72.21.91.1% 172.16.107.130 TCP 1514 [TcP segment of a reassembled pDU]
51 0.47423600 72,21, 91 19 1?2.16.10?.130 TCP 1514 [TcP segment of a reassembled poul
2 § 30 CP segment of a reassembled PDU]
segment Df a reassembled poU]

LT i

Q. 4?594500 ?2 segment D‘F a reassemb'led FOU]
58 0.47595300 72, 21 91 1o segment of a reassembled PDU] =
59 0.4759550072,21.91.1%9 segment of a reassembled pouU]
60 0.47595700 72.21.91.1%9 segment of a reassembled pou]
0. 47595900 72 21 NG R a
047 e — TP
a
a
i FiEs .8 g 7] Win=6d424
a6 0, 4?631100 Pl U N e 172.16.107.130 segment of a r'eassemb'led PDU]
67 0.47659800 72,21.91.1%9 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU]
68 0.4760050072,21,91.19 1¥2.16.107.130 HTTP 1093 HTTD/l 1 200 OK (text/css)

F43 N SGRARGAN TR P o1 146 172 1A AN07 130 TR

% Frame 52: 1514 bytes on wire (12112 bits), 1514 hbytes captured (12112 hits) on jnterface 0
# Ethernet II, sr¢: vmware fo:f7:86 (00:50:56:F9:F7:86), Dst: vmware d4c:78:f3 (00:0c:29:4¢:78:F3)
= Internet Protoco] version 4, src: F2.21.81.19 (72.21.91.19), Dst: 172.16.107.130 (172.16.107.130)

0000 00 0c 20 4c 78 T3 00 50 56 9 f7 86 08 00 45 00 Ji M PN E.
0010 05 dc as 25 00 00 80 06 d7 3b 48 15 5h 13 ac 10 F s i e
0020 8b 82 00 50 04 a% &d 92 8Se 47 5 16 74 Be 50 18 [ I P e i
0030 fa f0O 20 d2 00 00 0L Ob ba 49 8 8a aa 77 94 4F
0040 59 <0 al 79 ca 6e 62 05 cC7 50 11 41 66 11 71 235

¥ nh
nnEn  £7 75 £7 62 dd oF ,3 kBT ke kD 0@ 2k a7 s @ oo "
(=] i File: "C: \Documants and Sattlngs\.\\dm\nlstrator'l, Packets: 2033 Displayed: 53 Marked: O Dropped: O Load bime: 0:00.062 | Profile: Default

L fLe LI_lL

LI WD
LPoaf.ogx

Lo

This section basically shows the downloading of the image. Notice all the lines which
contain “15114 [TCP segment of a reassembled PDU]”. This is portions of the image
being downloaded.



This concludes this exercise close the Capture file and procede to Exercise 2.

Exercise 2 - Gathering General Information and Statistics and More
Wireshark Analysis

Click on File — Open and select the CaseStudyl.pcap file located on your desktop.
You should now have a window displaying that is similar to below:

CaseStudyl(l).pcap [Wireshark 1.6.7 ]
| File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

= i 3 Dk xo8 Q 27y [@E caaf @¥Hu @

Filter: Expression...

| No. Time Source Destination Protocol ' Length | Info

3 0.983752 192.168.1.1 192.168.1.7 DNS 129 Standard query response CNAME us.col.cb3.glbdns.microsoft.c

61.012715 169.254.1.213 :255.255.255.255 Upp 181 Source port: 21302 Destination port: 21302

7:1.013691 169.254.1.47 169.254.1.255 ubp 60'Source port: intecom-ps1 Destination port: 5000

192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]

=463 Ack=29

65.55.84.56
65.55.84.56

11 1.182590
12:1.183190

fﬂ'FramE 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
|» Ethernet II, Src: IntelCor_5e:df:7c (00:23:15:5e:df:7c), Dst: IPvémcast_00:00:00:0c (33:33:00:00:00:0c)

|» Internet Protocol Version 6, Src: feBO::7cfa:%9e3f:3124:ed69 (feB0::7cfa:%9e3f:3124:ed69), Dst: ff02::c (ff02::c)
|® User Datagram Protocol, Src Port: 63057 (63057), Dst Port: ssdp (1900)

| Hypertext Transfer Protocol

|0000 33 33 00 00 00 Oc 00 23 15 Se df 7c 86 dd 60 00 bt R L e
|o010 00 00 00 Sa 11 01 fe 80 00 00 00 00 00 0D 7c fa  ........ ...... |
|0020 9e 3f 31 24 ed 69 ff 02 00 OO 00 00 0O 0D 00 00 e d i T B
|0030 00 00 00 00 D0 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... Q .1..gEM-

| @ File: Thomay! <633 Keinfo/CaseStud Packets: 266 Displayed: 266 Marked: O Load time: 0:00.111 Profile: Default

To determine what type of data has been captured in this file we can to go the Statistics
section and select

Protocol Hierarchy

8:1.062768 65.55.84.56 192.168.1.7 TCP 62 http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=146C




Statistics Telephony Tools

Interna

i) Summary
Protocol Hierarch:

| @ Conversation

[ @ Endpoints

1 Packet Length e

10 Graphs

T

Conversation List
Endpoint List
Service Response Time

ANCP...

BACnet
BOOTP-DHCP...
Collectd...

A

Notice the line

highlighted above.

Protocol
= Frame
= Ethernet
= Internet Protocol Version 6
(= User Datagram Protocol
Hypertext Transfer Protocol
= Internet Protocol Version 4
(=) User Datagram Protocol
Domain Name Service
Data
= Transmission Control Protocol
= Hypertext Transfer Protocol
Line-based text data
Compuserve GIF
JavaScript Object Notation
Secure Sockets Layer
Data

Address Resolution Protocol

% Packets

Display filter: none

Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s

266 JETCYTEN 141368 0113

26 1136 0113
| 150 % 4 0.59 % 832 0.001
| 150 % 4 059% 832 0.001
| 150 % 4] 059% 832 0001
20 oI 0112
B 015% 27 206% 2018 0.002
| RS u[ 185% 2617 0.002
| 113% 3[ 0% 301 0.000

21 1359420109
1767 % 47 [ 18.57 % 26258 0.021

I est% 12 a58% 6469 0005
| 263% 1 2% 3119 0.002
| 0.75 % 2] 038 % 538 0.000
| 263 % 7] 205% 2003 0.002
| 038% 1 107 % 1514 0.001
| 113% 3[ oar% 162 0.000

This shows that 17.67% of the traffic contained in this capture is Hypertext Transfer

protocol (http — web traffic). This may not seem like a lot but you must remember that

one web request will generate several packets of data.

Other interesting statistics can be gathered easily through selections made under the

Statistics section. We will examine a few briefly.

Close your current window and select the Statistics section again. This time choose
HTTP 2 Requests... Leave the filter blank and click on Create Stat

0 0 0.000
0 0 0.000
0 0 0.000
0 0 0.000
4 832 0.001
0 0 0.000
0 0 0.000
24 2617 0.002
3 301 0.000
177 106781 0.085
26 16132 0.013
12 6469 0.005
7§ 3119 0.002
2 538 0.000
7 2903 0.002
a 1514 0.001
3 162 0.000




¥ HTTP Requests by HTTP Host
[FFD2::C]:1900
WWW.MSN.Com

=

v

/sck.aspx?cv=_55%3dSID%3d7C73BAZDODBD452 EQS:
fajax/conditionalbanners.aspx

udc.msn.com

view.atdmt.com

b.scorecardresearch.com

amer.rel.msn.com

C.MsN.Com

www.bing.com

v

api.bing.com

v

rad.msn.com

Close

CaseStudyl(l).pcap [Wireshark 1.6.7 ]
File Edit WView Go Capture Analyze Statistics Telephony Tools Internals Help
P T -— s Summa =
B sl = 0 0 »x v F * HIE & @ a FF pEbhd M o &
- Protocol Hierarchy E 1 —
Filter: | {8 conversations f.. r Apply
No. Time Source B Endpoints Protocol Length  Info
Z Packet Lengths.. I : i
e 10 Graphs
3 0.983752 192.168.1.1 |DNS 129 Standard query response CNAME us.col.cb2.glbdns.
5:1 254.1.213 Endpoint List > |IPv 1514 Fra IF pre (pro DF 0x11, © 0, 1}
6.1 169.254.1.213 Service Response Time r [BPE : 181 Source port: 21302 Destination port: 21302
7.1.013691 169.254.1.47 T 1JDP ¥ 60 Source port: intecom-psi Destination port: 500C
8 1.062768 65.55.84.56 iR e 62 http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Ler
B Wl tce 5449635 > http [ACK] Seq=1 Ack=1 Win=64240 Len=0 |
T [FTTe 516 GET /zocid=ienp bTiPo |
11 1.182590 65.55_84.56 Colleck. .. |TcP 1514 [TCP segment of a reassembled PDUJ]
12:1.183190 65.55.84.56 Compare... TP 1514 [TCP segment of a reassembled PDUJ
s Ee——— || Flow Graph... = e
= = ] | Load Distribution... =
s s
Ll e S rtes ol e S TG0 IP Addresses. .. Packet Counter...
= Ethernet II, Src: IntelCor_Se:df: (22:32:00:00:00:0c)
5 IP Destinations... e
= Internet Protocol Version 6, Src: X d69), Dst: ff02::c (ff02::c)
IP Protocol Types..
= User Datagram Protocol, Src Port: Ip (1900)
= Hypertext Transfer Protocol AINC RIS Prog s |
Sametime =
UDP Multicast Streams
WLAN Traffic
0000 332 33 00 00 00 Oc 00 23 15 Se df 7c 86 dd 60 00
0010 00 00 00 9a 11 01 fe 80 0O 00 00 00 00 00 7c fa
0020 9e 3f 31 24 ed 69 ff 02 00 00 00 0D OO OO 0O OO
0030 00 00 00 0D 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d s
@ File: home/iviaicsB33/wireshark-info/CaseStud. . Packets: 266 Displayed: 2566 Marked: O Load time: 0:00.082 Profile: Default
HTTP/Requests -
Topic / Item |

(The above figure might be obsolete and what you see might be a little bit different)

This list now contains all the http requests made.




Wireshark includes a complex color-coding scheme. The default settings are as follows:

Name String

Spanning Tree Topology Change stp.type == 0x80

OSPF State Change ospf.msg!=1

ARP arp

ICMP icmp || icmpv6

TCP RST tcp.flags.reset eql

SCTP ABORT sctp.chunk_type eq ABORT

(Checksum Erors ________cdp.checksum_bad==1| edp.checksum_bad==1 | ip checksum.bad==L | cp.checksum.bad==1 |
SMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80

IPX ipx || spx

DCERPC dcerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 0x02 || tep.flags.fin ==

TCP tcp

ubp udp

Close this window and lets analyze the first http packet — click on line 10.

10



CaseStudyl(l).pcap [Wireshark 1.6.7 ]

1 0.000000

3:0.983752

6.1.012715
7 1.013691
8/1.062768

11'1.182E§n

12/1.183190

fe80::7cfa:9e3F:3124:(Fff02::

TO2Z2 . T68. 7.7

254.1.2

169.

13

169.254.1.47

65.55.84.56

65.55.84.56
65.55.84 .56

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Eldmeoa ol x 0o 8 Q4 =« 27 32 HE e aF @>¥Mw B
Filter: | v | Expression... APy

No. Time Source Destination Protocol Length | Info

208 M-SEARCH * HTTP/1.1

c SSDP

192.168.1.7 DNS 129 Standard query response CNAME us.col.cb3.glbdns.

n
W
L
|
o
|

pr =

255.255.255.255 upp 181 Source port: 271302 Destination port: 21302
169.254.1.255 upeP 60 Source port: intecom-ps1 Destination port: 500C
192.168.1.7 TCP Sz.http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Ler
[192.168.1.7 TCP 1514 [TCP segment of a reassembled PDUJ

192.168.1.7 TCP t of a

1514 [TCP bled PDUJ

» Frame 10:

v Ethernet II, Src:

(00:0c:29:db:f6:71),

516 bytes on wire (4128 bits),
Vmware_db: f6:71

516 bytes captured (4128 bits)

Dst: Actionte b9:eb:02 (00:18:01:b9:eb:02)

* Destination:

Actionte_b9:eb:02 (00:18:01:b%9:eb:02)

> Source: Vmware_db:f6:71

(00:0c:29:db:f6:71)

Type: IP (0x0800)

Src Port: 49635 (49635), Dst

http (80),

*» Transmission Control Protocol, Seq:
¥ Hypertext Transfer Protocol
= GET /?ocid=iehp HTTP/1.7\r\n
Accept: */*\rwn
Accept-Language: en-usirin
User-Agent: Mozillas4.0 (compatible;
Accept-Encoding: gzip, deflate\rin
Host: www.msn.com\rin
Connection: Keep-Alive\rin
cbc=cplus:ban:13322860,s5ubint:1:133277407;

MSIE 8.0; Windows NT 6.1; Tridents/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729;

Cookie: MC1=V=3&GUID=d61422960d1c4dd28785eebd1288aedb; mh=MS5FT; CC=US; CULTURE=EN-

Arin

[Full request URI: http://www.msn.com/?ocid=iehp]

0000 00 18 01 b9 eb 02 00 Dc 29 db f6 71 08 00 45 00  ........ )..q..E.
0010 01 f6 16 d5 40 00 80 06 00 00 cO a8 01 07 41 37 ... .@... ...... A7
0020 54 38 c1 e3 00 50 f8 9c 14 b8 aa 49 97 cd 50 18  T8. e
0030 fa fO 59 07 00 DO 47 45 54 20 2f 3f 6f 63 69 64 Y...GE T /?ocid
@ Fie: Thomediviaics63diwireshark-info/CaseStud...  Packets: 266 Displayed: 266 Marked: 0 Load time: 0:00.004 Profile: Default

Examine the information displayed in the middle pane of the windows. Wireshark does a
great job of showing all the details of the packet (including the lower levels and not just
the application layer). In this case, we get the most information from the application
layer. Here we can tell that the HTTP packet is a GET request for the /?ocid=iehp page
of www.msn.com. Wireshark even summarizes the full request below to be
http://www.msn.com/?ocid=iehp.
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Conversations

A network conversation is the traffic between two specific endpoints. Along with the
addresses, packet counters, and byte counters, this window also has the time in seconds
between the start of the capture and the start of the conversation (“Rel Start”), the
duration of the conversation in seconds, and the average bits (not bytes) per second in
each direction. Lets take a look. Click on the Statistics section and go to Conversation

IPv4 Conversations: CaseStudyl(1).pcap
IPv4 Conversations: 16

Address A Address B Packets Bytes Packets A-B Bytes A-B Packets A-B Bytes A«B Pel Start Duration bps A-B bps A+B

192.168.1.1 192.168.1.7 24 2617 12 1732 12 885 0.957053000 6.8083 2035.16 1039.90
169.254.1.213 :255.255.255.255 2 1695 2 1695 0 0:1.010498000 0.0022:6116373.48 NfA
169.254.1.47 :169.254.1.255 L 60 T 60: 0 0:1.013691000 0.0000 N/A N/A
192.168.1.7 207.46.140.46 6 1388 - 976 2 412:1.448913000 0.3999 19525.47 824231
65.55.253.27 192.168.1.7 9 2974 3 904 6 2 070 1.460531000 6.7915 1064.86 2438.34
192.168.1.7 207.46.193.178 8 1172 5 717 3 455 1.463244000 0.1165 49226.76 31238.74
67.148.147.113:192.168.1.7 9 1619 4 852 5 767:1.484162000 0.2664 25585.68 23033.12
64.4.21.39 192.168.1.7 6 1390 2 536 4 854 1.500961000 0.4409 9725.76 15495.89
192.168.1.7 -204.245.34.139 13 3 809 6 2098 . 1711 1.509582000 1.1311 14838.76 12101.58
65.55.5.232 192.168.1.7 28 12 380 12 8 562 16 3 818 1.963498000 0.8334 82192.08 36651.41
63.235.36.105 :192.168.1.7 9 1387 4. 664. 5 723:1.974914000 0.2965 17913.87 19505.61
157.56.51.123 :192.168.1.7 19 7 963 9 5910 10 2053:2.130004000: 0.3354 140969.79° 48969.71
75.98.29.8 192.168.1.7 37. 22100 21 19 791 16 2 309 2.566532000 0.4933 320986.75, 37449.27
169.254.1.69 169.254.1.255 1 60 1 60 4] 0-4.990550000 0.0000 N/A N/A
173.194.73.99 :192.168.1.7 32 28933 23 27 000: 9 1933 7.804066000 0.9241 233742.45 16734.23
| Help ‘ Copy | Close

list — IPv4. A window similar to that below should appear.

Each row in the list shows the statistical values for exactly one conversation.
Conversations can be further shown at each of the different levels. From the
conversation window, filters can also be applied.
window so that it is so that you can see both it and the top pane of the main Wireshark
window as is demonstrated below:
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CaseStudyl(l).pcap [Wireshark 1.6.7 ]

-525734 s,

82 1.537809 .46

-548112

88 1.579766 207.46.193.

192

192.168.1.

192.168.

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
—_ —_ -
Bla@oy 0hxod A« 07 HEH accal[ dmu @
Filter: | | v | Expression...
No. Time Source Destination Protocol Length Info
79:1.522328 67.148.147.113 192.168.1.7 TCP 60 http > 49639 [ACK] Seq=1 Ack=474 Win=15672 Len=0
80 1 67.148.147 -168.1.7 HTTP

192.168.1.7

363 HTTP/1.1 200 OK (GIFB9a)

66 http > 49636 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len:

33

60 http > 49638 [ACK] Seq=281 Ack=437 Win=64240 Len:

TCP

ik 176
89 1.592868 64.4.21.39 192.168.1.7 TCP 60 http > 49640 [SYN, ACK] Seq=0 Ack=1 Win=8180 Len:
IPv4 Conversations: 16
Address A Address B Packets Bytes Packets A—+B Bytes A—B Packets A—B Bytes A«B Rel Start Duration bps A—=B bps A<B
192.168.1.1 192.168.1.7 24 28617 12 1732 12 885.0.957053000 6.8083 2035.16 1039.90
65.55.84.56 192.168.1.7 55. 50827 35 47 894 20 2933 1.003867000 6.1139 62668.59 3837.79
169.254.1.213 1255.255.255.255 2 1695 7. 1695 0 0:1.010498000 0.0022 6116373.48 N/A
169.254.1.47 169.254.1.255 1 60 1 60 0 0:1.013691000 0.0000 N/A N/A
192.168.1.7 207.46.140.46 6 1388 4 976 2 412:1.448913000 0.3999 19525.47 8242.31
65.55.253.27 192.168.1.7 9 2974 3 204 ] 2070 1.460531000 6.7915 1064.86 2438.34
192.168.1.7 207.46.193.176 3 1172 - 717 3 455:1.463244000 0.1165 49226.76 31238.74
67.148.147.113.192.168.1.7 9 1619 4 852 5 767 1.484162000 0.2664 25585.68 23033.12
64.4.21.39 192.168.1.7 6 1390 Z 536 4 854.1.500961000 0.4409 9725.76 15495.89 |
192.168.1.7 204.245.34.139 13 3809 6 2098 ) 1711:1.509582000 1.1311 14838.76 12101.58 ‘
65.55.5.232 192.168.1.7 28: 12 380 12 8562 16 3818:1.963498000 0.8334 82192.08 36651.41 -
63.235.36.105 192.168.1.7 9 1387 4 664 5 723 1.974914000 0.2965 17913.87 19505.61
157.56.51.123 192.168.1.7 19 7963 9 5910 10 2 053 2.130004000 0.3354° 140969.79 48969.71
75.98.29.8 192.168.1.7 37 22100 21 19 791 16 2 309 2.566532000 0.4933: 320986.75 37449.27
169.254.1.69 169.254.1.255 1 60 1 60 0 0 4.990550000 0.0000 N/A NfA
173.194.73.99 192.168.1.7 32 28933 23 27 000 9 1933 7.804066000 0.9241 233742.45 16734.23
| Help | Copy | Close
L | e

Since we have created no filters all the network traffic appears. Choose the fifth line
down in the conversation window

Right-click on the line and choose Apply Filter then Selected then A <> B. Notice how
the contents of the first pane of the main Wireshark Window has changed. Now you are
viewing only the traffic which transpired between the source IP address of 192.168.1.7
and the destination address of 207.46.140.46
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BE@gos okxod a«- 07 FE cccal @Sy @

Filter: |Ep.addr==192.168_1.7 && ip.addr==207.46.140.46 v Expression... Clear
No. Time Source Destination Protecel Length Info
.20?.46.140.46 192.168.1.7 TCP 66 http > 49636 [SYN, ACK] Seg=0 Ack=1 Win=4380 Len=0

82 1.537809

95 1.630817 207.46.140.46 192.168.1.7 HTTP 346 HTTP/1.1 204 No Content

I1Pv4 Conversations: 16

iddress A Address B Packets  Bytes  Packets AsB  Bytes AB | Packets AcB Bytes A—B Rel Start Duration  bps A—=B bps AB

92.168.1.1 192.168.1.7 24 2617 12 1732 12 885:0.957053000 6.8083 2035.16 1039.90
5.55.84.56 192.168.1.7 55! 50 827 35 47 894 20 2933:1.003867000 6.1139 62668.59 3837.79
69.254.1.213 255.255.255.255 2 1695 2 1895 0 0 1.010498000 0.0022:6116373.48 N/A
69.254.1.47 169.254.1.255 1 60 1 60 0 0 1.013691000 0.0000 N/A N/A
5.55.253.27 :192.168.1.7 9. 2974 3 904 6 2070 1.460531000 6.7915 1064.86 2438.34
92.168.1.7 207.46.193.176 8 1172 5 717 £ 455 1.463244000 0.1165 49226.76 31238.74
7.148.147.113:192.168.1.7 9: 1619 4 852 {7 767:1.484162000 0.2664 25585.68. 23033.12
4.421.39 192.168.1.7 6 1390 2 536 4 854 1.500961000 0.4409 9725.76  15495.89
92.168.1.7 204.245.34.139 13 3809 6 2098 7 1711:1.509582000 11311 14838.76 12101.58
5.55.5.232 192.168.1.7 28 12 380 12 8 562 16 3818 1.963498000 0.8334 82192.08 36651.41
3.235.36.105 -192.168.1.7 9: 1387 4 664 5 723 1974914000 0.2965 17913.87 19505.61
57.56.51.123 .192.168.1.7 19: 7963 9 5910 10 2 053.2.130004000 0.3354 140969.79 48969.71
5.98.29.8 192.168.1.7 37: 22100 21 19 791 16 2 309:2.566532000 0.4933° 320986.75° 37449.27
69.254.1.69 169.254.1.255 1 60 1 60 0 0°4.990550000 0.0000 N/A NJA
73.194.73.99 -192.168.1.7 32: 28933 23 27 000 9 1933 7.804066000 0.9241 233742.45 16734.23

Help || Copy | Close |

Notice that the Filter section above the first pane has been filled in. Close the
Conversatio
n window
Filter: |ip.addr==192.168.1.7 && ip.addr==207.46.140.46 and lets

examine

this further. The Filter that we applied was:

This was one easy way to filter out all traffic except that between IP address 192.168.1.7
and IP address 207.46.140.46.

Filters are a good way to decipher through all the packets and zone in on specific
information. Let's examine a few simple filters that we can make through the use of the
Expression... builder. Press the Clear button located to the Filter and then press the
Expression... key.
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Filter: | v | Expression...

It may take a few seconds but a Filter Expression window should appear

Wireshark: Filter Expression - Profile: Default - +

Field name Relation

» 104apci - IEC 60870-5-104-Apci == Prodehned
= 104asdu - IEC 60870-5-104-Asdu =
» 2dparityfec - Pro-MPEG Code of Practice #3 n -

* 3COMXNS - 3Com XNS Encapsulation <

» 3GPP2 All - 3GPP2Z A1l »=

* BLoWPAN - IPv6 over IEEE 802.15.4 <=

* 802.11 MGT - IEEE 802.11 wireless LAN man contains

» 802.11 Radiotap - IEEE 802.11 Radiotap Cap matches

* 802.3 Slow protocols - Slow Protocols b

» 9P - Plan 9 9P
AALL - ATM AAL1
AAL3/4 - ATM AAL3/4 Ha

| Cancel || 0K

Here you can build your own filters. Scroll down to Http in the Field Name section and
expand the options. Notice that there are many different sub-filters that you can use to
fine tune your search. Lets narrow our search to all the Get requests. Click on the sub-
filter labeled http.request.method. In the Relation section choose the = = “equal” sign.
Notice that the Value section becomes active. Type in GET (be sure to use all CAPITAL
Letters) and click OK
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Wireshark: Filter Expression - Profile: Default - + x

Field name Relation Value {character string)
* HP_ERM - HP encapsulated remote mirroring is present | Get|

» HPEXT - HP Extended Local-Link Control
» HPSW - HP Switch Protocol

* HPTEAM - HP NIC Teaming Heartbeat =

» HSRP - Cisco Hot Standby Router Protocol = "

¥ HTTP - Hypertext Transfer Protocol = e
http.notification - Notification (TRUE if HTTE S
http.response - Response (TRUE if HTTP res) contains
http.request - Request (TRUE if HTTP regue matches

http.authbasic - Credentials

http.request.uri - Request URI (HTTP Reque
http.request.version - Request Version (HTT Range (offset:length)

httm rmmriemet Fall eri Eull mamismet 1101 s | |

| Cancel || OK

Notice that the filter has been filled in:

Filter: |http.request.methud =="GET" | w | Expression... Clear

Click on Apply and notice the packets that have been selected. This is a list of all the Get
requests that have been made in the captured session.

This ends the first exercise. Click Clear on the Filter line to exist the filter. Then go to
the File tab and select Close to close the CaseStudyl.pcap file.

Exercise 2 — More Traffic searches and Filters

Go to the File — Open tab and open the file located on your desktop named
CaseStudy2.pcap

In this packet capture you will immediately notice that there is a lot more traffic. Lets
start by looking at the Protocol Hierarchy statistics to see if we can gather some
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information about what events have taken place. If you remember from the previous
exercise this can be done by selecting Statistics — Protocol Hierarchy

If you enlarge the window you will notice that 94.4% of the Packet traffic took involves
the File Transfer Protocol (FTP)

Wireshark: Protocol Hierarchy Statistics - 4
Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes |
Address Resolution Protocol 0.01 % 19 0.00 % 1014 0.000 19 1014
¥ Internet Protecol Version 4 | | 204892 | 121958124 0.788 0 0
¥ User Datagram Protocol 0.17 % 342 033 % 72921 0.003 0 0
Domain Name Service 0.15 % 315 0.30% 66585 0.002 315 66585

¥ NetBIOS Datagram Service 0.00 % 9 0.01% 2076 0.000 v] 1]
¥ SMB (Server Message Block Protocol) 0.00 % 9. 0.01% 2076 0.000 0 0

¥ SMB MailSlot Protocol 0.00 % 9 0.01% 2076 0.000 0 0
Microsoft Windows Browser Protocol 0.00 % 9, 0.01% 2076 0.000 9 2076

Data 0.00 % 410,01 % 1964 0.000 4 1964
Hypertext Transfer Protocol 0.01 % 12 0.01% 2100 0.000 12 2100
NetBIOS Name Service 0.00 % 2| 0.00 % 196 0.000 2 196

¥ Transmission Control Protocol | | 204550 | | 21885203 0.785 9479 3965158
¥ Hypertext Transfer Protocol 0.75% | 1543[516% | 1134152 0.041 882 648406
Line-based text data 0.12 % 243 0.87 % 191494 0.007 243 191494
Compuserve GIF 0.09 % 177 0.51 % 112399 0.004 177 112399
|PEG File Interchange Format 0.06 % 132 0.46% 101710 0.004 132 101710
Portable Network Graphics 0.02 % 46 0.16 % 36023 0.001 46 36023
Media Type 0.01 % 14 0.05% 11786 0.000 14 11786

¥ |avaScript Object Notation 0.02 % 36| 0.09 % 20632 0.001 3 598
Line-based text data 0.02 % 33 0.09% 20034 0.001 33 20034

Text item 0.00 % 1/0.01% 1304 0.000 h L 1304
Online Certificate Status Protocol 0.01% 11 0.04% 9402 0.000 11 2402
extensible Markup Language 0.00 % 1 0.00% 996 0.000 1 996

Secure Sockets Layer 0.03 % 61 0.12% 26352 0.001 61 26352: |

File Transfer Protocol (FTP) 193445 |-_i% 16755478 0.601 193445 16755478

¥ NetBIOS Session Service 0.01 % 18 0.01% 2822 0.000 2 186
v {Saruar call B 0% 16007 0L 2636 0000 12 1886
|  Help | Close

This amount of FTP traffic in one network traffic seems very suspicious and warrants
closer examination. To do this we need to apply a filter. This can be simply done by
typing the word ftp in the Filter Section of the main Window and clicking apply

Filter: ftp | | ¥ | Expression... Clear Apply

This traffic appears even more suspicious since at first glance it appears that there are
multiple repeated packets. This does not resemble the expected traffic of a legitimate
FTP request. Lets examine some of the packets in more detail. Click on one of the first
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packets in the Window and fully expand the File Transfer Protocol (FTP) section in the
second pane

CaseStudy2(1).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B@Ego ) ohxod Aa«+»073 FE eaaal @¥Ey @
Filter: :ﬁp v Expression... Clear
No. Time Source Destination Protocol ' Length | Info

|» Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)

|» Ethernet II, Src: Vmware_ff:71:d1 (00:0c:29:ff:71:d1)
| » [EnEernE ol Version 4, Src 8.1.105), |
|® Transmission Contrel Protocel, Src Port: ftp (21), Dst Port: 48E§2 (48562), Seq:
|¥ File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\r\n
Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

|ooo0 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZI... ).Q...E.
|oo10 00 4F 11 60 40 00 80 06 00 00 cO a8 01 69 €0 a8  .0.°@... .....i..
|0020 01 68 00 15 bd b2 e0 92 eb ed 3b ac 23 cb 80 18 .h...... ..;.%...
{0030 01 04 84 63 00 0D 01 01 08 0a 00 04 cb @6 00 Ob  ...C..en wuuunnn.
:érﬁilz "l"hurr‘;l'\iui;fcsﬁi;_w'wi’m’sh;rik-inrfa-‘r,ars;Elu:lr7 75&(#(’2[5 ;aﬁgiﬁ Di;u’\a;s'd {D}ﬂdﬁ Marrgzzliﬂ Lnsd time:0:03.110 Profile: Default

From this we gather that it appears that FTP is ready for a new user. This seems to
suggest multiple sessions attempting to be opened and that they are all being attempted
on same IP address. Click on the next several packets and take note of the Destination
Port. This is pointed to by the the pointer in the above display and appears in the
following line

= Transmission Control Protocol, Src Port: ftp (21), Dst Port: 48562 (48562),

Click on the next Packet in the first frame and notice that the Destination port has
increased from 48562 to 48563. Click on the next several packets and again take note of
the destination port's incremental changes. This raises another red flag and warrants
further investigation. Let's fine tune our filter and see what we can find out. We will
filter out all the traffic attempted at one of the destination ports listed. To display a
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specific destination port we need to use the tcp.dstport filter. Type in the following in the
Filter section and select Apply

Filter: |ftp && tcp[dstpurt == 48562 | v Expression... Clear Apply

CaseStudy2(l).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B@eoy bkxod A« 07 el g@EH: @
Filter: 'ﬁp && tcp.dstport == 48562 v | Expression... Clear
No. Time Source Destination Protocel | Length | Info

* Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)

’Transmission Contrel Protocol, Src Port: ftp (21), Dst Port: 48562 (48562), Seq: 1, Ack: 1, Len: 27
v File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\rin

Response code: Service ready for new user (220)

Response arg: Microsoft FTP Service

With this filter it seems that someone is trying to login a multitude of time. We are,
however, only getting one side of the conversation. This is because with the tcp.dstport
setting we are only seeing the return response and not the original request. We can
modify our filter to include both sides of the conversation by adding a filter for the source
port as follows:

Filter: |ftp && tcp.dstport == 48562 || tcp.srcport == 48562 ¥ | Expression... Clear

Note the added output:
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEee s oahxod Qe 0753 FE eacacaf gdme @

Filter; | ftp && tcp.dstport —— 48562 || tcp.srcport —— 48562 v Expression... Clear
No. Time Source Destination Protocol Length Info
192.168.1.104 192.168.1.105 FTP 77 Request: USER John

3515 52.7546597

3556 52.757133 192.168.1.104 192.168.1.105 FTP 77 Request: PASS 10th
3640 52,779121 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3682 52.791395 192.168.1.104 192.168.1.105 ETP 77 Request: PASS 1ht9

3727 52,7972 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3779 52.802861 192.168.1.104 192.168.1.105 FTP 81 Request: PASS abalonel

» Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)
> Ethernet II, Src: Vmware ff:71:d1 (00:0c:29:ff:71:d1), Dst: Vmware 5a:49:c4 (00:0c:29:5a:49:c4)

£ (192.168.1.104)

i
Seq: 1, Ack: 1, Len: 27

S UEVERT SR R LA LT R PR S
* Transmission Control Protecol, Src Port: ftp (21), Dst Port: 485
v File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\r\n
Response code: Service ready for new user (220)

st
562),

Response arg: Microsoft FTP Service

With this information we can finally see what is happening. It appears that this is a
password attack against and ftp server. The only thing we do not know at this point is
whether the password cracking attack was successful. We can determine this by adding
one more filter. When a user successfully logs in the response “User Logged In” is sent.
Now we will filter for this response by typing in the filter displayed below (Be sure to
type the filter exactly as it appears below — including the period after the word in)

Filter: 'ftp &6 ftp.response.arg=="User logged in." ¥ | Expression... Clear

This filter returns two packets
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CaseStudy2(l).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Toels Internals Help

BlEeo okxod A« 07 E acaal @HE

Filter: |ftp && ftp.response.arg=="User logged in." | vl Expression... Clear

Nao. Time Source Destination Protocol Length  Info

i» Ethernet IT, Src:.\fﬁmare_ff:?1:d1 (I][l:l]c:.z-g:ff.:?ﬁ:d‘l)_“Dst: Vnmare_ﬁa:d-é:cd- (00:0c:29:5a:49:c4)
¥ Transmission Control Protocol, Src Port: ftp (21), Dst Port: 48588 (48588), Seq: 79637, Ack: 33657, Len: 21
Source port: ftp (21)

Destination port: 48588 (48588)

[Stream index: 1188]

Sequence number: 79637 (relative sequence number)
[Next seguence number: 79658 (relative sequence number)]
Acknowledgement number: 33657 (relative ack number)

Header length: 32 bytes
= Flags: 0x018 (PSH, ACK)
Window size wvalue: 259
[Calculated window size: 66304]
[Window size scaling factor: 256]
= Checksum: 0x845d [validation disabled]
= Options: (12 bytes)
= [SEQ/ACK analysis]
¥ File Transfer Protocol (FTP)
¥ 230 User logged in.\r\n
Response code: User logged in, proceed (230)
Response arg: User logged in.

Examining the detail found in the second pane shows that a successful login was made
from IP address 192.168.1.105 to 192.168.1.104 via FTP on Dst Port 48588 and again on
Dst Port 46596. To determine what login and password were used we can follow the
TCP stream. This can be done by selecting one of the packets. Then go up to the
Analyze label and click on Follow TCP Stream
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CaseStudy2(1).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

ﬁ.@,[, 7 [a] (¥ pisplay Filters... P @ @ @ E ﬁ @ w B

Display Filter Macros..
Filter: [ftp && ftp.response.arg==" L. [Clear Apply

No. Time Source =5 Protocol Length | Info

|
I
I¥] Enabled Protocols. Shift+Ctri+E

P rrame us/s4: s/ pytes on 2E Decode As.. 396 DITS)
> Ethernet IT, Src: Vaware_ 38 User Specified Decodes. vare_5a:49:c4 (00:0c:29:53:49:c4)
5|
v Transmission Control Proty b 5596 (46596), Seq: 61, Ack: 31, Len: 21
Source port: ftp (21) t
Destination port: 46596 LS
[Stream index: 1499] ¥ Expert Info Compasite
Sequence number: 61 ¢ Conversation Filter
[Next sequence number: 82 (relative sequence number)]
Acknowledgement number: 31 (relative ack number)

Header length: 32 bytes
» Flags: 0x018 (PSH, ACK)
window size value: 260
[Calculated window size: 66560]
[Window size scaling factor: 256]
¥ Checksum: 0x845d [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
v Options: (12 bytes)
No-Operation (NOP)
No-Operation (NOP)
> Timestamps: TSval 324487, TSecr 774928
¥ [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 2037531
[The RTT to ACK the segment was: 0.000757000 seconds]
[Bytes in flight: 21]
v File Transfer Protocol (FTP)
¥ 230 User logged in.\r\n
Response code: User logged in, proceed (230)
Response arg: User logged in.
0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZI... ).g...E.
0010 00 49 23 69 40 00 B0 06 00 00 cO a8 01 69 cO a8 .
0020 01 68 00 15 b6 04 87 50 b2 d4 93 ¢5 35 c8 80 18
0030 01 04 84 5d 00 00 01 01 08 Oa 00 04 f3 87 00 Ob

@ Fic: “homenivia/cso33wireshark info/Casostud. | Rackets: 204014 Displayed: 2 Marked: 0

Profile: Default

A Follow TCP Stream window will appear. Scroll down to the last entries and you will
see that after multiple unsuccessful attempts the User John logged in successfully using
the password Passwordl1234. John had a very weak password and his account was
compromised via the use of a dictionary attack. Beyond this, we could look into the
commands issued once the connection was established to determine what the attacker did
once he obtained access to FTP.

One question might also be brought up. How did the attacker know FTP was enabled?
This might suggest a port scan was performed. To check this, we need to perform a filter
on some TCP flags. TCP packets have eight flags. They are FIN, SYN, RST, PSH, ACK,
URG, ECE and CWR. These flags have decimal numbers assigned to them as follows:

FIN=1
SYN=2
RST =4
PSH=28
ACK =16
URG =32
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ECE = 64
CWR =129

To check if a SYN/ACK flag is set we add 2 (the SYN value) to 16 (the ACK value) and
the result would be 18. A common port scan is a SYN scan, We will first check for that
using the following filter:

The resulting output indicates that a SYN scan was indeed executed:

CaseStudy2(1).pcap [Wireshark 1.6.7 ] e

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals felp
BEeo oahxod A« 07 IR acal gME L

Fﬂten-:hcp;ﬂags:-=2 v | Exp Clear Apply
| Protocol Length | Info

=

i
g

0. Time ‘Source

=

$32.16.138504  192.168.1.104 1192.768.1.105 TCP 60 58368 > http [SYN] Seq=0 Win=1024 Len=0 M55=1460

This tells us that the attacker knows the ports that were open and that an FTP server was
running. Let's examine a few of these lines to see what ports are open. Since we are
already aware that the FTP port is open lets scroll down and select line No 33 (see first
column in the first pane). Now go to the Analyze tab as select Follow TCP Stream.
Although nothing appears in the TCP Stream window if we close it we see three packets
are displayed.




File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bl@eo ohxod A« 07 §E accef@ @¥Hy @
Filter: 't(p.streameqlB [ w| Expression... Clear
No. Time Source Destination Protocol ' Length | Info

46 16.13910> 192.168.1.104 192.168.1.105 C 60 58368 > ftp [RST] Seg=1 Win=0 Len=0

* Frame 33: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: Vmware 5a:49:c4 (00:0c:29:5a:49:c4), Dst: Vmware ff:71:d1 (00:0c:29:ff:71:d1)
» Internet Protocol Version 4, Src: 192.168.1.104 (192.168.1.104), Dst: 192.168.1.105 (192.168.1.105)
v Transmission Control Protocol, Src Port: 58368 (58368), Dst Port: ftp (21), Seg: 0, Len: O
Source port: 58368 (58368)
Destination port: ftp (21)
[Stream index: 13]
Sequence number: 0 (relative seguence number)
Header length: 24 bytes
» Flags: 0x002 (SYN)
Window size value: 1024
[Calculated window size: 1024]
v Checksum: 0x1a6d [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
v Options: (4 bytes)
Maximum segment size: 1460 bytes

The first line is Packet Number 33 and is the original SYN resquest. The second line
(Packet 41) is the SYN, ACK response. This tells the requester that the port is in fact
open. Looking in the second pane we see the Transmission Control Protocol line which
confirms that the Dst Port is port 21 (FTP).

v Transmission Control Protocol, Src Port: 58368 (58368), Dst Port: ftp (21), Seq: 0, Len: 0

Clear the filter and lets try another protocol. Start again by typing tcp.flags == 2 in the
filter to filter out all SYN requests. This time select packet number 32 for http, and go to
Analyze — Follow TCP Stream. Here we see that only two packets appear. The original
SYN request and then a RST, ACK response. No SYN, ACK is displayed so can
determine that this port is not open and no http server is running (or at least not on port
80).

This concludes the Network Analysis exercise. Please close out of the Wireshark
application and shutdown your Network Analysis Virtual Machine.
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