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What is this about?

* Prerequisite: network packet & packet
analyzer: (header, data)

— Enveloped letters inside another envelope

e Exercises

OBasic network traffic analysis
e SimpleCapture.pcap, WebCapture.pcap

A Gather information and statistics
e CaseStudyl.pcap, CaseStudy2.pcap

e Traffic searches: protocol hierarchy, HTTP requests,
conversations, filters; attack analysis



Step ©

Go to your VM

Select the “Network Sniffing Exercise”
snapshot

Log in as administrator

Password: password
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If you do not see

these, you are in a
wrong snapshot
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This example shows
the basics of
network traffic
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One row,

—
M SimpleCapture.pcapng  Wireshark 1123 (v1.123-0-gbb3e9aD from master-1.12)] [E=EER

one packet

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help
©® AesaTe EEFaaan @#®Bx% B

Filter: IZIExpression... Clear Apply Save

Mo, Time Source Destination Protocol Length Info -
1 0.00000000192.168.78.254 192.168.78.253 TPKT 135 Continuation =
2 0.12978800192.168.78.253 192.168.78.254 TPKT 5298 Continuation
3 0.13128700192.168.78.254 192.168.78.253 TPKT 142 continuation
4 0.13137000192.168.78.254 192.168.78.253 TCP 66 551123389 [ACK] Seq=146 Ack=4069 Win=65427 Len=0 TSval=1138360336 TSecr=167390902
50.13141800192.168.78. 254 192.168.78.253 TCP 66 551123389 [ACK] Seq=146 Ack=5233 Win=65281 Len=0 TSval=1138360336 TSecr=167390902
6 0.14187600192.168.78.253 192.168.78.25%4 TPKT 3455 Continuation
7 0.14331700192.168.78.254 192.168.78.253 TCP 66 551123389 [ACK] Seq=146 Ack=7945 Win=65257 Len=0 TSval=1138360348 TSecr=167390903
8 0.14338600192.168.78.254 192.168.78.253 TCP 66 551123389 [ACK] Seq=146 Ack=8622 Win=65172 Len=0 TSval=1138360348 TSecr=167390903
i 9 0.23380300192.168.78.254 192.168.78.253 TPKT 142 Ccontinuation
B 10 0.24347600192.168.78.253 192.168.78.25%4 TPKT 125 Continuation
11 0.24458000192.168.78.254 192.168.78.253 TCP 66 551123389 [ACK] Seq=222 Ack=B6Bl Win=63535 Len=0 TSval=1138360447 TSecr=167390913
W 12 0.38473600192.168.78.254 192.168.78.253 TPKT 135 Continuation
f 13 0.57743900192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK] Seq=8681 Ack=291 win=258 Len=0 TSval=167390947 TSecr=1138360585
Il 14 0.57847700192.168.78.254 192.168.78.253 TPKT 142 continuation
15 0.77842600192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK] Seq=8681 Ack=367 wWin=258 Len=0 TSval=167390967 TSecr=1138360777
W 16 0.77931300192.168.78.254 192.168.78.253 TPKT 142 continuation
17 0.90972900192.168.78.253 192.168.78.254 TPKT 3578 continuation
18 0.91111400192.168.78.254 192.168.78.253 TPKT 128 continuation )/I 2
4 | mn 2
Frame 1: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0 'd h
I Ethernet II, src: Dellinc_f5:27:7d (00:15:c5:f5:27:7d), Dst: Dell_3f:a6:37 (f0:4d:a2:3f:a6:37) InSI e t e Cu rrent

Internet Protocol version 4, Src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253) . .
Transmission Control Protocol, Src Port: 55112 (55112), Dst Port: 3389 (3389), sSeq: 1, Ack: 1, Len: 69 f k
G D £ (i.e. first) packet

HEHEEB

'l0000 fO 4d a2 3f a6 37 00 15 <5 f5 27 7d 08 00 45 00
(| 0010 00 79 46 1a 40 00 3f 06 d6 18 c0 a8 4e fe c0 a8
0020 4e fd d7 48 0d 3d 99 8 22 Oc 6e 19 89 f3 B0 18
0030 ff ff a5 el 00 00 01 01 08 Oa 43 d9 ff 8e 09 fa
0040 2e a0 17 03 01 00 40 46 16 80 2c 01 bf ae 4e 4b
NNECN hlh hC NC _~1 20 7& ~0 £~ C7 ~C 77 &N 1+ 0O~ 04 _CD

@ @'| File: "C\tmp\Boot-capture\SimpleCapture.... | Packets: 10730 . Displayed: 10730 (100.0%) . Load time: 0:00.131 | Profile: Default
b

The data of the current (i.e. first) packet




EHMIVERREIT Y.

r B
‘ SimpleCapture.pcapng  [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12]] i A l —|ulEl g
Eile Edit Wiew Go Capture Analyze 5Statistics Telephonz Tools Internals Help
@ ® g B2 Ae»pTL(EEaaal #B®Wx O
Filter: Expression... Clear Apply Save
Ma. Time Source Destinaticn Protocol  Length Info -
ZBE Y. DAZ3LIU0 LYZ. 108, /8. 258 192, 1oB. /8. 233 1PKI 13> LonTinuacion =4
289 9, 84078700192.168.78. 253 192.168.78.25%4 TCP 66 3389-55112 [ACK] S5eq=258702 Ack=2678 wWin=255 Len=0 TSval=16:
290 9. 84167600 192.168.78. 254 192.168.78.253 TPKT 135 Continuation
291 9.84228500192.168.78. 253 192.168.78. 25§
292 9.84324700192.168.78. 254 192.168.78.25 . in=65535 Len=0 Tsval=
i 294 9, 87551600192.168.78. 254 192.168.78.25 CI ICk On paCket 304
295 10.0707870192.168.78. 253 192.168.78.25 in=254 Len=0 Tsval=l6;
296 10.1020990192.168.78. 254 192.168.78.253 TP} o7 Continuation
297 10.1118610192.168.78. 253 192.168.78.254 125 continuation
I 298 10.1128190192.168.78. 254 192.168.78.253 66 551123389 [ACK] Seq=2864 Ack=258794 win=65535 Len=0 Tswval=
M 299 10.1218180192.168.78. 253 192.168.78. 119 Continuation
/ 300 10.1228750192.168.78. 254 192.168. 0 TCP 66 55112-+3389 [ACK] Seq=2864 Ack=258B47 Win=65535 Len=0 TSval=
[l 301 10.2319140192.168.78. 253 192.1p”7 - TPET 597 Continuation
302 10.2331550192.168.78. 254 19 o 8. 253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=259378 win=65530 Len=0 Tswval=
303 10.3018040192.168.78. 254 ~7.168.78.253 TPKT 100 Continuation
. 3086210 192. .78, . .78, standard guery Ox15e6 A www.google.com
305 10. 3089960 192.168.78. 254 192.168.78.253 DNS 280 standard query response Oxl5e6 A 74.125.228.114 A 74.125.2] ~
4 0 = . . 3
Frame 304: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on ]
Ethernet II, Src: Dell_3f:a6:37 (f0:4d:a2:3f:a6:37), Dst: DellInc_f5:27:7d 5:27:7d)
Internet Protocol Version 4, src: 192.168.78.253 (192.168.78.253), Dst . R !
User Datagram Protocol, Src Port: 50187 (50187), Dst Port: 53 (53) R ht | k
Domain Name System (guery) Ig C IC
0000 00 15 c5 f5 27 7d f0 4d a2 3f ae 37 08 00 45 00 R 0 I = l
0010 00 3c 1e 2Ze 00 00 80 11 00 00 cO a8 4e fd c0O a8 e e ceaaNLL
0020 4e fe c4 0Ob 00 35 00 28 1f 86 15 e6 01 00 00 01 Newoo 5.0 oot
0030 00 00 00 00 00 00 03 77 77 77 06 &7 6f 6F 67 6c  ....... w ww. googl
0040 65 03 63 6f 6d 00 00 01 00 01 e.com... ..

@ M File: "Chtmp\Boot-capture\SimpleCapture.... | Packets: 10730 . Displayed: 10730 (100.0%) . Load time: 0:00.385 Profile: Default
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-
‘ SimpleCapture.pcapng  [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12]]

b

)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e @

Filter:

MNo.
UG

289
290
291
252

294
295
296
287
298
259
300
301
302
303

Time

-]
9
9.
9
9

9.

10
10
10
10
10
10
10
10
10

87551600 192.
.O707BF 192,
.1020890192.
1118610 192.
.1128190192.
.1218180192.
1228750 192.
.2319140192.
. 2331550 192.
. 3018040 192.

Source
e L WA VR

. 84078700192,
84167600 192.
. B84228500192.
. 84324700192,

lod. f8.
168.78.
168.78.
168.78.
168.78.

168.78.
168.78.
168.78.
168.78.
168.78.
168.78.
168.78.
168.78.
168.78.
168.78.

£34
253
254
253
254

254
253
254
253
254
253
254
253
254
254

304 10.3086210192.168.78.253
305 10. 3089960 192.168.78. 254

Frame 304: 74 bytes on wire (592 bits), 7
Ethernet II, Src: Dell_3f:a6:37 (f0:4d:a2
Internet Protocol version 4, Src: 192.168
User Datagram Protocol, Src Port: 50187 (
Domain Name System (query)

0000
0010
0020
0030
0040

Expression...
Destination Protocol  Length
192, 108. /8. £33 1FKI
192.168.78.254 TCP
192.168.78.253 TPKT
192.168.78.254 TPKT
192.168.78.253 TCP
192.168.78.253 TPKT
192.168.78.254 TCP
192.168.78.253 TPKT
192.168.78.254 TPKT
192.168.78.253 TCP
192.168.78.254 TPKT
192.168.78.253 TCP
192.168.78.254 TPKT
192.168.78.253 TCP
192.168.78.253 TPKT
192.16
102 16 Mark Packet (toggle)
Ignore Packet (toggle)
[T
(X Set Time Reference (toggle)
& Time Shift...

00 15 5 5 27 7d 0 4d
00 3c le 2e 00 00 BO 11
4e fe c4 Ob 00 35 00 28
00 00 00 00 Q0 00 03 77
65 03 63 &f 6d 00 Q0 01

a2 3f a6 37
00 00 cO a8
1f 86 15 eb
77 77 06 &7
00 01

Edit Packet

7 Packet Comment...

Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversaticn Filter
Colorize Conversation
SCTP

Eollow TCP Strearm

@ @ File: "C\tmph Boot-capture\SimpleCapture....

Packets: 1

Follow 55L Stream

* w w v

®i B2 Qe TLIEFE aaan @®Bm% 8

Clear Apply Save

Info
CLONTINUATION

3389-55112 [ACK]
Continuation
Continuation
55112-3389 [ACK]

133
66
135
99
66

Continuation
3389-55112 [ACK]
Continuation
Continuation
551123389 [ACK]
Continuation
55112-+3389 [AcCK]
597 Continuation
66 55112-+3389 [ack]
100 continuation

142
66
107
125
66
119
66

5eq=258702 Ack=2678

Seq=2747 Ack=258735

Seq=258735 Ack=2E823

Seq=2864 Ack=258794
Seq=2864 Ack=258847

Seq=2864 Ack=259378

~

Win=255 Len=0 Tsval=16,
Win=65535 Len=0 Tsval=
Win=254 Len=0 TSval=16:

Win=65535 Len=0 Tsval=
Win=65535 Len=0 Tsval=

Win=65530 Len=0 Tsval=

74 standard query 0Ox15e6 A www.google.com

—

on interface 0

27:7d (00:15:c5:F5:27:7d)
t: 192.168.78.254 (192.168.78.254)

290 standard query response 0x15e6 A 74.125.228.114 A 74.125.2. +

2

ne: 0:00.385

| Profile: Default
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M SimpleCapture.pcapng [Wireshark 1.12.3 (v1.12.3-0-gbb329a0 from master-1.12)] | = |G x |
File Edit View Go Capture Analyze Statistics Telephunz Tools Internals Help
® ® BERXS Aes»dTELIEE @l #$BE® % B
Filter: | (ip.addr eq 192] M Follow UDP Stream - _— - . EEIRES _I’l
Mo. Time
304 10. 30862] | [ tream Content . com
205 10. 308991 | [+ v v renrea.n WwWW. google.com. .....cuiinaninn.s wWww.google.Com........ieeininnn 1%. F4.125.228.114 A 74.125.228.
Pt vnnnnnnnns B - 1 T B R+ R+ ns
Scccooooc ERES MSBccooccoooooooos MSilocccoccoocooooe Nsd....couevns h.
leviiiiihillls
......... h....&
L FR— g
Frame 304: 74
Ethernet II,
Internet Prot
User Datagram 1
pomain Name 5y
|Er1tire conversation (280 bytes) |E|
0000 00 15 5 ||| FEind || Saveds || Print |©) Asch ) EBCDIC ) Hex Dump @) C Arrays @ Raw
0010 00 3cC le 3
0020 4de fe c4 ( ~
00320 00 00 00 ( . .
0040 65 03 63 & F'““'”“”“““'““‘Q Llose )
e —— l/
@ @l File: " C\trnp'\ BT TapTore S pTECapTOTE | FETRETS TU750 - DISPIEyEn: Z 00 76~ COaU TTEr URo0Iy rrrofile: Default
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F » ™y
M SimpleCapture.pcapng  [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-1.12]] - - o — ==
- - - - __B - —
File Edit Yiew Go Capture Analyze Statistics Telephon! Tools Internals Help
codms BB Aes»oTsEF QAR #DB% B
Filter: | (ip.addr eq192.168.78.253 and ip.addr eq lQ‘Z.lES.?S.l‘id)and(udp.port|Z| Expression.. Clear Apply Save
Mo. Time Source Destination Protocol Length Info
304 10. 3086210192.168.78. 253 192.168.78.254 3 74 standard query 0x15e6 A www.google.com
305 10. 3089960 192.168.78. 254 192.168.78.253 > 200 standard gquery response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.
Click on the first
I
° i
| packet to make it the |
. current packet
| LJ
< 1 | r
Frame 304: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
Ethernet II, src: Dell_3f:a6:37 (f0:4d:a2:3f:a6:37), Dst: DellInc_f5:27:7d (00:15:c5:f5:27:7d)
|| = Internet Protocol version 4, src: 192.168.78.253 (192.168.78.253), Dst: 192.168.78.254 (192.168.78.254)
User Datagram Protocol, Src Port: 50187 (50187), Dst Port: 53 (53)
(| = Domain Name System (gquery)
[Response In: 305] \
Transaction ID: Ox15e6 =
Flags: 0x0100 standard query e e al S O e
qQuestions: 1
1 Answer RRs: 0
|| authority RRs: 0 N
Kot e o current packet
E Queries °
£ www.google.com: type A, class IN . .
i Name: www. google. com h S f h
tane: . google. This is a DNS query for the IP
[Label count: 3]
Type: A (Host Address) (1) dd f g gl
LIS e aadress or www.google.com
i
CRUEIE M Data of the current
0010 2e 00 00 80 11 de fd cO a8 .= ccoclicce
0020 Ob 00 35 00 28 01 00 00

0030 00 00 00 03 77 [

0040 6f 6d 00 00 01 paCket

@ M Frame (frame), 74 bytes Packets: 10730 - Displayed: 2 (0.0%) - Load time: 0:00.146 NS TTToTTeTrerr ‘(
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48 JAMES
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-
M SimpleCapturepcapng  [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12]]
- - - - -

-
" a——
File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

oo il B AesTLIEE Qaan #B0® % &

Filter: | (ip.addr eq 192,168,78.253 and ip.addr eq 192.168.78.254) and (udp.port IZ| Expression.. Clear Apply Save

Ma. Time Source Destination Protocol Length Info
304 10.3086210192.168.78.253 192.168.78.254 DNS 74 standard gquery Ox15e6 A www.google.com
305 10. 3089960 192.168.78. 254 192.168.78.253 3 200 standard query response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

| Click on the second '
packet

=

LU} L3

Frame 305: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface 0
Ethernet II, src: Dellinc_f5:27:7d (00:15:c5:f5:27:7d), Dst: pell_3f:a6:37 (f0:4d:a2:3f:a6:37) 7
Internet Protocol version 4, src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 50187 (50187)
Domain Name System (response)

Request Tn: 304

[Time: 0.000375000 seconds]

Transaction ID: Ox15e6
@ Flags: O0x8180 standard query response, No error

questions: 1

Answer RRs: 5

Authority RRs: 4

Additional RRs: 4

»

—
ODHEBEHE

The details of the
current packet:

m

= Queries
f = www.google. com: type A, class IN
Name: www. google. com l1
. e e 9091, Res to the DNS quer
H [Label count: 3]

Type: A (Host Address) (1)
Class: IN (Ox0001)
= Answers
i [ www.google.com: type A, class IN, addr 74.125.228.114 L4
[ www.google. com: type A, class IN, addr 74.125.228.115
[ www.google.com: type A, class IN, addr 74.125.228.116

&3] www.goog]e.com: type A, c]ass IN, addr 74.125.228.112
IR 2 Data of the current
0020 ob
0030 04

e i . nacket
NNCN aTalatalmata db 00 v A A 0
@ M Frame (frame), 290 bytes Packets: 10730 - Displayed: 2 (0.0%) - Load time: 0:00.146 NG )

= .
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So far, so good?
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[ Eile Edit View History Bookmarks Tools Help » FET E= =)
_jj" cute puppy pictures - Goo... x\+

.\(" @ https://www.google.com/Tgws_rd=ssl¥q=cute+ puppy+pictures v @ || Q Search 4+ @ ﬂ' B "/] @ M & m W R —
Eﬁvﬂﬂ cute puppy pictures “ HH B
r cute puppy pig/ \es
| cute puppy pi of golden retrievers a
cute puppy o print out
cute puppy, d videos

95 seconds)

m

Report images

~

] You want to search

“cute puppy pictures” | ( What's

| happened
. under the

More images for cute puppy K h 00 d ’p /

50 Cute Puppies Make Your Girlfriend Smile | Cutest Paw

www.cutestpaw com/articles/50-cute-puppies-make-your-girifriend-smile/ ~

50 Cute Puppies Make Your Girlfriend Smile. Our Best Friend ... The Teeniest Puppy
. . n




EMIVERSITY

Double click on
this

This is a traffic file
containing the
details for the
Google search y

distart]| |3 & W@ |
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M WebCapturepcap [Wireshark 1123 (v1.12.3-0-gbb3e%a0 from master-112)] - ' ‘ - F - EE
File Edit Niew Go Capture Analyze 5tatistics Telephonz Tools Internals Help
B2 Ae+TLEE Qe $EB % B
IZ| Expression... Clear Apply Save
Source Destination Protocol Length Info -
0. 62 1190-80 [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
0. 173.194.73.99 172.16.107.130 2 60 B0-1190 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
0. 172.16.107.130 173.194.73.99 TCP 54 1190-+80 [ACK] Seg=1 Ack=1 Win=64240 Len=0
0. 172.16.107.130 173.194.73.99 HTTP 770 GET /url?sa=t&rct=j&q=&esrc=s&source=web&cd=20&ved=0CHwWQF jAT&ur 1=http%3A%2F¥%2Fpinterest. cc
0. 173.194.73.99 172.16.107.130 TCP g0 80-1190 [ACK] Seg=l Ack=717 wWin=64240 Len=0
0. 173.194.73.59 172.16.107.130 HTTP <{p/1.1 200 ok (text/html)
0. 172.16.107.130 172.16.107.2 DNS =d_query 0
0. 172.16.107.130 173.194.73.99 HTTP 564 < g
0. 173.194.73.99 172.16.107.130 TCP 60 80-1 o o
0. 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1.1
0. 172.16.107.2 172.16.107.130 DNS 200 standard que I I
0. 172.16.107.130 174.129.235.78 TCP 62 119180 [SYN] 4
0. 172.16.107.130 174.129.235.78 TCP 62 1192-+80 [5YN]
0. 174.129.239.78 172.16.107.130 TCP 60 80-1191 [5YN, A
0. 172.16.107.130 174.129.239.78 TCP 54 1191-80 [AcK] $ pa C e
0. 174.129.239.78 172.16.107.130 TCP 60 80-1192 [SYN,
0. 172.16.107.130 174.129.235.78 TCP 54 119280 [ACK]
18 0.168186 172.16.107.130 174.129.2359.78 HTTP 621 GET /racheloftheroserTurmy=puppy-pTCCOrES; HTTF7I. T ¥
1 i | ,
@ Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) -

® Ethernet II, Src: vmware_4c:78:T3 (00:0c:29:4c:78:f3), Dst: vmware_f9:f7:86 (00:50:56:T9:f7:86)
# Internet Protocol version 4, Src: 172.16.107.130 (172.16.107.130), Dst: 173.194.73.99 (173.194.73.99)

=
I source Port: 1190 (1190)
i Destination Port: B0 (8O)
[stream index: 0]
[TCPF Segment Len: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: O
Header Length: 28 bytes

m

In the current
packet: SYN is set

vie- .... = Reserved: Not set
.0 ... ... = Nonce: Not set
... 0... .... = Congestion wWindow Reduced (CWR): NOT set
I vv.. 0., .... = ECN-Echo: Not set

0. ..., = Urgent: NOt set

veen a0 0. = Acknowledgment: Mot set
i vvvs «v.. 0... = Push: Not set
.0.. = Reset: Not set

= [Expert Info (Chat/Sequence): Connection establish request (5YN): server port 80]
[Connection establish request (5YN): server port 80]
[severity level: chat] -

< n 3

0000 9 7 86 00 Oc
0010 c9 40 00 B8O 06
0020 ¢ a6 00 50 dc ff
0030 42 00 00 02 04

& @"’u?&?ﬁé{i‘fﬁ?ﬁ'&?‘é’é&}?& " | Packets: 2038 - Displayed: 2038 (100.0%) - Load time: 0:00.028 Frife Serai.




»
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Ssource Port: B0 (B0)
[ Destination Port: 1190 (1190)
[stream index: 0]
[TcP segment Len: 0]
sequence number: O
Acknowledgment number: 1
Header Length: 24 bytes

(relative sequence number)
(relative ack number)

= Reserved: NoT set

both ACK and SYN are set

-
M WebCapture.pcap [Wireshark 112.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - ‘ - * - (= | B [
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help
©® B Aa¢soT 2 EE QN #BME B
Filter: | IZ| Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.000000 172.16.107.130 173.194.73.99 TCP 62 1190-80 [5YN] 5eg=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1 =
2 0. 7 7 G. TCP 60 80-1190 [5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
3 0.038564 172.16.107.1320 173.194.73.99 2 54 1190-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
4 0.038844 172.16.107.130 173.194.73.99 HTTP 770 GET /url?sa=té&rct=]j&g=_&esrc=s5&source=web&cd=20&ved=0CHWQF jAT&ur 1=http¥%3A%2F¥%2Fpinterest. cc
5 0.039059 173.194.73.99 172.16.107.130 TCP QE0-1190 [ACK] Seq=l Ack=717 Win=nA240 | en=(
6 0.079812 173.194.73.99 172.16.107.130 HTTP 00 QK
7 0.109039 172.16.107.130 172.16.107.2 DNS 7
8 0.112534 172.16.107.130 173.194.73.99 HTTP 564 GET O
90.113491 173.194.73.99 172.16.107.130 Tcp 60 80-1190 T C I C O n t e Se CO n
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1.1 200 OR
I 11 0.152468 172.16.107.2 172.16.107.130 DNS 290 standard query
12 0.155694 172.16.107.130 174.129.239.78 TCP 62 1191-+80 [5YN] 9
[ 13 0.156416 172.16.107.130 174.129.2359.78 TCP 62 1192-80 [S¥YN] 9 a C ket
I 14 0.167974 174.129.239.78 172.16.107.130 TCP 60 80-1191 [S¥N,
15 0.167983 172.16.107.130 174.129.239.78 TCP 54 119180 [AcCK]
16 0.168017 174.129.239.78 172.16.107.130 TCP 60 B0-1192 [SYN, A
17 0.168022 172.16.107.130 174.129.239.78 TCP 54 1192-+80 [ACK] Seq=l Ack=1 wWin=64240 Len=0
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /racheloftherose/funny-puppy-pictures/ HTTP/1.1 i
i I | 3
Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) -
Ethernet II, Src: vmware_f9:f7:86 (00:50:56:f9:f7:86), Dst: vmware_4c:78:f3 (00:0c:29:4c:78:f3)
Internet Protocol version 4, src: 173.194.73.99 (173.194.73.99), Dst: 172.16.107.130 (172.16.107.130)
=

In the current packet:

m

Nonce: Not set

Congestion wWindow Reduced (CWR): Not
ECN-Echo: Mot set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reser: NOt Set

=
= [Expert Info (Chat/Seguence): Connection establish acknowledge (SYN+ACK): server port 80]
[Connection establish acknowledge (SYN+ACK): server port 80]
[severity level: chat]

< | 1}

0000 00 Oc 29 4c 78 3 00 50 56 f9 f7 86 08 00 45 00 LOILXL P VL E.
0010 00 2c a3 07 00 00 80 06 89 Oc ad c2 49 63 ac 10 e e I
(0020 &b 82 00 50 04 a6 c7 e7 4c B4 dc ff 16 3f &0 k..P.. Lew..?’
0030 fa fO 81 cc 00D 0D 02 04 OS5 b4 OO OD ...l - c

Packets: 2038 . Displayed: 2038 (100.0%) - Load time: 0:00.028

@ @ Acknowledgment (tcp.flags.ack), 1 byte

Profile: Default




-

48 JAMES
EMIVERSITY
F ™y
M WebCapture.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12]] - & - (=] E [t
a -
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
ool B Ae»0T L (FF Qaan #BDMBx B
Filter: Expression... Clear Apply Save
MNao. Time Source Destination Protocol  Length Info -
1 0.000000 172.16.107.130 173.194.73.99 TCP 62 1190-80 [5YN] 5eq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1 =
2 0.038550 173.194.73.99 172.16.107.130 TCP 60 80-1190 [5YN, ACK] Seq=0 Ack=1l win=64240 Len=0 M55=1460
3 0. 54 1190-80 [ACK] Seg=1 Ack=1 Win=64240 Len=0
4 0.038844 172.16.107.130 173.194.73.99 HTTP 770 GET /furl?sa=t&rct=j&q=&esrc=s&sour ce=web&cd=20&ved=0CHWQF jAT&ur 1=http%3A%2F%2Fpinterest. cc
5 0.039059 173.194.73.99 172.16.107.130 TCP 60 80-1190 [ACK] Seq=1 Ack=717 Win=64240 Len=0
6 0.079812 173.194.73.99 172.16.107.130 HTTP 045 H'I‘I'P/l 1 200 ok (text/html)
7 0.109039 172.16.107.130 172.16.107.2 DNS adard query /
8 0.112534 172.16.107.130 173.194.73.99 HTTP ~ ~a_j
9 0.113491 173.194.73.99 172.16.107.130 TCP a0 &b . )
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTR/ID CI IC k O n t h e t h I rd
11 0.152468 172.16.107.2 172.16.107.130 DNS 290 standard que
| 12 0.155694 172.16.107.130 174.129.239.78 TCP 62 1191-80 [S¥N]
13 0.156416 172.16.107.130 174.129.239.78 TCP 62 1192-80 [5YN]
14 0.167974 174.129.239.78 172.16.107.130 TCP 60 80-1191 [5¥N, k t
15 0.167983 172.16.107.130 174.129.239.78 TCP 54 1191-+80 [ACK] p a C e
16 0.168017 174.129.239.78 172.16.107.130 TCP 60 80-1192 [s¥N,
17 0.168022 172.16.107.130 174.129.239.78 TCP 54 1192-+80 [ACK]
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /rache'loftherose Tuniy-puppy-pi1CtuUres,; HTTP L. 1 -
| il | k
Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) -
Ethernet II, Src: vmware_4c:78:f3 (00:0c:29:4c:78:f3), Dst: vmware_f9:f7:86 (00:50:56:T9:f7:86) B
Internet Protocol version 4, Src: 172.16.107.130 (172.16.107.130), Dst: 173.194.73.99 (173.194.73.99)
IE! Transmission Control Protocol, Src Port: 1190 (1190), Dst Port: 80 (80), sSeq: 1, Ack: 1, Len: 0
Source Port: 1190 (1190)
Destination Port: 80 (80)
[stream index: 0]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number) I n t h e C u r re nt pa C ket : t h e
acknowl edgment number: 1 (relative ack number) E
Header Length: 20 bytes o
B .... 0000 0001 0000 = Flags: Ox010 (ACK) ACK t
000, ... .... = Reservgd: NoT set IS Se
.0 .... ... = Nonce: Mot set
0... .... = Congestion Window Reduced (CWR): Not se&
.... .0.. .... = ECN-Echo: NoOT set
| ..D. ....=Urgent Not set
= Acknowledgment: Set

‘What does this mean? Three wasted packets?
Your browser did a lot before your search keyword
g Is sent to Google




-

48 JAMES

»
HHMIVERLEIT Y.

r ™
Ml WebCapturepcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - B - [E=E
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help
GG X Ae»aTLEE QB #2M % B
Filter: | IZ| Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.000000 172.16.107.130 173.194.73.99 TCP 62 1190-80 [5YN] 5eg=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1 ==
2 0.038550 173.194.73.99 172.16.107.130 TCP 60 80-1190 [5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
3 0.038564 172.16.107.1320 173.194.73.99 TCP 54 1190-80 [ACK] Seq=1l Ack=1 Win=64240 Len=0
40 770 GET /url?sa=t&rct=j&g=&esrc=s&source=web&cd=20&ved=0CHwWOF jAT&ur I=http%3A%2F%2Fpinterest. c
5 0.039059 173.194.73.99 172.16.107.130 TCP 60 80-1190 [ACK] Seg=1 Ack=717 Win=64240 Len=0
6 0.079812 173.194.73.99 172.16.107.130 HTTP L —
7 0.109039 172.16.107.130 172.16.107.2 DNS
8 0.112534 172.16.107.130 173.194.73.99 HTTP o
90.113491 173.1594.73.89 172.16.107.130 TCP 60 BO-11%0
10 0.152446 173.194.73.99 172.16.107.130 HTTP 1406 HTTP/1.1 2Dv CI ICk On the fou rth
I 11 0.152468 172.16.107.2 172.16.107.130 DNS 290 standard query
12 0.155694 172.16.107.130 174.129.239.78 TCP 62 1191-+80 [S¥N]
13 0.156416 172.16.107.130 174.129.2359.78 TCP 62 1192-80 [S¥N]
14 0.167974 174.129.239.78 172.16.107.130 TCP 60 80-1191 [S¥N, a C et
B 15 0.167983 172.16.107.130 174.129.239.78 TCP 54 119180 [AcCK]
16 0.168017 174.129.239.78 172.16.107.130 TCP 60 80-1192 [S¥YN,
17 0.168022 172.16.107.130 174.129.239.78 TCP 54 1192-+80 [ACK]
18 0.168186 172.16.107.130 174.129.239.78 HTTP 621 GET /racheloftherose/funny-puppy-pictures/ HTTP/1.1 i
i I | 3
Header Length: 20 bytes o~
.... 0000 0001 1000 = Flags: Ox01l8 (PSH, ACK)
wWindow size value: 64240
I [calculated window size: 64240]

[window size scaling factor: -2 (no window scaling used)]
= Checksum: 0x119f [validation disabled]
[Good checksum: False]
i [Bad checksum: False]
urgent pointer: 0
[SEQ/ACK analysis]

This is your Google\
search request! ==
It is NOT the first

[Full request URI [truncated]: http://www.google. com/url?sa=ta&rct=j&g=&esrc=s&sour ce=web&cd p a C ket e Ffur
[HTTP request 1,/3]

[Response in frame: 6]
[Next request in frame: 8] pis

HosT: www.google.comrin
User-agent: Mozilla/5.0 (windows NT 5.2; rv:21.0) Gecko/20100101 Firefox,/21.0%rn
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8\r\n
Accept-Language: en-Us,en;qg=0.53%r\n
I Accept-Encoding: gzip, deflate\r‘n
Cookie: PREF=ID=3b7a6867adaf8522:TM=1370363771:LM=1

Ywb_fq!

3

d 72 2 =
. @ Frame (frame), 770 bytes Packets: 2038 . Displayed: 2038 (100.0%) - Load time: 0:00.028 Profile: Default
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M WebCapture.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] u - il - . -
File Edit Miew Go Capture Analyze 5Statistics Telephony Tools Internals Help
©® Bpx@ acsaT2 @ Qacan $ER% B
Filter: | IZ| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
26 0.391928 174.129.239.78 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU] fm=
27 0.391930 174.129.239.78 172.16.107.130 TCP 1478 [TCP segment of a reassembled PDU]
28 0.391937 172.16.107.130 174.129.239.78 TCP 54 1191-80 [ACK] Seq=568 Ack=5793 win=64240 Len=0
29 0.392163 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
30 0.392378 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
31 0.392387 172.16.107.130 174.129.239.78 TCP 54 1191+80 [ACK] Sep = e salans -
32 0.392520 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of
33 0.392672 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment off .
34 0.392699 172.16.107.130 174.129.239.78 TCP 54 119180 [ACK] {
35 0.392730 174.129.239.78 172.16.107.130 HTTP 940 HTTP,/1.1 200 OH C I I C k O n t h e 42t h
36 0.404601 172.16.107.130 172.16.107.2 DNS 84 standard query i
37 0.421443 172.16.107.130 172.16.107.2 DNS 84 standard query I
38 0.447314 172.16.107.2 172.16.107.130 DNS 228 standard g dn.r
39 0.447690 172.16.107.130 72.21.91.19 TCP 62 1192~ p a C et
40 0.456766 72.21.91.19 172.16.107.130 TCP 52 1
172.16.107.130 72.21.91.19 TCP
172.16.107.130 72.21.91.19 574 GET 55,/ pinboar e —
457044 72.21.91.19 172.16.107.130 60 80-1193 [ACK] Seq=1 Ack=521 Win=64240 Len=0 ¥
< m | 3

Frame 42: 574 bytes on wire (4592 bits), 574 bytes captured (4592 bi
Ethernet II, Src: Vmware_4c:78:f3 (00:0c:29:4c:78:F3), Dst: wmware_fo:f
Internet Protocol version 4, Src: 172.16.107.130 (172.16.107.130), Dst: 723
= Transmission Control Protocol, Src Port: 1193 (1193), Dst Port: B0 (BO), Seq:
source Port: 1193 (1193)
pestination Port: 80 (80)
[stream index: 3]
[TCP Segment Len: 520]
Sequence number: 1 (relative sequence number)
[Next sequence number: 521 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
.... 0000 0001 1000 = Flags: Ox018 (PSH, ACK)
Window size value: 64240
[calculated window size: 64240]
[window size scaling factor: -2 (no window scaling used)]
= Checksum: Oxbcdd [validation disabled]
[Good checksum: False]
[Bad checksum: False]
urgent pointer: O
[sEQ/ACK analysis]

56:T9:f7:86)

m

@ Right click on it

=]

Host: passets-ec.pinterest.com\rin =
4 n ] 3
0000 00 50 56 9 f7 86 00 Oc 29 4c 78 f3 0B 00 45 00 PV..aus JLX...E -
0010 02 30 58 08 40 00 80 06 00 00 ac 10 &b 82 48 15 0x. @. .. k.H =
0020 5b 13 04 a9 00 50 f5 16 72 86 6d 92 60 a7 50 18 [....P.. rem. ", P,
0030 fa fO bc dd 00 00 47 45 54 20 2f 63 73 73 2F 70 ...... GE T /css/p
0040 69 6e 62 6f 61 72 64 5F 36 33 37 38 32 38 38 36  inboard_ 63782886 it
[a¥allval D EF TF TI I AQ CA CA EN_3F 31 a1 nd _Na AT e LTT 0 /M1 o
@ @ File: "C:\tmp\Boot-capture\WebCapture.pcap | Packets: 2038 - Displayed: 2038 (100.0%) - Load time: 0:00.028 Profile: Default

- - A
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Ml WebCapturepcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - . ¥ L - [E=E
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help
© e B2 Ae»TL2EE Qb @§@®i O
Filter: | IZ| Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info -
26 0.391928 174.129.239.78 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU] =
27 0.391930 174.129.239.78 172.16.107.130 TCP 1478 [TCP segment of a reassembled PDU]
28 0.391937 172.16.107.130 174.129.235.78 TCP 54 1191-80 [ACK] Seq=568 Ack=5793 Win=64240 Len=0
29 0.392163 174.129.239.78 172.16.107.130 TCP 1502 [TcP segment of a reassembled PDU]
30 0.392378 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
31 0.392387 172.16.107.130 174.129.239.78 TCP 54 1191-80 [ACK] S5eq=568 Ack=8689 Win=64240 Len=0
32 0.392520 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
33 0.392672 174.129.239.78 172.16.107.130 TCP 1502 [TCP segment of a reassembled PDU]
34 0.392699 172.16.107.130 174.129.235.78 TCP 54 1191-80 [AcCK] Seq=568 Ack=11585 win=64240 Len=0
35 0.392730 174.129.239.78 172.16.107.130 HTTP 940 HTTP/1.1 200 ok (text/html)
| 36 0.404601 172.16.107.130 172.16.107.2 DNS 84 standard query 0x95b3 A passets-ec.pinterest.com
37 0.421443 172.16.107.130 172.16.107.2 DNS 84 standard query 0x2a8l A passets-ak.pinterest.com
38 0.447314 172.16.107.2 172.16.107.130 DNS 228 standard gquery response 0x95b3 CNAME wac.7a97.edgecastcdn.net CNAME gsl.wac.edgecastcdn.r
39 0.447690 172.16.107.130 72.21.91.19 TCP 62 1193-80 [SYN] seg=0 win=64240 Len=0 M55=1460 SACK_PERM=1
(1 40 0.456766 72.21.91.19 172.16.107.130 TCP 60 80-1193 [5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
41 0.456775 172.16.107.130 72.21.91.19 TCP 54 1193-80 [ACK] Seq=1 Ack=1 wWin=64240 Len=0
42 0. 172.16.107.130 Mark Packet (toggle) GET / /pi | 828 css HTTP/1.1
43 0.457044 72.21.91.19 172.13 60 80-1193 [ACK] Seg=1 Ack=521 Win=64240 Len=0 <
< Ignore Packet (toggle) | b
|| .
Frame 42: 574 bytes on wire (4592 bits) © Set Time Reference (toggle) ts) -
Ethernet II, Src: Vmware_4c:78:f3 (00:0¢ & Time Shift.. Fo:f7:86 (00:50:56:F9:f7:86)
Internet Protocol version 4, src: 172.1¢ Edit Packet st: 72.21.91.19 (72.21.91.19)
IE! Transmission Control Protocol, Src Port i7) Packet Comment... 80), seq: 1, Ack: 1, Len: 520
Source Port: 1193 (1193)
Destination Port: 80 (80) Manually Resolve Address
[stream index: 3]
[TCP Segment Len: 520] Apply as Filter b
Sequence number: 1 (relative sequer Prepare a Filter 4 . £
i [Next sequence number: 521 (relati Conversation Filter »
Acknowledgment number: 1 (relative Colorize Conversation 4 @ C h O O S e t h I S
Header Length: 20 bytes <CTp 5
.... 0000 0001 1000 = Flags: OxO18 (Pt
Il window size value: 64240 I Follow TCP Stream I-—
[calculated window size: 64240] Follow UDP Stream
N [window size scaling factor: -2 (no wj Follow SSL Stream
I = Checksum: Oxbcdd [validation disabled]
[Good Checksum: False] Copy 4
[Bad Chllacksum: False] Protocol Preferences L4
urgent pointer: 0 .
[SEQ/ACK analysis] 3 Decode As..
=] = Print...
Show Packet in New Window
HoOST: passets-ec.pinterest.com\rin -
4 m | v
0000 00 50 56 f9 f7 86 00 Oc 29 4c 78 f3 08 00 45 00 PV L. JLX...E. -
0010 02 20 58 08 40 00 80 06 00 00 ac 10 6b 82 48 15 LOX.®... ... k.H. =
0020 5b 13 04 a9 00 50 f5 16 72 86 6d 92 60 a7 50 18 [....P.. r.m. .P.
0030 fa f0 bc dd 00 00 47 45 54 20 2f 63 73 73 2f 70 ...... GE T /css/p
0040 9 6e 62 6f 61 72 64 5F 36 33 37 38 32 38 38 36 inboard_ 63782886 i
nnon T~ £ T T INADQ CA CA CA M 21 Fa I NAd N- A0 e UTT R u

@ g File: "C:\tmp\Boot-capture\WebCapture.pc... | Packets: 2038 . Displayed: 2038 (100.0%) - Load time: 0:00.028 Profile: Default
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M WebCapture.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12]] | = & R

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©© X2 aeseFe I Qaaal @0B% B
Filter: |tcpstleam eq3 IZ| Expression... Clear Apply Sawve
Ma. Time Source Destination Protocol Length Info -
39 0.447690 172.16.107.130 72.21.91.19 TCP 62 1193-80 [5YN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
40 0.456766 72.21.91.19 172.16.107.130 TCP 60 80-1193 [5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
41 0.456775 172.16.107.130 72.21.91.19 TCP 54 1193-80 [ACK] Seg=1 Ack=1 Win=64240 Len=0 =
42 0.456908 172.16.107.130 72.21.91.19 HTTP 574 GET /css/pinboard_63782886.css HTTP/1.1 1
43 0.457044 72.21.91.19 p maa A e et e ettt e B et e
44 0.474208 72.21.91.19 | M Follow TCP Stream (tcp.stream eq 3) il g —— TR -
45 0.474220 72.21.91.19 B -
46 0.474222 72.21.91.19 ||[Stream Content
47 0.474224 72.21.91.19 GET /css/pﬁnboard_§3?82886.css HTTP/1.1 -
A8 0.474226 72.21.91.19 HostT: passets—eq. ‘In‘terest.ll:om . @
User-agent: Mozilla/5.0 (Windows NT 5.2; rv:21.0) Gecko/20100101 Firefox,/21.0
49 0.474229 72.21.91.19 ACCept: text/€ss,*/*;g=0.1
50 0.474231  72.21.91.19 AcCCept-Language: en-us,en;g=0.5
51 0.474236 72.21.91.19 Accept-Encoding: gzip, deflate )
52 0.474228 72.21.91.19 Requer: h;tp:?/p1nteres£.com/;ache1oftherose/funny—puppy—p1ctures/
cookie: interest_sess="elzzk
gi g':;:gjg i;ﬁziégib%913n AKB6gIDT?ENsjTr¥pquslzPEtzYnI5A21tvsvycxN;fUNBszdfslsqlkw/ .
. . . . JZTLVVKO4TLS SMsTXMisqIr PI19HT XLPCPCTT1CWNKiQZ3NPF1ca30damt BKO39XNXNIOKCTX2TLelBQCR,/CMX
55 0.474323  172.16.107.13(| | Connection: keep-alive Il win=62160 Len=0
56 0.474361 172.16.107.134 L Win=64240 Len=0 v
< || HTTP/1.1 200 OK ) b
1| | content-Encoding: gzip

@ Frame 42: 574 bytes on wire (/| |Accept-Ranges: bytes "
Ethernet II, Src: Vmware_dc:7|| Eaﬁi‘er‘éomro? :tm3¥}399=31536000 7
Internet protocol version 4, |l [G2Te T OYPEL TEREICOS 3 as aur
E Transmission control protocoll| | Evag: "f552890442cdc429e0ce01041blcedbd”

source Port: 1193 (1193) Expires: wed, 04 Jun 2014 16:37:44 aMT

Destination Port: 80 (80) Last-Modified: wed, 24 Apr 2013 18:01:32 GMT

server: EC5S (dca/2470)

[stream index: 3] vary: Accept-Encoding

[TCP segment Len: 520] X-amz-id-2: oLATH3GeDDpIfHdwERh1 /JCruREXOHTBFVGYFNAT+eL pCguMZXXBsKhd4GImxEQU |
sequence number: 1 (relal| | x-amz-request-id: 9233628493815D20 F
[Next sequence number: 521 X-Cache: HIT
Acknowledgment number: 1 Content-Length: 28294
Header Length: 20 bytes ||| | S+K..pinboard_63782886.cs5. .. .. ... (...w.5..L{I."...cuz.1.+F...F....... Ip.R......
# .... 0000 0001 1000 = Flags +. % [-w.=0K.& .1 ++..:1. F. l..n0.... h51. . <& 7 . _mMal.._. . . i tw i
window size value: 64240 1 | n | r
[calculated window size: &4 - -
[window size scaling factor |Er1t|re conversation (41435 bytes) |Z| L
® checksum: Oxbedd [validatielll [ gng | savess || pint |© asco © EBCDIC ® Hex Dump ® C Amays © Raw
[Good checksum: False]
[Bad Checksum: False] — e~
urgent pointer: 0 clp Filter Out This Streark | Close |
# [SEQ/aCK analysis]
=
=
HosT: passets-ec.pinterest.com\rin hd
4 ] 3
0000 00 50 56 f9 f7 86 00 Oc 29 4¢c 78 f3 08 00 45 00 PV, JLX...E. -
0010 02 30 58 08 40 00 80 06 00 00 ac 10 6b 82 48 15 0¥ @... ....K.H. (=]
0020 5b 13 04 a9 00 50 f5 16 72 B6 6d 92 60 a7 50 18 [....P.. r.m. .P.
0030 fa fO bc dd 00 00 47 45 54 20 2f 63 73 73 2fF 70  ...... GE T /css/p
0040 69 6e 62 6f 61 72 64 5Ff 36 33 37 38 32 38 38 36 inboard_ 63782886 i
ANEN DA E3 T3 TI IN_AD CA CA EfN 3 3 e 3 NAd N AD e pTT M4 [¥]

@ @| File: "C\trp\Boot-capture\WebCapture.pc... | Packets: 2038 . Displayed: 53 (2.6%) - Load time: 0:00.027 Profile: Default
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M WebCapture.pcap [Wireshark 1.12.3 (v1.12.3-D-gbb3e9al from master-1.12)] [E=R SR
Eile Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

coim s BIXE AespTLIEEaaal @X®x% B
Filter: | !(tcp.stream eq 3) |Z| Expression... Clear Apply Save
MNe. Time Source Destination Protocel Length Info -

.16.107.130 =)
469 Standard query response 0x2a8l

.129.239. 78 54 1191-80 [ACK] Seq=568 Ack=12471 win=63354 Len=0

0
73 0.493363 172.16.107.130 134.126.9.42 TCP 62 1194-B0 [5YN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
74 0.494121 172.16.107.130 134.126.9.42 TCP 62 1195~80 [5YN] Seq=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1
75 0.494660 172.16.107.130 172.16.107.2 DNS 79 standard gquery 0xf84a A ajax.googleapis.com
76 0.494919 172.16.107.130 134.126.9.42 TCP 62 1196-+B0 [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
f 77 0.495311 134.126.95.42 172.16.107.130 TCP 60 80-1194 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460
B 78 0.495318 172.16.107.130 134.126.9.42 TCP 54 1194-80 [ACK] Segq=1 Ack=1 win=64240 Len=0
79 0.495873 134.126.95.42 172.16.107.130 TCP 60 80-1195 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460
| 80 0.495880 172.16.107.130 134.126.9.42 TCP 54 1195-80 [ACK] Seg=1 Ack=1 win=64240 Len=0
i 81 0.4975%6 134.126.5.42 172.16.107.130 TCP 60 80-1196 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460
Il 82 0.497604 172.16.107.130 134.126.9.42 TCP 54 1196-+80 [ACK] Seg=1 Ack=1l win=64240 Len=0
83 0.498040 172.16.107.130 134.126.5.42 HTTP 559 GET /js/bundle_pin_b779d4f2. js HTTR/1.1
| 84 0.500184 172.16.107.130 172.16.107.2 DNS 86 standard query 0xd73a A media-cache-ec0.pinimg.com
i 85 0.500923 172.16.107.130 172.16.107.2 DNS 86 standard query Oxd96c A media-cache-ak0.pinimg. com
86 0.502050 172.16.107.130 134/}\§‘9.42 HTTP 543 GET /images/favicon.png HTTP/1.1 -
i« / N 1n | *

Frame 38: 228 bytes on wire (1824 b
Ethernet II, Src: Vmware_f9:f7:86
Internet Protocol version 4, Srcy
User Datagram Protocol, Src Por
Domain Name System (response)

es captured (1824 bits)

6), Dst: Vmware_4c:78:f3 (00:0c:29:4c:78:T3)
6.107.2), Dst: 172.16.107.130 (172.16.107.130)
52 (65452)

HEEEE

~
. This pane has fewer packets now,

: all related to packet 42, making
| your life easier!

0000 00 Oc 29 4c 78 3 00 50 56 f9 f7 86 08 00 45 00 . E.
(0010 00 dé a2 1a 00 00 80 11 &8 57 ac 10 6b 02 ac 10 ........ hw. . k...

0020 6b 82 00 35 ff ac 00 c2 6e 00 95 b3 81 80 00 01 N o P,
({0030 00 03 00 02 00 02 0a 70 61 73 73 65 74 73 2d &5 p assets-e
0040 63 09 70 69 6e 74 65 72 65 73 74 03 63 6f 6d 00 c.pinter est.com.

AACA AN Al Al Al ~N M- AN AE AN A1 A0 AN Ao NS nne 1 -

@ M| File: "C:\tmp'\Boot-capture\WebCapture.pc... | Packets: 2038 - Displayed: 1985 (97.4%) . Load time: 0:00.024 Profile: Default




EMIVERSITY

This example has more
advanced features (protocol
hierarchy, conversion)
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M CaseStudylpcap [Wireshark 1.12.3 (v1,12.3-0-gbb3e9a0 from master-1.12)] [E= e

File Edit View Go
@ @®

Capture Analyf Statistics Telephon! Tools  Internals Help
= xH@@@?i}.ll&la@\mlﬁlﬂﬂﬁéI@

Filter: | IZ| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
10. 7cfa:oe 3 M—SEARCH * =
2 0.957053 192.168.1.7 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 192.168.1.7 DNS 129 standard query response Oxbeb& CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
4 1.003867 192.168.1.7 65.55.84.56 TCP 66 4963580 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
61.012715 169.254.1.213 255.255.255.255 upP 181 Source port: 21302 Destination port: 21302
71.013691 169.254.1.47 169.254.1. 255 upP 60 Source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 192.168.1.7 TCP 62 80-49635 [SYN, ACK] Seg=0 Ack=1 wWin=8192 Len=0 M55=1460 SACK_PERM=1
91.062847 192.168.1.7 65.55.84.56 TCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
10 1.063255 192.168.1.7 65.55.84.56 HTTP 516 GET /?ocid=iehp HTTP/1.1
11 1.182590 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled pDU]
12 1.183190 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
13 1.183225 192.168.1.7 65.55.84.56 TCP 54 49635-+80 [ACK] Seq=463 Ack=2921 win=64240 Len=0
14 1.235823 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
15 1.235830 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
16 1.235832 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
17 1.235919 192.168.1.7 65. AR, B4.56 TCP 54 49635-80 [ACK] Seq=463 Ack=7301 wWin=64240 Len=0
18 1.236712 65.55.84.56 19/F§\Q‘1.? TCP 1514 [TcP segment of a reassembled PDU] -
N // ‘\5‘ 1 | 3

Ethernet II, Sr

EHEBEHBEBE

Frame 1: 208 bytes on wire (1664

Internet Protocol Version &, 5r
User Datagram P

captured (1664 bits)
:7c), Dst: IPvemcast_Oc (33:33:00:00:00:0c)

d:ed69 (feB0::7cfa:9e3f:3124:ed69), Dst: TF02::c (Ff02::c)
t: 1900 (1900)

c: IntelCor_5e:df

rotocol, src P

This example has many (too
many?) packets

0000 33 33 00 00
0010 00 00 00 9a
0020 9e 3f 31 24
0030 00 00 00 00
0040 53 45 41 52

ANEN 1_nd N~ aw

43 48 20 2a 20 48 54 54 50 2f 31 2e SEARCH * '
1

[T

(@] @| File: "C\tmp\Boot-capture\CaseStudyl.pca... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default
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- - =] u
CaseStudyl. hark 1.12.3 (v1.12.3-0-gbb3e%a0 from master-1.12 » N — =
‘ ase! ylpcap [Wiresha . [\ : q _m er -}] T : — -
Eile Edit View Go Capture Analyze| Statistics |Telephonz Tools Internals  Help
)
e @ | & 7Sy Beaan #@®%| E
Comments Summary
F|Ile|:| Howr 34 freos sl fam pression... Clear Apply Save
MNo. Time Source l Protocol Hierarchy l otocol Length Info -
[ 1 fed 7 BEL ® Conversations 208 M-SEARCH *
20 192. & Endooint NS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192. ndpeints NS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
41.003867 192. Packet Lengths... Cp 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
lea 10 Graph
61.012715 169.254.1.217 . . IDP 181 Source port: 21302 Destination port: 21302
71.013691 169.254.1.47 Conversation List ' lop 60 Source port: 5056 Destination port: 5000
B 1.062768 65.55.84. 56 Endpoint List r CP 62 B0-49635 [SYN, ACK] Seq=0 Ack=1l Win=8192 Len=0 M55=1460 SACK_PERM=1
91.062847 192.168.1.7 Service Response Time » CP 54 49635-80 [ACK] Seg=1 Ack=1 win=64240 Len=0
I 10 1.063255 192.168.1.7 TTP 516 GET /7?ocid=iehp HTTP/1.1
11 1.182590 6£5.55.84.56 29West r fcp 1514 [TCP segment of a reassembled PDU]
12 1.183190 65.55.84.56 ANCP CP 1514 [TCP segment of a reassembled PDU]
13 1.183225 1%2.168.1.7 BACHet » JCP 54 49635-80 [ACK] Seq=463 Ack=2921 Win=64240 Len=0
14 1.235823 65.55.84.56 Collectd P 1514 [TCP segment of a reassembled PDU]
15 1.235830 65.55.84.56 cP 1514 [TCP segment of a reassembled PDU]
16 1.235832 65.55.84.56 Lo P 1514 [TCP segment of a reassembled PDU]
17 1.235919 192.168.1.7 | L4 Flow Graph... cP 54 49635-80 [ACK] Seq=463 Ack=7301 win=64240 Len=0
18 1.236712 65.55.84.56 HART-IP P 1514 [TCP segment of a reassembled PDU] -
37| HTTP v | 8
Frame 1: 208 bytes on wire ( OMC-RPC Programs red (1664 bits)
Ethernet II, sSrc: IntelCor_5 o y |, Dst: IPvemcast_Oc (33:33:00:00:00:0c)
(| @ Internet Protocol version &, TCP StreamGranh , |ed69 (fe80::7cfa:%e3f:3124:ed69), Dst: ff02::c (ff02::c)
User Datagram Protocol, Src . F rt: 1900 (1900)
|+ Hypertext Transfer protocol  UDPMulticastSucams
N WLAN Traffic
1P Statistics 4
BOOTP-DHCP...
|
|
0000 33 33 00 00 00 Oc 00 23 15 5e df 7c 86 dd &0 00 33..... E N -
0010 00 00 00 93 11 01 fe 80 00 00 OO 00 00 00 7Fc fa ........ ...... |- @
0020 9e 3f 31 24 ed 69 ff 02 00 00 00 00 0O OO QO QO e 5 T I
0030 00 00 00 00 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... Q .1..gEM-

0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 Ze SEARCH * .H'.I'-I'P/l.
l

ANEM 31 A Mo A9 &8F 73 T4 Fa Gl A& AS 30373 Fa I AT Umet s TErfide or,

(@] @ File: "C:\tmp'\Boot-capture'CaseStudyl pea... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default
- =




Ml Wireshark: Protocol Hierarchy Statistics IR - - —— e — e e B e
Display filter: none

Protocol % Packets Packets % Bytes Bytes  Mbit/sEnd Packets End BytesEnd Mbit/s »
= Frame 100.00 % 100.00 % 141368 0.000
Bl Ethernet 266 141368 0113 0 0 0.000
=l Internet Protocol Yersion & J 1.50 % 4 I 0.59 % 832 0001 0 0 0.000
= User Datagram Protocol J 1.50 % 4 I 059 % 832 0001 a 0 0.000
Hypertext Transfer Protocol J 1.50 % 4 I 0.59 % 832 0001 4 832 0.001
&l Internet Protocol Version 4 259 140374 0112 0 0 0.000
= User Datagram Protocol . 1015 % 27 I 2.06 % 2018 0.002 ] 0 0.000

Demain Mame Service . 9.02 % 24 J 185% 2617 0,002 24 2617 0.002 |-
Data | 113 % 3] 021 % 301 0.000 3 301 0.000
E Transmissicn Control Protocol 21 135942 0.109 177 106781  0.085
=l Hypertext Transfer Protocol 17.67 % 47 - 18.57 % 26258 0021 26 16132 0.013
Line-based text data 4.51 % 12 I 4.58 % 6469 0.005 12 6469 0.005

Compuserve GIF ] 263 % 7 ] 221 % 3119 0002 7 3119 0.002 J

JavaSecript Object Motation | 0.75 % El 0.38 % 538 0.000 2 538 0.000
Secure Sockets Layer I 2.63 % 7 I 205 % 2002 0.002 7 2903 0.002

Data | 0.38 % 1 J 107 % 1514 0.001 1 1514 0001 —

Address Resolution Protocol | 113 % 31 011 % 162 0,000 2 162 0000 T

=

AMi‘S

»
HHMIVERLEIT Y.




=

48 JAMES

»
HHMIVERLEIT Y.

fed
192.

1

20

3 0.983752 192.

4 1.003867 192.
61.012715 169.254.1.211
71.013691 169.254.1.47
8 1.062768 65.55.84.56
9 1.062847 192.168.1.7
10 1.063255 192.168.1.7
11 1.182590 65.55.84.56
12 1.183190 65.55.84.56
13 1.183225 192.168.1.7
14 1.235823 65.55.84.56
15 1.235830 65.55.84.56
16 1.235832 65.55.84.56
17 1.235919 192.168.1.7
18 1.236712 65.55.84.56

o

Frame 1: 208 bytes on wire (
Ethernet II, sSrc: IntelCor_5
Internet Protocol version 6,
User Datagram Protocol, Src

“ Hypertext Transfer Protocol

] Conversations

[ - = E) ]
CaseStudyl. hark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12 ’ - § m— =
M CaseStudylpcap [Wiresha 1 v : -g om er -}] - - —
Eile Edit View Go Capture Analyze] Statistics elephonz Tools Internals  Help
© ® = e Blaaab @®®x%| o
Comments Summary
Filter: | Howr 34 freos sl fam pression... Clear Apply Save
Mo. Time Source Protocol Hierarchy otocol Length Info -

208 M-SEARC

. NS 71 standard query Oxbeb8 A www.msn.com
) Eeiprmis NS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
Packet Lengths... Cp 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
lea 10 Graph
DP 181 Source port: 21302 Destination port: 21302
Conversation List D IDP 60 Source port: 5056 Destination port: 5000
Endpoint List r CP 62 B0-49635 [SYN, ACK] Seq=0 Ack=1l Win=8192 Len=0 M55=1460 SACK_PERM=1
Service Response Time » [CP 54 49635-80 [ACK] Seg=1 Ack=1 wWin=64240 Len=0
TTP 516 GET /7?ocid=iehp HTTP/1.1
29West r fcp 1514 [TCP segment of a reassembled PDU]
ANCP CP 1514 [TCP segment of a reassembled PDU]
BAChet v fCP 54 40635-80 [ACK] Seq=463 Ack=2921 Win=64240 Len=0
Collectd P 1514 [TCP segment of a reassembled PDU]
olles
P 1514 [TCcP segment of a reassembled pDU]
Compare... CP 1514 [TCP segment of a reassembled PDU]
L4 Flow Graph... CP 54 49635-80 [ACK] Seq=463 Ack=7301 Win=64240 Len=0
HART-IP P 1514 [TCP segment of a reassembled PDU] -
T | y I | 3
ONC-RPC Programs red (1664 bits)
TermainTe y |, Dst: IPvemcast_Oc (33:33:00:00:00:0c)

TCP StreamGraph
UDP Multicast Streams
WLAN Traffic

1P Statistics
BOOTP-DHCP...

-

ed6d (feB0::7cfa:9e3f:3124:ed69), Dst: ff02::c (ffO2::c)
rt: 1900 (1900)

0000
0010
0020
0030
0040

fatatl-Aa

Oc
01
69
Oc
48

1 ADQ T3 _TA D

00
fa
00
4d 2d
2e

A

»

SEARCH * HTTR/1.
1

Umet s TErfide or,

(@] @ File: "C:\tmp'Boot-capture' CaseStudyl. .pea...
T —

Packets: 266 -

Displayed: 266 (100.0%) . Load time: 0:00.056

Profile: Default
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[ - - - = - —_ B
M CaseStudyl.pcap [Wireshark 1.32.3 [vl..]_2.3.l]—gkb3e930 ﬁ?m master 1.1%] T - .
File Edit Wiew Go Capture Analyze Statistics Telephonz Tools Internals Help
|© @ B ) summary Beaeap @#®Bsx 8
Comments Summary
Fille|:| Ao = s el s pression... Clear Apply Save
MNo. Time Source Protocol Hierarchy otocol Length Info -
10 fa: ] Conversations 3 M-SEARCH
2 0.957053 192.168.1.7 @ Endpoint NS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 ndpoints NS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84. 56
41.003867 192.168.1.7 Packet Lengths... P 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
e IO Graph
61.012715 169.254.1.213 IDP 181 Source port: 21302 Destination port: 21302
7 1.013691 169.254.1.47 Conversation List ' lop 60 source port: 5056 Destination port: 5000
B 1.062768 65.55.84.56 Endpoint List » iCP 62 80-49635 [SYN, ACK] Seq=0 Ack=1l wWin=8192 Len=0 M55=1460 SACK_PERM=1
91.062847 192.168.1.7 Service Response Time » fCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 1
| 10 1.063255 192.168.1.7 TTP 516 GET /?ocid=iehp HTTR/1.1 |
11 1.182590 65.55.84.56 29West [ (o] 1514 [TCP segment of a reassembled PDU]
N 12 1.183190 65.55.84.56 ANCP CP 1514 [TCP segment of a reassembled PDU]
|| 13 1.183225 192.168.1.7 BAChet » ICP 54 49635-80 [ACK] Seq=463 Ack=2921 win=64240 Len=0
14 1.235823 65.55.84.56 Collectd... P 1514 [TCP segment of a reassembled PDU] |
15 1.235830 65.55.84.56 cP 1514 [TcP segment of a reassembled PDU]
16 1.235832  65.55.84.56 Compare... cp 1514 [TCP segment of a reassembled PDU]
17 1.235919 192.168.1.7 | L4 Flow Graph.. CP 54 49635-+80 [ACK] Seq=463 Ack=7301 win=64240 Len=0
18 1.236712 65.55.84.56 HART-IP P 1514 [TCP segment of a reassembled PDU] A
< I HTTP | | 4 Packet Counter | k
Frame 1: 208 bytes on wire ( OMNC-RPC Programs I Requests
Ethernet II, Src: IntelCor_5 Sametime » Tosd Dembation (33:23:00:00:00:0c)
| Internet Protocol version &, T S R " f:3124:ed69), Dst: ff02::c (ffo2::c)
User Datagram Protocol, Src . rt: 1900 (1900)
Hypertext Transfer protocol ~ UDP MulticastStreams —
| WLAN Traffic
L
IP Statistics 4 |
BOOTP-DHCP...
|
|
|
I
0000 33 33 00 00 00 Oc 00 23 15 5e df 7c 86 dd 60 00 33..... # a0 ... .
0010 00 00 00 9a 11 01 fe 80 00 00 00 00 00 QO 7Fc fa ...... e e |. @
0020 9e 3f 21 24 ed 69 ff 02 00 00 00 0O QO 00 Q0 0O R T
0030 00 00 00 00 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... qQ .1..gEM- I

0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 Ze SEARCH * HTTR/1.
72 N 1

ANEA 31 nd N A &F I3 Fa T AT Unct s [rrnds or

(@] @ File: "Ch\tmp\Boot-capture\ CaseStudyl.pea.. | Packets: 266 . Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default

1.
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M CaseStudylpcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] | =HNC %

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© @ X2 QAe»TFL/(EEacal $¥8M% O

Filter: | |Z| Expression.. Clear Apply Save

Ma. Time Source Destination Protocol  Length Info -
1 0.000000 feB80::7cfa:9e3f:312Ff02::c SSDP 208 M-SEARCH ®* HTTP/1.1 @
2 0.957053 192.168.1.7 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 192.168.1.7 DNS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
4 1.003867 192.168.1.7 65.55.84.56 TCP 66 49635-80 [S¥YN] Seq=0 win=8192 Len=0 M55=1460 wWS=4 SACK_PERM=1
61.012715 169.254.1.213 255.255.255. 255 uppP 181 Source port: 21302 Destination port: 21302
71.013691 169.254.1.47 169. e port: 5056 Destination port: 5000

M Wircshark: Requests Stats Tree:.. (10 o e

8 1.062768B 65.55.84.56 192.

35 [5¥N, ACK] Seq=0 Ack=1 win=8192 Len=0 M55=1460 SACK_PERM=1

01.062847 192.168.1.7 65.5 80 [AcK] Seq=1 Ack=1 Win=64240 Len=0

10 1.063255 192.168.1.7 65.59 | [Fitter] | —— | |fzocid=ienp wTTR/1.1 i
11 1.182590 65.55.84.56 192. egment of a reassembled PDU]

12 1.183190 65.55.84.56 192. I Create Stat I h T ] egment of a reassembled PDU]

13 1.183225 192.168.1.7 65.5

7 80 [ACK] Seg=463 Ack=2921 wWin=64240 Len=0

14 1.235823  65.55.84.56 192. _ segment of a reassembled PDU]

151.235830 65.55.84.56 192.168.1. T TCP segment of a reassembled PDU]

16 1.235832 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled pPDU]

17 1.235919 192.168.1.7 65.55.84.56 TCP 54 49635-80 [ack] Seq=463 Ack=7301 win=64240 Len=0

18 1.236712 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled pPDU] -
< | n | 3

Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)

Ethernet II, src: Intelcor_5Se:df:7c¢ (00:23:15:5e:df:7¢), Dst: IPvemcast_0c (33:33:00:00:00:0c)

Internet Protocol version 6, src: Te80::7cfa:9e3f:3124:ed69 (fe80::7cfa:9e3f:3124:ed69), Dst: ff02::c (ffoz::c)
User Datagram Protocol, Src Port: 63057 (63057), Dst Port: 1900 (1900)

0000 33 33 00 00 00 Oc 00 23 15 5e df 7c 86 dd 60 00 33..... LI -

0010 00 00 00 9a 11 01 fe 80 00 00 00 00 00 00 7c fa ........ ...... |. @

0020 9e 3f 31 24 ed 69 ff 02 00 00 00 00 00 00 0O 0O [ B TR

0030 00 00 0D 00 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... Q .1..gEM- (

0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e SEARCH * HTTP/1.
e 1

AREMA 21 Nd N- a9 T3 FA DI Bl A AE DM DI T T AT Lme+ s (Ernd s o

O @| File: "C\tmp\Boot-capture\CaseStudyl.pca.. |Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.056 Profile: Default




EHIVERLEITY.,

-
M Requests with filter:

EEETS)

Topic / Item
=l HTTP Requests by HTTP Host

rad.msn.com

[FFO2:CT:1900

= www.msn.com

fajax/conditionalbanners.aspx

[Sfocid=iehp

(3]

www.bing.com

[

www.google.com

E3]

udec.msn.cam

[

media.match.com

E3]

view.atdmt.com

[

CMEN.Com

ES]

b.scorecardresearch.com

Seckaspxicv= _S5%3dSIDYe3d] CT3BAZD0DBD452E95CBDBIAFEL879B0 %3 b&th=fed2 cd76-4 cb3-03b6-Bafc- cdTfASFT3879

4

L

1 Count = Awvera =

26

O T 1 T 1 T ¥ [ Sy e R S

m

Save As | l

Cloze




EHIVERLEITY.,

- N
M Requests with filter: EIEIQ

Topic / Item 1 Count * Average 1 M
= HTTP Requests by HTTP Host 26

rad.msn.com

[FFO2::CJ:1900

=l www.msn.com
fschkiaspxiov=_55363dSID3dTCT3BAZDODEDY52E95 CBDE3AFELIETIB0 3 b &th=fed2 cdT6-4cb3-03bb-Bafc- cdTfESf738T9
{ajax/conditionalbanners.aspx

Jtocid=iehp

[E3]

www.bing.com

=

www.google.com

=

udc.msn.com

£3]

media.match.com

=

view.atdmt.com

=

C.MEN.COMmM

E3]

b.scorecardresearch.com

[E3]

api.bing.com

O N = T = T o T T S T UF R i e S TY R S|

=

amer.rel.msn.com

] | L F |

Save fs |l Close J '

h = = — = = — — = — —
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M CaseStudylpcap [Wireshark 1.12.3 (v1.123-0-gbb3eda0 from master-1.12)] - | (=] B [
File Edit View Go Capture Analyze | Statistics 1elephon! Tools  Internals Help
® @® B & % 2 B summay @IQQ@\EIIHEI@%I@
Comments Summary
Fille|:| Himmes fess rrian pression.. Clear Apply Save
No. Time Source Protocol Hierarchy otocol Length Info -
1 0.000000 feBO::7cfa:0¢ _ SDP 208 M-SEARCH * HTTP/1.1 @
2 0.957053 192.168.1.7 NS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 | = CNopoint NS 129 standard query response Oxbeb& CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
41.003867 192.168.1.7 Packet Lengths... cp 66 49635-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1 |
lea 10 Graph
61.012715 169.254.1.21] DP 181 Source port: 21302 Destination port: 21302
7 1.013691 169.254.1.47 Conversation List ' lop 60 source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 Endpoint List b cp 62 80-49635 [SYN, ACK] Seg=0 Ack=1 wWin=8192 Len=0 M55=1460 SACK_PERM=1
91.062847 192.168.1.7 Eories R s » fCP 54 49635-80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 I
10 1.063255 192.168.1.7 TTP 516 GET /?ocid=iehp HTTP/1.1
11 1.182590 65.55.84. 56 29West b jcp 1514 [TCP segment of a reassembled PDU]
12 1.183190 65.55.84.56 ANCP CP 1514 [TCP segment of a reassembled PDU]
13 1.183225 192.168.1.7 BACnet y ICP 54 49635-+80 [ACK] Seq=463 Ack=2921 win=64240 Len=0
| 14 1.235823 65.55.84.56 Collectd... CP 1514 [TCP segment of a reassembled PDU]
15 1.235830 65.55.84.56 CP 1514 [TCP segment of a reassembled PDU]
16 1.235832  65.55.84.56 Bompast CcP 1514 [TCP segment of a reassembled PDU]
17 1.235919 192.168.1.7 | L3 Flow Graph... CP 54 49635-80 [ACK] Seq=463 Ack=7301 wWin=64240 Len=0
18 1.236712 65.55.84.56 HART-IP CP 1514 [TcP segment of a reassembled PDU] -
<« HTTP v | r
B Frame 2: 71 bytes on wire (5 OMC-RPC Programs (568 bits)
& Ethernet II, Src: Vmware_db: T » IDSt: Actionte_b%:eb:02 (00:18:01:b9:eb:02)
# Internet Protocol Version 4, TCP St 1.7), Dst: 192.168.1.1 (192.168.1.1)
rearmGraph 4
# User Datagram Protocol, Src . rt: 53 (53)
o Domain Name System (query) UDP Multicast Streams
Response In: 3 WLAN Traffic
Transaction ID: Oxbebd -
# Flags: 0x0100 standard gue P Seiiste g |
Questions: 1 BOOTP-DHCP...

Answer RRs: 0
Authority RRs: O
Additional rRRs: O
= Queries
F www.msn. com: type A, class IN

0000
0010
0020
0030
(| 0040

' e @ Frame (frame), 71 bytes Packets: 266 - Displayed: 266 (100.0%) . Load time: 0:00.056 Profile: Default




r A

.
HHMIVERLEIT Y.

M CaseStudylpcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-1.12)] | =REC] Y |

X2 Ae»TL2/[EE QAR #B2W % B
Filter: I e — P 5 T

Ma. - B -
4 | Fibre Channel | FoDI| 1Pva: 16| pv6:1 | x| 1x7a | ncp| Rsve | scTp | Tep: 15| Token Ring| uDP: 16| use | wian] E
ER Ethernet Conversations (P A 653.535.84.56
& Address A 4 Address B 4 Packets 4 Bytes 4 Packets A~B 4 Bytes A~B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 4 bps A-B 1 L
5 IntelCor_Se:df:7c  IPvmcast_0c 4 832 4 832 0 0 0.000000000 10,0024 665.44 MN/A i
= Vmware_db:f6:71  Actionte_bS:eb:02 257 138661 119 22178 138 116 483 0957053000 77711 22831.24 11991393
8 ArrisGro_54:07:b5  Broadcast 2 1695 2 1695 0 0 1010498000 0.0022 611637348 N/A
91 ArrisGro_df:5f:ef  Broadcast 1 60 1 60 0 0 1.013591000 0.0000 N/A MN/A
10 1 HtcCorpo_b7:d0:3a Broadcast 1 60 1 ] 0 0 2.236160000 0.0000 MN/A M/A
i; | ArrisGro_46:96:d2  Broadcast 1 60 1 (] 0 0 4990550000 0.0000 N/A MN/A
|
13 1|
14 1|
15 1)
16 1)
17 44
18 1 4
L — r
Frame ||
Ether
Inter
User D
= Domail
Res||
Trand|
Flagd |
ques]
Answi|
2351 : Name resolution Limit to display filter
= Queryy Help ] ’ Copy Follow Stream | | Graph A—B | | Graph A—B | I Close I
i

0000
0010
0020
0030
0040

© [¥] | Frame (frame), 71 bytes | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.036 Profile; Default




r A

.
HHMIVERLEIT Y.

M Conversations: CaseStudyl., IE‘&E

{Ethernet: 6 | Fibre Channel | Foi | 1pvik: 16 | 1vé: 1 [ 1px | 1374 | nee | rsve [ scTp | Tep:15 | Token Ring | ube: 16 | usa | wian|

Ethernet Conversations

Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelS5tart 4 Dwration 4 bps A—B 1 bps A-B 1
IntelCor_Sexdfi7c  IPvbmcast_Oc 4 832 4 832 0 0 0.000000000 10.0024 665.44 MN/A
Vimware_db:f6:71  Actionte_b%:eb:02 257 138 661 118 22178 138 116 483 0.857053000 77711 2283124 11891393
ArrisGro_54:07:b5  Broadcast 2 1695 2 1695 0 0 1.010498000 0.0022 611637348 MN/A
I | ArrisGro_df:5fef  Broadcast 1 60 1 60 0 0 1.013691000 0.0000 M/A MN/A
HtcCorpo_b7:d0:3a Broadcast 1 60 1 60 0 0 2.236160000 0.0000 MfA MfA
(| | ArrisGro_46:96:d2  Broadcast 1 60 1 60 0 0 4990550000 0.0000 M/A MN/A

| 4 ™
Does not make

much sense

I MName reselution Limit to display filter

| [ Help ] [ Copy | Follow Stream ‘ | Graph A—B | ‘ Graph A~B ‘ I Close I




L
DISON

»
EHIVERLEITY.,

\
One row, one

M Conversations: CaseStudyl.pcap ) 4 CO nve rsat|on S | B )
: I, ki A ISR | "’"‘m

IPv4 Conversations

es 4 Packets A~B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B { bps A-B 1
24 2617 12 1732 12 885 0.957053000 68083 203516 1039.90

| Ethemnet: 6 Fibre Channel | FDDI| 1

Address & 4 Address B 1 Pa
19216811 192.1681.7

65.55.84.56 19216817 55 50827 35 47894 20 2833 1.003867000 61139 6266859 3837.79
169.254.1.213  255.255.255.255 2 1685 2 1685 0 0 1.010493000 0.0022 611637344 M/A
169254147  169.254.1.255 1 60 1 60 a 0 1.013691000 0.0000 MiA MNfA
19216817 207.46.140 46 6 1388 4 976 2 412 1.4485913000 0.3999 1952547 824231
65.55.253.27 19216817 9 2974 3 904 & 2070 1.460531000 6.7915 1064.56 2438.34
19216817 207.46.193.176 & 1172 5 17 3 455 1.463244000 01165 49226.76 3123874 |
67148147113 19216817 9 1619 4 852 5 757 1484162000 0.2664  25585.68 2303312
64.4.21.39 19216817 6 1380 2 536 4 854 1.500861000 0.4409 972576 15495.89
19216817 204.245.34.139 13 3809 6 2098 7 1711 1.508582000 11311 14838.76 12101.58
65.55.5.232 19216817 28 12380 12 8562 16 3818 1963498000 0.8334  B82192.08 36651.41
6323536105 19216817 9 1387 4 664 5 723 1974514000 0.2965 1791387 1950561
157.56.51123 19216317 18 7863 9 5910 10 2053 2130004000 0.3354  140963.79 458968.71
7598.29.5 192163817 37 22100 il 19791 16 2309 2566532000 04933 320986.75 37449.27
169254169  169.2541.255 1 &0 1 60 a 0 4990550000 0.0000 MN/A MN/A
1731947389 19216317 32 28833 23 27000 8 1833 7.804066000 08241 23374245 16734.23

Mame resolution [ Limit to display filter

[ Help ] [ Copy ] Follow Stream Graph A—B Graph A—B




48 JAMES

IIHI'UEI‘.SIT“-

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

@ @ B2 Aes»pT L IEERQaQB @#0M % B
Filter: IZI Expression... Clear Apply Save
i[No. Time Source Destination Protocol Length Info -
1 0.000000 fe80::7cfa:9e3f:312FF02::c S5DP 208 M-SEARCH * HTTP/1.1
2 0.957053 192.168.1.7 192.168.1.1 DNS 71 standard query Oxbeb8 A www.msn.com
3 0.983752 192.168.1.1 192.168.1.7 DNS 129 standard query response Oxbeb8 CNAME us.col.cb3.glbdns.microsoft.com A 65.55.84.56
4 1.003867 192.168.1.7 65.55.84.56 TCP 66 49635-80 [SYN] Seq=0 win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
61.012715 169.254.1.213 255.255.255.255 uppP 181 Source port: 21302 Destination port: 21302
71.013691 169.254.1.47 169.254.1. 255 uppP 60 Source port: 5056 Destination port: 5000
8 1.062768 65.55.84.56 192.168.1.7 TCP 62 B0-49635 [SYN, ACK] Seq=0 Ack=1 wWin=8192 Len=0 M55=1460 SACK_PERM=1
91.062847 192.168.1.7 65.55.84.56 TCP 54 49635-80 [ACK] Seq=l Ack=l wWin=64240 Len=0
10 1.063255 192.168.1.7 65.55.84.56 HTTP 516 GET /?ocid=iehp HTTR/1.1
11 1.182590 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
12 1.183190 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
131.183225 192.168.1.7 65.55.84.56 TCP 54 49635-80 [ACK] Seq=463 Ack=2921 win=64240 Len=0
14 1.235823 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
15 1.235830 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
16 1.235832 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
17 1.235919 192.168.1.7 65.55.84.56 TCP 54 49635-80 [ACK] Seq=463 Ack=7301 win=64240 Len=0
18 1.236712 65.55.84.56 192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU] -
< 1 ] r
Frame 2: 71 bytes on wire (568 bits), 7 — il
Ethernet II, )Snr:c: vmware_db:f6:71 (00: ‘cm"e’saﬁ"“s’mﬂ“dyl'pﬁp-.“ A A R K X SHLCT | X
Internet Protocol version 4, Src: 192.
User Datagram Protocol, src Port: 49918l| | themet: 6 | Fibre Channel| FoDi| 1Pv: 16 |1pvé: 1 [ 1px | 1xma [ e | Rsve| scTe | Tep:15| Token Ring | upP:16] Use| wian]
= pomain Name system (query)
Response In: 3 IPvd Conversations
Transaction ID: Oxbeb8 Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A—~B 4 Bytes A—~B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 4 bps A-B 1
Flags: 0x0100 standard query 19216811 19216817 24 2617 12 1732 12 885 0957053000 68083 203516 1039.90
i”es"“’;:: _10 65558456  192168.17 55 50827 35 47 804 20 2033 1003867000 61130  62668.50 3837.79
A:iﬁﬁ;ityséks: o 169.2541213 255.255.255.255 2 1685 2 1685 0 0 1010498000  0.0022 6116373.48 N/A
Additional RRs: O 169.254.147  169.254.1.255 1 & 1 &0 0 0 1013691000 0.0000 N/A N/A
5 queries
www.msn. com: type A, class IN 65.55.253.27 192.168.1.7 9 2074 3 204 6 2070 1460531000 67915  1064.86 2438.34
192.168.1.7 207.46.193.176 § 1172 5 17 3 455 1.463244000 01165  49226.76 31238.74
67148147113 192168.1.7 9 1619 4 852 5 767 1484162000 0.2664  25585.68 2303312
64.4.21.39 19216817 6 1390 2 536 4 854 1.500961000 0.4409 972576 15495.89
192.168.1.7 204.245.34.139 13 3809 4] 2098 7 1711 1.509582000 11311 14838.76 12101.58
65.55.5.232 19216817 28 12380 12 8562 16 3818 1.963498000 08334 82192.08 36651.41
63.235.36.105 192168.1.7 9 1387 4 664 5 723 1.974914000 0.2965  17913.87 19505.61
157.56.51.123 19216817 19 7963 9 5910 10 2053 2.130004000 03354  140969.79 48989.71
75.98.29.8 192.168.1.7 37 22100 1 19791 16 2309 2566532000 04933  320986.75 37449.27
169.2541.69  169.254.1.255 1 60 1 60 0 0 4.890550000 0.0000 MN/A N/A
1731947399 192168.1.7 32 28933 23 27000 9 1933 7.804066000 08241 23374245 16734.23
9 eb
00 39 16 d2 00 00 80
01 01 c2 ff 00 35 00
00 00 00 00 00 00 03
6f 6d 00 00 01 00 01

Mame resolution

[ Help

||

Copy

[T Limit to display filter

Follow Stream

Graph A—B

Graph A—B

i Close I
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‘ Conversations: CaseStudyl.pcapﬂw m m =0 x J
e

Ethernet: 6 | Fibre Ri ht Ii k N thi P: 15 | Token Ring | UDP: 16| Use | wian]

g C C O S ) IPvd Conversations
Address A 4 Address B Bytes 1 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 4 bps A-B 1
19216811 4 2617 12 1732 12 885 0957053000 68083 203516 1029.90
65.55.84.56 55 50827 ED 47 894 20 2933 1003867000 61139 6266850 3837.79
169.254.1.213 2 1695 2 1695 0 0 1010498000 00022 611637348 N/A
169.254.1.47 1 60 1 60 0 0 1.013691000  0.0000 N/A N/A

g > S e
655525327 19216817 - 67915  1064.86 243834

Prepare a Filter ’ Mot Selected r

19216817  207.46.193. ) 000 01165 4922676 31238.74
67148147113 19216817 | Packet , ' - and Selected ’ 00 02664  25585.68 2303312
6142139  18216817|  Colorize Conversation g =l S ' 000 04409 972576 15495.39
10216817  204.24534130 13 3809 S riliesne ' 00 11311 1483876 12101.58
65555232 10216817 28 12380 1 - ornotSelected ' 000 08334 8219208 36651.41
63.23536.105 19216817 9 1387 4 664 5 000 02965 1791387 19505.61
1575651123 19216817 19 7963 9 5910 10 000 03354 14096979 48969.71
7598298 19216817 37 22100 n 19791 16 00 04933 32008675 3744927
169254169  169.254.1.255 1 60 1 60 0 0 4990550000  0.0000 N/A N/A
1731947399 19216817 32 28933 3 27 000 9 1933 7804066000 00241 23374245 16734.23

Mame resolution

[T Lirnit to display filter

e ]|

Copy

Follow Stream Graph A—B Graph A~B
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File Edit View Go Capture Analyze Statistics Telephon! Tools Internals

oo dms B Aes»0T2 (EE NdROEDD % B

Fil‘ti ip.addr==192.168 1.7 && ip.addr==207.46.140 46 ] IZIEl(prion... Clear Apply Save

Help

Mo. Time Source Destination Protocel Length Info

56 1.448913 192.168.1.7 207.46.140.486 TCP 66 49636-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1

82 1.537809 207.46.140.46 192.168.1.7 TCP 66 80-49636 [SYN, ACK] Seq=0 Ack=1 win=4380 Len=0 M55=1460 W5=1 SACK_PERM=1
83 1.537891 192.168.1.7 207.46.140.486 TCP 54 49636-80 [ACK] Seq=1 Ack=1l Win=65700 Len=0

84 1.538291 192.168.1.7 207.46.140.406 HTTP 802 GET /default.aspx?parsergroup=hops&fk=w&gp=P&optkey=default&cp=default&rf=_&di=340&pi=7317&ps|
95 1.630817 207.46.140.46 192.168.1.7 HTTP 346 HTTP/1.1 204 No Content

103 1.848801 192.168.1.7 207.46.140.486 TCP 54 49636-80 [ACK] Seq=749 Ack=293 wWin=65408 Len=0

This panel has fewer packets,
easier to stud

-

Frame 56: 66 bytes on wire (528 bits), f s

Ethernet II, src: vmware_db:f6:71 (00:0 M Conversations: CaseStudyl.pcap

Internet Protocol Version 4, Src: 192.1

Transmission Control Protocol, SFc POrt|| |ethemet:6 | Fibre channe [ Fopi| 1P 16 [pve:1 | 1px] 1| nice | Rsve | scTe | Tepi1s] Toker ring | upp:16] use | wian]

IPvd Conversations

Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 Rel Start 4 Duration 4 bps A—B 4 bps A-B bl
19216811 192168.1.7 24 2617 12 1732 12 885 0957053000 6.8083 203516 1039.90
65.55.84.56 19216817 55 50827 35 47 894 20 2933 1.003867000 61139 6266859 3837.79
169.2541.213  255.255.255.255 2 1685 2 1695 0 0 1.010498000 0.0022 611637348 MN/A
169.2541.47  169.254.1.255 1 60 1 60 0 0 1.013631000 0.0000 N/A MN/A
192168.1.7 207.46.140 46 6 1388 4 976 2 412 1448913000 03999 1952547 824231
65.55.253.27 19216817 9 2974 3 904 4] 2070 1460531000 6.7915 1064 .86 2438.34
19216817 20746193176 § 1172 5 717 3 455 1463244000 01165  49226.76 31238.74
67148147113 192168.1.7 9 1619 4 852 5 767 1484162000 0.2664  25585.68 2303312
64.4.21.39 19216817 6 1330 2 536 4 854 1.500961000 0.4409 972576 1549589
19216817 20424534139 13 3809 4] 2098 7 1711 1.508582000 11311 1483876 12101.58
65.55.5.232 19216817 28 12380 12 8562 16 3818 1963498000 08334 8219208 3665141
63.235.36.105 19216817 9 1387 4 64 5 723 19745914000 0.2965 1791387 19505.61
157.56.51.123 19216817 19 7963 9 5810 10 2053 2130004000 0.3354  140963.79 48969.71
75.98.298 19216817 37 22100 al 19791 16 2309 2566532000 04933 320986.75 37449.27
169.2541.69  169.254.1.255 1 60 1 60 0 0 4.990550000 0.0000 N/A MN/A
1731947399 19216817 32 28933 23 27000 9 1933 7.804066000 09241 23374245 16734.23

0000 00 18 01 b9 eb 02 00 Oc 29 db f6 7]

0010 00 34 16 e5 40 00 80 06 00 00 cO a

0020 Bc 2e cl ed4 00 50 9e 63 57 49 00 0|

0030 20 00 1d 33 00 00 02 04 05 b4 01 0O

0040 04 02

O M File: "C:\tmp\Boot- capture)\ CaseStudyl.pca... | Packet

Name resolution [ Limit to display filter

’ Help ] ’ Copy Follow Stream Graph A—B Graph A—B i Llose I
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; AMi‘S

(/0040 04 02

ol e

Click here |

M CazeStudylpcap [Wireshark 112.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - ——

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

O] X2 Ae»dTLIBEE @ [~ W U e
Filter: | IZ| Expression.. Clear Apply Save
Ma, Time Source Destination Protocol Length Info -
Y 207.46.140. 46 66 49636-80 [SYN] Seg=0 Win=B192 Len=0 M55=1460 WS=4 SACK_PERM=1
57 1.459771  192.168.1.1 192.168.1.7 DNS 127 standard query response 0Ox6c60 CNAME udc.udcO.glbdns.microsoft.com A 65.55.253.27
58 1.460531 192.168.1.7 65.55.253.27 TCP 66 49637-80 [5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
59 1.461213 192.168.1.7 192.168.1.1 DNS 69 standard gquery Ox5500 A c.msn.com
60 1.462785 192.168.1.1 192.168.1.7 DNS 90 standard gquery response Oxce82 A 207.46.193.176 E]
61 1.463244 192.168.1.7 207.46.193.176 TCP 66 49638-80 [5¥YN] Seq=0 Win=8192 Len=0 M55=1460 wW5=4 SACK_PERM=1
62 1.463791 192.168.1.7 192.168.1.1 DNS 72 standard gquery Ox236b A www.bing.com
63 1.470807 65.55.253.27 192.168.1.7 TCP 66 B0-49637 [S5¥YN, ACK] Seq=0 Ack=1 Win=4380 Len=0 M55=1460 W5=1 SACK_PERM=1
64 1.470892 192.168.1.7 65.55.253. 27 TCP 54 49637-80 [ACK] Seg=1l Ack=1 Win=65700 Len=0
65 1.471377 192.168.1.7 65.55.253.27 HTTP 1049 GET /c.gif7evi=impr&js=1&rid=45def397b817495bae983b0f282b2c51&exa=&pp=Falsel&bd=&gnd=&cts=1
66 1.483302 192.168.1.1 192.168.1.7 DNS 197 standard query response 0x8281 CNAME b.scorecardresearch. com. edgesuite.net CNAME al294.w2
67 1.484162 192.168.1.7 67.148.147.113 TCP 66 49639-+80 [5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
68 1.489756 65.55.253.27 192.168.1.7 HTTP 419 HTTP/1.1 200 oK (GIF89a)
69 1.494163 192.168.1.1 192.168.1.7 DNS 118 standard query response 0x5500 CNAME c.msn.com.nsatc.net A 64.4.21.39
70 1.496408 207.46.193.176 192.168.1.7 TCP 62 80-49638 [SYN, ACK] Seg=0 Ack=1 Win=8192 Len=0 M55=1460 SACK_PERM=1
71 1.496475 192.168.1.7 207.46.193.176 TCP 54 49638-+80 [ACK] Seg=1 Ack=1 Win=64240 Len=0
72 1.499904 192.168.1.7 207.46.193.176 HTTP 489 GET /action/MSN_Homepage_Remessaging_111808/nc?a=1 HTTP/1.1
73 1.500961 192.168.1.7 64.4.21.39 TCP 66 49640-+80 [5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1 %
4 i ] v

# Frame 56: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
# Ethernet II, src: vmware_db:f6:71 (00:0c:29:db:f6:71), Dst: Actionte_b9:eb:02 (00:18:01:b9:eb:02)
Internet Protocol version 4, src: 192.168.1.7 (192.168.1.7), Dst: 207.46.140.46 (207.46.140.46)

@ Transmission Control Protocol, Src Port: 49636 (49636), Dst Port: 80 (80), Seq: 0, Len: O

|

0000 00 18 01 b9 eb 02 00 Oc 29 db f&6 71 08 00 45 00 ........ J..qg..E.
0010 00 34 16 e5 40 00 80 06 00 00 cO aB 01 07 cf 2e ALLBL L.
0020 8¢ 2e cl e4 00 50 9e 63 57 49 00 00 00 0O 80O 02  ..... P.C WI......
0030 20 00 1d 33 00 00 02 04 05 b4 01 03 03 02 01 01 T

Q g| File: "C:\tmp'\Boot-capture\CaseStudyl .pca... | Packets: 266 - Displayed: 266 (100.0%) - Load time: 0:00.005 Profile: Default
3
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HHMIVERLEIT Y.

M CaseStudylpcap [Wireshark 112.3 (v1.12.3-0-gbb3e9a0 from master-1.12)]

|_|:|||E|I 7 .|1

File Edit View Go Capture Analyze Statistics Teleph y Tools ] s Help
CO) B ace+*aTLIEE QaaaD #@B % &
Filter: | IZ| Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info -
561.448913 192.168.1.7 207.46.140.46 TCP 66 49636-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
57 1.459771 192.168.1.1 192.168.1.7 DNS 127 standard query response 0x6c60 CNAME udc.udcO.glbdns.microsoft.com A 65.55.253.27
58 1.4605  rJ £5.55. 253,27 TCE 664063780 [s¥N], Seq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
59 1.4612] 4 Wireshark: Filter Expression - Profile: Default - - B | x5500 A c.msn.com E
60 1.4627 _— — — esponse Oxce82 A 207.46.193.176
61 1.4632 eq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
62 1.4637 Field name Relation Value (Protocol) x236b A www.bing.com
63 1.470 is present | K] Seq=0 Ack=l win=4380 Len=0 M55=1460 WS=1 SACK_PERM=1
64 1.470: : eq=1 Ack=1 win=65700 Len=0
65 1.4713 104asdu - [EC 60870-5-104-Asdu == Predefined values: impr&js=1&rid=45def397b817495bae082b0f282b2c51&exa=_&pp=False&bd=&gnd=_&cts=1
66 1.4833 [# 17224 - IEEE 17222 Protocol = esponse 0x8281 CNAME b.scorecardresearch. com.edgesuite. net CNAME al294.w2
67 1.48414 | eq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
68 1.4897) 20\West - 29West Protocol ES I (GIE89a)
69 1.49414 2dparityfec - Pro-MPEG Code of Practice #3 relea < (Fresponse 0x5500 CNAME c.msn.com.nsatc.net A 64.4.21.39
70 1.4964() 3COMXNS - 3Com XNS Encapsulation sz K] Seq=0 Ack=1 win=8192 Len=0 M55=1460 SACK_PERM=1
71 1.49644 (F5eq=1 Ack=1 win=64240 Len=0
72 1.4999() [ 3GPPZ ALl - 3GPPZ AlL “= Il_Homepage_Remessaging_111808/nc?a=1 HTTP/1.1
73 1.50094) 6LoWPAN - IPvG over [EEE 802154 contains F5eq=0 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1 i
4 I 80211 Radiotap - IEEE 802,11 Radiotap Capture he matches I | E
Frame 56: 6 802.11 RSNA EAPOL - IEEE 802.11 RSNA EAPOL ke
# Ethernet II| |P:eb:02)
Internet Pr 802.3 Slow protocols - Slow Protocols .46)
9P - Plan9
A-bis OML - GSM A-bis OML 48 Range (offset:length)
Ll F—— 3 | |

0000
0010
0020
0030
0040

00
o0
8c
20
04

18 01 b9 eb 02 00 Oc
34 16 e5 40 00 80 06
2e ¢l ed4 00 50 9e 63
00 1d 33 00 00 02 04
02

29 db f6 71 08
00 00 cO a8 01
57 49 00 00 00
05 b4 01 03 03

00 45 00
07 cf 2e
00 80O 02
02 01 01

Q @| File: "C:\tmp"\Boot-capture\CaseStudyl .pea... | Packets: 266 -

Displayed: 266 (100.0%) - Load time: 0:00.005

Profile: Default
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»
HHMIVERLEIT Y.

B s |

Scroll dde I’Eo
find http

Field name

& 104apci - IEC 60870-5-104-Apci

104asdu - IEC 60870-5-104-Asdu == Predefined values:

i 17224 - [EEE 17223 Protocol =
29West - 20West Protocol >

' 2dparityfec - Pro-MPEG Code of Practice #3 relea <

SCOMEKNS - 3Com XN5 Encapsulation =

3GPP2 A1l - 3GPP2 All <=

G6LoWPAN - IPvG over IEEE 802,154 contains

80211 Radictap - IEEE 80211 Radictap Capture he matches

80211 RSMA EAPOL - IEEE 80211 RSMA EAPOL ke
I 802.3 Slow protocels - Slow Protocols

QP - Plan 9

A-bis OML - GSM A-bis OML _ Range (offset:length)
1 | m | b

+

+

-+

+

(8] 4 iCancel




=

AMES

b
EMIVEREIT ¥,

Field name Relation Value (Protocol)
HPSW - HP Switch Protocol - is present
HPTEAM - HP MIC Teaming Heartbeat —— Pradefined values:
H5R - High-availability eamless Redundancy (IEt I=
I H5R_PRP_SUPERVISION - HSR/PRP Supervision (Il 5
! HSRP - Cisco Hot Standby Router Protocol < |
B HTTP - Hypertext Transfer Protocol n=
NP2 - HyperText Transfer Protocol 2 <=
Hypen SN - Hyper5C3l contains I
2C - Inte qrated Circuit matches |
[AP - Informas ess Protocol
[APP - Inter-Acce Protocol
I [AK2 - Inter-Astensk & .
q ICAP - Internet Content 2 Wotocol i Range (offset:length) I

e

Click hereto )
q expand It OK Cancel
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M Wireshark: Filter Expression - Profile: Defaul_ ESEE

Field name Relation Value (Protocaol)
HPSW - HP Switch Protocol - is present
HPTEAM - HP NIC Teaming Heartbeat —= N S S ~
HSR - High-availability Seamless Redundancy (IEC | SC rO” down to
I HSR_PRP_SUPERVISION - H5R/PRP Supervision (I

[

HSRP - Cisco Hot Standby Router Protocol .jél\ fi n C 1tt p . req U ESt y

B HTTP - Hypertext Transfer Protocol =
http.accept - Accept (HTTP Accept) =
http.accept_encoding - Accept Encoding (HT1 contains
http.accept_language - Accept-Language (HT matches

http.authbasic - Credentials
http.authorization - Authornzation (HTTP Auth
http.cache_contrel - Cache-Control (HTTP Ca

| http.chat - Expert Info (Formatted text) Range (offset:length)

1| I} | 3

[8]4 Cancel
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M Wireshark: Filter Expression - Profile: Defaul_ EESREERT

Field name Relation Value (Character string)
http.proxy_authonzation - Proxy-Authorizatior is present
http.proxy_connect_host - Proxy-Connect-Ho: __ Predefined values:
http.proxy_connect_port - Proxy-Connect-Por I
i http.referer - Referer (HTTP Referer) }
http.request - Request (TRUE if HTTP request) .
http.request.full_uri - Full request URT (The full—| | __
http.request.line - Request line e r
http.request.method - Request Method (HTTP contains
http.request.uri - Request URI (HTTP Request- matches '
http.request.version - Request Version (HTTP | '
http.request_in - Request in frame (This packe |
' http.response - Response (TRUE if HTTP respo |
\ http.response.code - Status Code (HTTP Respe il Range (offset:length) I
1 | o "| ) " b i

(8] 4 Cancel |

r
|
1
o i




-
M Wireshark: Filter Expression - Profile: Default

=]

5

http.proxy_authornzation - Proxy-Authonzatior is present

http.proxy_connect_host - Proxy-Connect-Hoe

Field name Relation Value (Character string)

Predefined values:

http.proxy_connect_port - Proxy-Connect-Por
http.referer - Referer (HTTP Referer)

) http.request - Request (TRUE if HTTP request)
http.request.full_uri - Full request URI (The full —

http.request.line - Request line
http.request.method - Request Method (HTTP
http.request.un - Request URI (HTTP Request-

http.request.version - Request Version (HTTP |

http.request_in - Request in frame (This pa
http.response - Response (TRUE if HTTP re
| http.response.code - Status Code (HTTP R

Click on ==

4 | 1 | ¢




! Wireshark: Filter Expression - Profile: Default EM

Field name Relation Value (Character string)

http.proxy_authonzation - Proxy-Authorizatior is present G TI

htto. t host - P - t-Hoe :
P-proxy_connect_host - Froxy-L.onnect-Ho lefined values:

http.proxy_connect_port - Proxy-Connect-Por |
http.referer - Referer (HTTP Referer)

-

] http.request - Request (TRUE if HTTP request) .
http.request.full_uri - Full request URT (The full— | _ _
http.request.line - Request line ‘e
http.request.method - Request Method (HTTP :

contains
http.request.ur - Request URI (HTTP Request- mate

http.request.version - Request Version (HTTP |
http.request_in - Request in frame (This packe

Type in GET

Range (offset:length)

http.response - Response (TRUE if HTTP respo

http.response.code - Status Code (HTTP Respe

1| 1 ' 3

)4 | | Cancel




-

48 JAMES

IIHI'UEI‘.SIT“-

M CaseStudylpcap [Wireshark 112.3 (v1.12.3-0-gbb3e0a0 from master-112)] - —— - =] = [
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

e ® B2 AaesdTEL/IEE QB @#@Mx| B
Filter: | http.request.method == "GET" IZ| Expression.. Clear Apply Save
[|MNo. Time Source Destination Protocol Length Info -
1.7 /7ocid=iehp HTTP/1.1
65 1.471377 192.168.1.7 65.55.253.27 HTTP 1049 GET /c.gif?evt=impr&js=1&rid=45def397b817495bac983b0f282b2c51&exa=8&pp=False&bd=8&gnd=&cts=1
721.499904 192.168.1.7 207.46.193.176 HTTP 489 GET /action/MSN_Homepage_Remessaging_111808/nc?a=1 HTTP/1.1
77 1.508578 192.168.1.7 67.148.147.113 HTTP 527 GET /b?cl=2&c2=3000001&c7=http%3A%2F%2Fwww. msn. com2F%3Focid¥%3Diehp&c9=_&rn=1332688523104
84 1.538291 192.168.1.7 207.46.140.46 HTTP 802 GET /default.aspx?parsergroup=hops&fk=wagp=P&optkey=default&cp=default&rf=_di=340&pi=73178&
91 1.593353 192.168.1.7 64.4.21.39 HTTP 680 GET /c.gif?udc=true&di=340&pi=7317&ps=95101&1ng=en-us&tp=http%3A%2F%2Fwww. msn. com¥%2Fdefaul
94 1.598267 192.168.1.7 204.245.34.139 HTTP 578 GET /partner/primedns.gif HTTP/1.1 -
104 1.854517 192.168.1.7 204.245.34.139 HTTP 710 GET /sck?cn=_sS&r=http://waw.msn. com/sck. aspx&form=MsN005&h=Fe92cd76-4ch3-03b6-8afc-cd7f85|
115 1.986251 192.168.1.7 63.235.36.105 HTTP 483 GET /gsonhs. aspx?form=MsN005&g= HTTP/1.1
119 2.043988 192.168.1.7 65.55.84.56 HTTP 837 GET /sck.aspx?cv=_55%3d5ID%3d7C73BA2D0DED4 52E95CEDE3AFELS79B0%3b&h=Fe92cd76-4cb3-03b6-8afc
122 2.056281 192.168.1.7 65.55.5.232 HTTP 636 GET /ADSAdC]ient3l.d117GetSAd=&DP1S=4&PN=MSFT&ID=15A7 8A4A61DAG91COF38896465DA6922&MUID=154
| 129 2.188858 192.168.1.7 204.245.34.139 HTTP 636 GET /msnhomepagehistory. aspx?sid=7C73BA2D0DED4 52E95CEDE3AFEL879B0& =1332688523926 HTTP/1.1
149 2.414240 192.168.1.7 65.55.5.232 HTTP 638 GET /aDSAdClient3l.d117GetSAd=&DP1S=4&PN=MSFT&ID=15A78A4A61DA691COF38896465DA6922&MUID=154
| 164 2.502977 192.168.1.7 65.55.5.232 HTTP 638 GET /aDSAdClient3l.d117GetSAd=&DP1S=4&PN=MSFT&ID=15A78A4A61DA691COF38896465DA6922&MUID=154
165 2.503215 192.168.1.7 65.55.5.232 HTTP 638 GET /ADSAdC]lient3l.d117Get5Ad=&DP15=4&PN=M5SFT&ID=15A7 8A4A61DAG91COF38896465DAG922&MUID=152
169 2.533468 192.168.1.7 65.55.5.232 HTTP 638 GET /aDSAdClient3l.d117GetSAd=&DP1S=4&PN=MSFT&ID=15A78A4A61DA691COF38896465DA6922&MUID=154
| 183 2.651686 192.168.1.7 75.98.29.8 HTTP 678 GET /cookE/geoip/iframe?spacedesc=2186184_1116771_300x120_2186181_2186184&target=_blank&ac
199 2.875084 192.168.1.7 75.98.29.8 H 851 GET /x1/PROD/19706/creatives /mat_boygr1_fbsingle_RePopScrollImgDsslveFadeForm_vsgeo_Mgendc ~

\

| 3

Frame 10: 516 bytes on wire (4128 bits),
Ethernet II, src: vmware_db:f6:71 (00:0c:29:
Internet Protocol version 4, src: 192.168
Transmission Control Protocol, Src Por

ts)

_bh9:eb:02 (00:18:01:b9:eb:02)
.55.84.56 (65.55.84.56)

(80), seq: 1, Ack: 1, Len: 462

This panel has fewer packets,
easier to stud

HEBHBE

IDUDU 00 18 01 b9 eb 02 00 Oc 29 db f6 71 08 00 45 00 ........ ..q..E. =
(10010 01 f& 16 d5 40 00 80 06 00 00 cO aB 01 OF 41 37

0020 54 38 cl e3 00 50 f8 9c 14 b8 aa 49 97 cd 50 18 T8...P.. ...I..P.
0030 fa fD 59 07 00 00 47 45 54 20 2f 3F 6f 63 69 64 ..v...GE T /?ocid
0040 3d 69 65 68 70 20 48 54 54 50 2f 31 2e 31 0d 0a —iehp HT TP/L.1.. i
NNEN A1 E2 £2 EE TN TA A N Fa IF A NAd nNa A1 [~ At s S A

Packets: 266 - Displayed: 22 (8.3%) - Load time: 0:00.005 Profile: Default

("] M| File: "C:\tmp'\Boot-capture\ CaseStudyl.pea...




This example has more
advanced features (find attacks
from packets!)
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r‘ 1€ dy2.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e%al from master-1.12)] EIEM
File Edit View Go Capture Analyze Statistics Telephon! Tools  Internals Help
© ® B2 AesTL (EE Qaal @®@M% 8
Fille|:| IZ| Expression... Clear Apply Save
| [No. Time Source Destination Protocol  Length Info -
feB0::9ce2:41a0:671Ff02::1:2 157 solicit XID: Ox267e0f CID: 000100011701d2b4000c29ff71d1 ™

15 16.

vmware_ff:71:d1

192.168.1.

105

19

71:d1

212.957913 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.105
3 12.959857 Cisco-Li_bb:6b:fe wvmware ff:71:d1 ARP 60 192.168.1.1 is at 00:0f:66:bb:6b:fe
4 12.959881 192.168.1.105 68.105.28.11 DNS 76 standard query 0x3f60 A go.microsoft.com
512.97569% 68.105.28.11 192.168.1.105 DNS 545 standard query response 0x3f60 CNAME www.go.microsoft.akadns.net A 65.55.57.251
6 16.086567 Vmware_5a:49:c4 Broadcast ARP 60 who has 192.168.1.1057 Tell 192.168.1.104
7 16.086608 vmware_ff:71:d1 Vmware_5a:49:cd4 ARP 42 192.168.1.105 is at 00:0c:29:ff:71:d1
8 16.104430 Vmware_5a:49:c4 Broadcast ARP 60 who has 192.168.1.1057 Tell 192.168.1.104
9 16.104470 Vmware_ff:71:d1 Vmware_5a:49:c4 ARP 42 192.168.1.105 is at 00:0c:29:ff:71:d1
13 16.114045 vVmware_ff:71: Broadcast 42 who has 192.168.1.1047 Tell 192.168.1.105
14 16. vmware_5a:49:c4 vmware_ff ARP 60 192.168.1.104 is at 00:0c:29:5a:49:c4

(=1 Win=0 Len=0

54 11158368 [RST, ACK] Seg=1l Ac

-

Frame 1: 157 bytes on wire (1256 bits), 157
Ethernet II, src: vmware _ff:71:d1 (00:0c:29:
Internet Protocol Version &, Src: Te80::9c
User Datagram Protocol, Src Port: 546 (54
DHCPVE

256 bits)
omcast_01:00:02 (32:33:00:01:00:02)
::0ce?2:41a0:6715:cf12), bDst: FF02::1:2 (Ff02::1:2)

BHEBEHBEBE

This example has many (too
many?) packets

L W W W W S S S W W W W W W W S W W O S a5 O W

17 ha _nn

Nt A
ll. @| File: "C:\tmp\Boot-capture\CaseStudy2.pca...

Packets: 204914 . Displayed: 204314 (100.0%) - Load time: 0:02.379 Profile: Default
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||@ Ethernet II, 5rc: Vmware_ff:

|| @ Internet Protocol version 6,
User Datagram Protocol, Src
DHCPVE

OMNC-RPC Programs
Sametime

TCP StreamGraph

UDP Multicast Streams
WLAN Traffic

IP Statistics
BQOTP-DHCP...

-
M CaseStudy2pcap [Wireshark 1123 (v1123-0-gbb3e9a0 from master-112] [E=EE
Eile Edit View Go Capture Analyze] Statistics elephonI Tools Internals  Help
|E 8@ auUmmary I@\Q@\Elliﬁﬁﬁlﬁ
Comments Summary
. pression...  Clear Apply Save
Source | Protocol Hierarchy I otocol Length Info -
[EBERYRS @ Conversations HCPVE 157 Solicit XID: Ox267e0f CID: 000100011701d2b4000c29ff71d1 =
212.957913 Vmware_ff:71 8 Endpoints RP 42 who has 192.168.1.17 Tell 192.168.1.105
3 12.959857 Cisco-Li_bb:¢ napoun RP 60 192.168.1.1 is at 00:0f:66:bb:6b:fe
4 12.959881 192.168.1.10 Packet Lengths... NS 76 standard query 0x3f60 A go.microsoft.com
512.975699 68.105.28.11| |« 10 Graph NS 545 standard query response 0x3f60 CNAME www.go.microsoft. akadns.net A 65.55.57.251
6 16. 0B6567 Vmware_5a:49 . . RP 60 who has 192.168.1.1057 Tell 192.168.1.104
7 16. 086608 vmware_ff:71 Conversation List Y \rp 42 192.168.1.105 is at 00:0c:29:ff:71:d1
B 16.104430 vmware_5a:49 Endpoint List r IRP 60 who has 192.168.1.1057 Tell 192.168.1.104
9 16.104470 Vmware_ff:71 Service Response Time » \RP 42 192.168.1.105 is at 00:0c:29:ff:71:d1
29West »
ANCP
BAChet » IRP 42 who has 192.168.1.1047 Tell 192.168.1.105
Collectd RP 60 192.168.1.104 is at 00:0c:29:5a:49:c4
CP 54 111-5836 ck=1 win=0 Len=0
Compare...
Flow Graph...
HART-IP %
HTTP v I g

- v

red (1256 bits)

Dst: IPvemcast_01:00:02 (33:33:00:01:00:02)

cf12 (feB0O::9ce2:41a0:6715:cf12), Dst: ff02::1:2 (ff02::1:2)
547 (547)

0000
0010
0020
0030
0040

fatatl-Aa

00 01
00 &7
67 15
00 01
00 08

ha

A

oo
11
cf
0o
oo
nin

17 v

29 ff
00 00
00 00
02 23
00 01

A1

71

86
00
00
5e
00

nn

4
@ IE| File: "C:\tmp'Boot-capture’\CaseStudy2.pea...
-

Packets: 204914 . Displayed: 204914 (100.0%) . Load time: 0:02.379

Profile: Default



-

48 JAMES
EMIVERSITY
M Wireshark: Protocol Hierarchy Statistics s SRS
Display filter: none
Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s
= Frame [ 10000%  24914]  10000% 21959465 0788 0 0 0000
Bl Ethernet 204914 21950465 0.788 0 0 0000
=l Internet Protocol Version 6 I 0.00 % 3 I 0.00 % 327 0.000 0 0 0.000
[= User Datagram Protocol I 0.00 % 3 I 0.00 % 327 0,000 0 0 0.000
DHCPvG | 0.00 % 1 | 0.00 % 157 0,000 1 157 0.000
Domain Mame Service I 0.00 % ZI 0.00 % 170 0.000 2 170 0.000
Address Resolution Protocol | 0.01 % 19| 0.00 % 1014 0.000 13 1014 0.000
& Internet Protocol Version 4 204892 21958124 0.788 0 0 0000
[= User Datagram Protocol I 017 % 342' 033 % 72921 0.003 0 0 0.000
Domain Mame Service I 0.15% 315 I 030 % 66585 0.002 315 66585 0.002
| [= MetBIOS Datagram Service I 0.00 % 9| 0.01 % 2076 0.000 0 0 0.000
| = SMB (Server Message Block Protocol) | 0.00 % 9| 0,01 % 2076 0.000 0 0 0.000
= SMB MailSlot Protocol I 0.00 % 9| 0.01 % 2076 0.000 0 0 0.000
Microsoft Windows Browser Protocol I 0.00 % 9 I 0.01 % 2076 0.000 9 2078 0.000
Data | 0.00 % 4 001 % 1964 0.000 4 1964 0.000
Hypertext Transfer Protocol I 0.01 % 12 I 0.01 % 2100 0.000 12 2100 0.000
MNetBIOS Name Service I 0.00 % ZI 0.00 % 196 0.000 2 196 0.000
: = Transmission Control Protocol 204550 21885203 0.785 9555 4092824 0.147
[ [= Hypertext Transfer Protocol I 0.71 % 1448 l 4.54 % 936229 0.036 786 510981 0.018
I Line-based text data I 012 % 241 I 0.86 % 189253 0.007 241 189259 0.007
| Compuserve GIF | 0.09 % 177 | 0.51 % 112399 0.004 177 112399 0.004
Media Type I 0.02 % 38 I 013 % 27454 0,001 38 27454 0.001
JPEG File Interchange Format I 0.05 % 108 I 039 % 86042 0.003 108 86042 0.003
Portable Network Graphics I 0.02 % 46 I 016 % 36023 0.001 46 36023 0.001
[= JawaScript Object Motation I 0.02 % 36 I 0.09 % 20632 0,001 3 588 0.000
Line-based text data I 0.02 % 33 I 0.09 % 20034 0,001 33 20034 0.001
Text item I 0.00 % 1 I 0.01 % 1304 0.000 1 1304 0.000
Online Certificate Status Protocol | 0.01 % 11 | 0.04 % 9402 0.000 11 9402 0.000
eXtensible Markup Language I 0.00 % 1 I 0.00 % 936 0.000 1 996 0.000
Malformed Packet I 0.00 % 3 I 0.00 % 710 0.000 3 710 0.000
HTML Form URL Encoded I 0.00 % 1 I 0.00 % 1027 0.000 1 1027 0.000
[=l Secure Sockets Layer I 0.03 % 61 I 012 % 26352 0,001 = e L00d
Cacire Cocloto] o or ! 000 e 'J! 001 e O . O O
| File Transfer Protocol (FTP) 94.40 % 9344 7630 % 16755478 0601 1 T h I S I S S u S I C I O u S
Malformed Packet | 0.01% 18| 005 % 10257 0.000 L p
[= MetBIOS Session Service I 0.01 % 18 I 0.01 % 2822 0.000 - T " | |
[= SMB (Server Message Block Protocol) I 0.01 % 15 LaRan B aho e R [ala] =Bl daaE. D000
£l SMB Pipe Protocol | 0.00 %
Microsoft Windows Lanman Remote API Protocol I 0.00 % H f h = S ?
s ow to turther Investigate:
1\
. - | S——— U
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M CaseStudy2pcap [Wireshark 1123 (v1123-0-gbb3e0a0 from master-112] [E=REER

X2 a+es»wTL2ERFQaaal #20M% @

B&prmion... Clear Apply Save

Filter, ftpl W

Source Destination Protocol Length Info
eB0::9ce2:41a0:671FF02::1:2 DHCPVE 157 Solicit XID: Ox267e0f CID: 000100011701d2b4000c29ff71dl ™

|No.

are_ff:71:d1 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.105
| Li_bb:6b:fe vmware_ff:71:d1 ARP 60 192.168.1.1 is at 00:0f:66:bb:6b:fe
68.105.28.11 DNS 76 standard gquery Ox3f60 A go.microsoft.com
192.168.1.105 DNS 545 standard gquery response 0x3f60 CNAME www.go.microsoft. akadns.net A 65.55.57.251
i Broadcast ARP 60 who has 192.168.1.1057 Tell 192.168.1.104
vmware_5a:49:c4 ARP 42 192.168.1.105 is at 00:0c:29:ff:71:d1

ARP 60 who has 192.168.1.1057 Tell 192.168.1.104
42 192.168.1.105 is at 00:0c:29:ff:71:d1

Broadcast
are_5a ARP

42 who has 192.168.1.1047 Tell 192.168.1.105
60 192.168.1.104 is at 00:0c:29:5a:49:c4
54 11158368 [RST, Al = =1 Win=0 Le

e WWE Need to reduce the # | '
|| @ Internet Protocol versi . 1:1:2)
=l of packets. Type this

0000 33 33 00 01 00 02 00 Oc 29 ff 71 d1 86 dd 60 00 33...... J.g... . s
0010 00 00 00 67 11 01 fe B0 0O 00 00 00 00 00 9c e2 e
0020 41 a0 &7 15 cf 12 ff 02 00 00 00 00 00 00 00 00  A.gQe.... oovnon.. @
0030 00 00 00 O1L 00 02 02 22 02 23 00 67 5e f5 01 26 ....... SHgh L&
0040 7e OF 00 08 00 02 18 9c 00 01 00 Oe 00 01 00 01 e reaaae eaaaaaas i

Ancn__ 17 A3 A 0 FF T4 A1 An AD AN M- Ae A0 -1

[k NN
@ g| File: "C:htmp'\Boot-capture'CaseStudy2.pea... | Packets: 204914 - Displayed: 204914 (100.0%) - Load time: 0:02.379 Profile: Default
——————————
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48 JAMES

IIHI'UEI‘.SIT“-

- S - = Elg

File Edit View Go Capture Analyze Statistics Tefephon! Tools  Internals Help

as B Aes0T7s ([@EF QD @DD % B

B&plmion... Clear Apply Save

Time Source Destination Protocol Length Info -

.1, 1. Response: Microsoft Service I~
3444 52.738843 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3445 52.739045 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3447 52.739428 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3448 52.739601 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3449 52.739819 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3450 52.739977 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3474 52.750934 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Serwvice
3475 52.751130 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Sserwvice
3476 52.751302 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3477 52.751472 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3478 52.751644 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3479 52.751864 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Serwvice

3483 52.752602 192.168.1.105 192.168.1.104 FTP 93 rResponse: 220 Microsoft FTP Service -

1 \ N\ 3

<

\
Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 b
Ethernet II, src: vmware ff:71:d1 (00:0c:29:ff:71:d1), Dst: vmwar
Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105), D
Transmission Control Protocol, src Port: 21 (21), Dst Port: 48562
File Transfer Protocol (FTP)

:0c:29:5a:49:c4)
04 (192.168.1.104)
Ack: 1, Len: 27

[hi | has f ket
but how to proceed :
0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 dl 08 00 45 00 J.q...E -
0010 00 4f 11 60 40 00 80 06 00 00 cO a8 01 69 cO a8
0020 01 68 00 15 bd b2 e0 9e¢ eb ed 3b ac 23 cb 80 18 [ PR T E|
0030 01 04 84 63 00 00 01 01 08 Oa 00 04 cb a6 00 Ob P
0040 6&f S5b 32 32 30 20 4d 69 63 72 6f 73 &f 66 74 20 0[220 mi crosoft

ANEN A&

EA_EM M _E3 S5 T3 T7E &0 &3 &6 - na FTO Ceear den

@ M| File: "C:\tmp\Boot-capture\CaseStudy2.pca...

Packets: 204914 . Displayed: 193445 (94.4%) . Load time: 0:02.500 Profile: Default




-

48 JAMES

»
HHMIVERLEIT Y.

_
M CaseStudy2peap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - — - [E=TER ™

File Edit View Go Capture Analyze Statistics Telephon! Tools  Internals Help

@ @ B2 AespTFTL2/IEE Qe $¥M% B
Filter: |ftp IZ| Expression.. Clear Apply Save
[ |Na. Time Source Destination Protocol Length Info -
3443 52.738517 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Serwvice I~
3444 52.738843 192.168.1.105 192.168.1.104 FTP sponse: 220 Microsoft FTP service
3445 52.739045 192.168.1.105 192.168.1.104 FTP <220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP icrosoft FTP Service
3447 52.739428 192.168.1.105 192.168.1.104 FTP 93 Respons service
3448 52.739601 192.168.1.105 192.168.1.104 FTP 93 Response:
3449 52.739819 192.168.1.105 192.168.1.104 FTP 93 Response: 220
3450 52.739977 192.168.1.105 192.168.1.104 FTP 93 Resp
3474 52.750934 192.168.1.105 192.168.1.104 FTP 93 Resp o O
3475 52.751130 192.168.1.105 192.168.1.104 FTP 93 Resp
————————— ==1 Click on the first packet
| 3477 52.751472 192.168.1.105 192.168.1.104 FTP 93 Resp
Il 3478 52.751644 192.168.1.105 192.168.1.104 FTP 93 Resp
3479 52.751864 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Serwvice
3483 52.752602 192.168.1.105 192.168.1.104 FTP 93 rResponse: 220 Microsoft FTP Service -
< " b

ire (744 bits), 93 bytes captured (744 bits)

Ethernet II, src: vmware ff:71:dl (00:0c:29:ff:71:d1), Dst: vmware_5a:49:c4 (00:0c:29:5a:49:c4)
Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
= Transmission control Protocol, Src Port: 21 (21), Dst Port: 48562 (48562), seq: 1, Ack: 1, Len: 27
f Source Port: 21 (21
Destination Port:(48562 Y48562)
[stream index: 11
[TCP Segment Len: 27]
Sequence number: 1 (relative seguence number)
[Next sequence number: 28 (relative sequence number)]
Acknowledgment number: 1 ({relative ack number)
Header Length: 32 bytes

.... 0000 0001 1000 = Flags: 0Ox018& (PSH, ACK) L4 e
| e The details of the first packet

[window size scaling factor: 256]
| Checksum: 0x8462 [validation disabled]
urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEQ/AcK analysis]
= File Transfer Protocol (FTP)
E 220 Microsoft FTP Service\rin
Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

0000
0010
0020
0030
0040

(|nnen  F 2 a) fa)

. @ Frame (frame), 93 bytes Packets: 204914 . Displayed: 193445 (94.4%) . Load time: 0:02.500 Profile: Default

30 20 4d 69 63 72
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48 JAMES

IIHI'UEI‘.SIT“-

_
M CaseStudyZ.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - = B [t
Eile Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

B BEXR AaesaTaEEF aaan @B B B

BE}(prmion... Clear Apply Save

Time Source Destination Protocel Length Info -
738517 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service =
1. 1. 93 Response: 220 Microsoft Service
3445 52.739045 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1.104 FTP agnse: 220 microsoft FTP service
3447 52.739428 192.168.1.105 192.168.1.104 FTP 3 QMicrosoft FTP Service
3448 52.739601 192.168.1.105 192.168.1.104 FTP 93 Re®» S| FTP service
3449 52.739819 192.168.1.105 192.168.1.104 FTP 93 Respon _rvice
3450 52.739977 192.168.1.105 192.168.1.104 FTP S e =
3474 52.750934 192.168.1.105 192.168.1.104 FTP
3475 52.751130 192.168.1.105 192.168.1.104 FTP [
3476 52.751302 192.168.1.105 192.168.1.104 FTP CI ICk On the Second aCkEt
| 3477 52.751472 192.168.1.105 192.168.1.104 FTP
3478 52.751644 192.168.1.105 192.168.1.104 FTP
3479 52.751864 192.168.1.105 192.168.1.104 FTP T T T T T T T T T T
3480 52.752035 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
3481 52.752206 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service
3482 52.752400 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP service
3483 52.752602 192.168.1.105 192.168.1.104 FTP 93 Response: 220 Microsoft FTP Service -
< | [T 3
# Frame 3444: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)
Ethernet II, sSrc: Vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst: Vmware_5a:49:c4 (00:0c:29:5a:49:c4)
|| @ Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
= Transmission Control Protocol, sSrc Port: 21 (21), Dst Port: 48563 (48563), seq: 1, ack: 1, Len: 27

Source Port: 21 (
Destination Port!
I [stream index: 1138]

[TCP Segment Len: 27]
Sequence number: 1

[Next seguence number: 28
Acknowledgment number: 1 (ra
Header Length: 32 bytes

| TR The details of the 2nd packet

[window size scaling factor: 256]
| @ checksum: 0x8463 [validation disabled]
Urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Ope
# [SEQ/ACK analysis]
= File Transfer Protocol (FTP)
= 220 Microsoft FTP servicelrn
Response code: Service ready for
Response arg: Microsoft FTP Servic

equence number)
ive sequence number)]

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71
0010 00 4f 11 61 40 00 80 06 00 00 cO
0020 01 68 00 15 bd b3 5e a3 32 2d 3b

Close but a different number
op Geseaodl nhg f_r_Om the first packet

(T L W S - ' W T W = T4 4 E0_ 53 &5 nd e Lo N TV W)

@ M| File: "C:\tmp'Boot-capture\CaseStudy2.pea... | Packets: 204914 . Displayed: 193445 (94.4%) . Load time: 0:02.500 Profile: Default
=

m | »

1




EHIVERLEITY.,

F B
M CaseStudy2.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] [E=EE

Eile Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

B BEXE AP DT L Qaean| @B Mm% 8

|Z| Expression... Clear Apply Save

Filter: | ftp && tcp.dstport == 48652 || tcp.srcport == 48652|

(Mo, Time Source Destinati Protocel Length Info -
3443 52.738517 192.168.1.105 192.16 FTP 93 Response: 220 Microsoft FTP Service =
3444 52.738843 192.168.1.105 192.168. FTP 92 Response: 220 Microsoft FTP Service
3445 52.739045 192.168.1.105 192.168. FTP 93 Response: 220 Microsoft FTP Service
3446 52.739220 192.168.1.105 192.168.1 TP 93 Response: 220 Microsoft FTP service
3447 52.739428 192.168.1.105 192.168.1. 93 Response: 220 Microsoft FTP Service
3448 52.739601 192.168.1.105 192.168.1. 93 Response: 220 Microsoft FTP service
3449 52.739819 192.168.1.105 192.168.1.1 93 Response: 220 Microsoft FTP Service
3450 52.739977 192.168.1.105 192.168.1.1 93 Response: 220 Microsoft FTP Service
3474 52.750934 192.168.1.105 192.168.1. 93 Response: 220 Microsoft FTP Service
3475 52.751130 192.168.1.105 192.168.1.104 Response: 220 Microsoft FTP Service
3476 52.751302 192.168.1.105 192. 1. Response: 220 Microsoft FTP Service

f 3477 52.751472 192.168.1.105 cale esponse: 220 Microsoft FTP Service
3478 52.751644 192.168.1.105 1. onse: 220 Microsoft FTP Service
3479 52.751864 192.168.1.105 1. se: 220 Microsoft FTP Service
3480 52.752035 192.168.1.105
3481 52.752206 192.168.1.105 \

3482 52.752400 192.168.1.105
wnme miere | \Ne want to further reduce the # '
< 3

Frame 3444: 93 bytes on wire (744 b
Ethernet II, Src: Vmware_ff:71:d1 ( ° °
Internet Protocol Version 4, src: 1 ° °
Transmission control Protocol, Src Of a C kets t e t h I S t O It
Source Port: 21 (21) ’ O
Destination Port: 48563 (48563)

[stream index: 1138]
[TCP Segment Len: 27]
i Sequence number: 1 (relative s S O u e
[Next seguence number: 28 (rel
Acknowledgment number: 1 (relat
Header Length: 32 bytes
| .... 000D 0001 1000 = Flags: Ox018 (PSH, ACK)
| Window size wvalue: 260
[calculated window size: 66560]
[window size scaling factor: 256]
| @ checksum: 0x8463 [validation disabled]
Urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
= File Transfer Protocol (FTP)
= 220 Microsoft FTP servicelrn
Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

OE BB

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZI... ).q...E.
0010 00 4f 11 61 40 00 80 06 00 00 cO a8 01 69 cO a8 0038, .. ..., i..
0020 01 68 00 15 bd b3 5e a3 32 2d 3b 2a ac 95 B0 18 N N
0030 01 04 B84 63 00 00 01 01 OB 0a 00 04 cb a6 00 Ob o
0040 6f 5b 32 32 30 20 4d 69 63 72 6f 73 &f 66 74 20 o[220 Mi crosoft
N d

ANCN A& © Mo TR Caear Aen

A _EM N B
@ M| File: "C:\tmp'Boot-capture\CaseStudy?2.pea... | Packets: 204914 . Displayed: 193445 (94.4%) . Load time: 0:02.500 Profile: Default
—————————

m | »

1
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AMES

IIHI'UEI‘.SIT“-

_
M CaseStudy2peap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] - [E=EE ™

File Edit View Go Capture Analyze Statistics Telephon! Tools  Internals Help

By DX Ae»dTL2L(EF Qaa #Bmx% B

Filter: | ftp && tcp.dstport == 48562 || tcp.sreport == 48562 IZI Expression.. Clear Apply Save
[[No. Time Source Destination Protocol  Length Info
.1, 1. Response: 220 Microsoft FTP Service
3515 52.754697 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3525 52.755195 192.168.1.105 192.168.1.104 FTP 99 Response: = qrd required for John.
3556 52.757133 192.168.1.104 192.168.1.105 FTP 77 Request:
3619 52.775231 192.168.1.105 192.168.1.104 FTP 91 Response: 530 User cannot log in.
3640 52.779121 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3662 52.781680 192.168.1.105 192.168.1.104 FTP 99 Response~35T Password required for John.
3682 52.791395 192.168.1.104 192.168.1.105 FTP 77 Request
3721 52.796573 192.168.1.105 192.168.1.104 FTP 91 Response: B=b=e™ cannot log in.
3727 52.797271 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3775 52.802426 192.168.1.105 192.168.1.104 FTP 99 Response: 3 password required for John.
| 3779 52.802861 192.168.1.104 192.168.1.105 FTP Bl Request
3831 52.810754 192.168.1.105 192.168.1.104 FTP 91 Response: U user cannot log in.
3836 52.811379 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3890 52.817932 192.168.1.105 192.168.1.104 FTP 99 Response. == acd required for John.
3896 52.818698 192.168.1.104 192.168.1.105 FTP 78 Reques
3951 52.825836 192.168.1.105 192.168.1.104 FTP 91 Response: 530 User cannot log in.
3961 52.826452 192.168.1.104 192.168.1.105 FTP 77 Request: USER John

Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744
Ethernet II, src: vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst: vmwal
Internet Protocol Version 4, Src: 192.168.1.105 (192.168.1.105),
= Transmission Control Protocol, src Port: 21 (21), Dst Port: 48562

source Port: 21 (21)

Destination Port: 48562 (48562)

[stream index: 1137]

[TCP Segment Len: 27]

(00:0c:29:5a:49:c4)
1.104 (192.168.1.104)
, Ack: 1, Len: 27

(| Sequence number: 1 (relative seguence number)
[Next sequence number: 28 (relative sequence number)]
Acknowledgment number: 1 ({relative ack number)
Header Length: 32 bytes

I .... 0000 0001 1000 = Flags: 0Ox018& (PSH, ACK)

| window size value: 260

[calculated window size: ©65860]
[window size scaling factor: 256]
| = Checksum: 0x8463 [validation disabled]
urgent pointer: 0

il G weewim oo ol TS panel has fewer packets

= File Transfer Protocol (FTP)
E 220 Microsoft FTP Service\rin

Response code: Service ready for new user (220) ° ° ?
Response arg: Microsoft FTP Service a I l I IS C e a re r y
(| ] °
0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00
0010 00 4f 11 60 40 00 80 06 00 00 cO aB 01 69 cD a8

0020 01 68 00 15 bd b2 e0 9e¢ eb ed 3b ac 23 cb 80 18
0030 01 04 84 63 00 00 01 01 08 Oa 00 04 cb a6 00 Ob

0040 6Ff 5b 32 32 30 20 4d 69 63 72 6f 73 6F 66 74 20 0[220 M7 CroSoTT
A g

ANEN A& EM 3N _E3 S5 T3 T7E A0 &3 &5 - na FTO Ceear den

@ M| File: "C\tmp\Boot-capture\CaseStudy2.pca... | Packets: 204014 . Displayed: 5387 (2.6%) - Load time: 0:02.591 Profile: Default




EHIVERLEITY.,

-
M CaseStudy2.pcap [Wireshark 1.123 (v1.12.3-0-gbb3e9a0 from master-1.12)] = B [t
Eile Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

B BEXR AaesaTaEEF aaan @B B B

|Z| Expression... Clear Apply Save

Filter: | ftp && ftp.response.arg == "User logged in."|

Mo, Time Source Destinati Protocel Length Info -

3443 52.738517 192.168.1.105 192.16 FTP 93 Response: 220 Microsoft FTP Service =
3515 52.754697 192.168.1.104 192.168. FTP 77 Reguest: USER John
3525 52.755195 192.168.1.105 192.168. FTP 99 Response: 331 Password required for John
3556 52.757133 192.168.1.104 192.168.1. FTP 77 Reguest: PASS 10th
3619 52.775231 192.168.1.105 192.168.1. FTP 91 Response: 530 User cannot log in.
3640 52.779121 192.168.1.104 192.168.1.1 FTP 77 Reguest: USER John
3662 52.781680 192.168.1.105 192.168.1.1 99 Response: 331 Password required for John
3682 52.791395 192.168.1.104 192.168.1. 77 Request: PASS 1ht9
3721 52.796573 192.168.1.105 192.168.1.104 91 Response: 530 User cannot log in.
3727 52.797271 192.168.1.104 192.168.1.105 77 Request: USER John
3775 52.802426 192.168.1.105 192.168.1.104 99 Response: 331 Password required for John
f 3779 52.802861 192.168.1.104 192.168.1.105 81 Request: PASS abalonel
3831 52. 810754 192.168.1.105 192.168.1.104 91 Response: 530 User cannot log in.
3836 52.811379 192.168.1.104 192.168.1.105 77 Request: USER John
3890 52.817932 192.168.1.105 192.168.1.104 Response: 331 Password required for John.
3896 52. 818698 192.168.1.104 192.168.1.105 Request: PASS lebba
H 3951 52.825836 192.168.1.105 192.168.1.104 Response: 530 User cannot log in.
3961 52. 826452 192.168.1.104 192.168.1.105 FTP equest: USER John Z
< T \ N\ b

Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (

Ethernet II, Src: Vmware_ff:71:d1 (00:0c:29:ff:71:d1), Dst: Vi

Internet Protocol version 4, Src: 192.168.1.105 (192.168.1.105

Transmission control Protocol, src Port: 21 (21), Dst Port: 485
Source Port: 21 (21)

H Destination Port: 48562 (48562)

[stream index: 1137]

[TCP Segment Len: 27]

:29:5a:49:c4)
(192.168.1.104)
1, Len: 27

E 3
OE BB

Sequence number: 1 (relative sequence number)
[Next seguence number: 28 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
.... 000D 0001 1000 = Flags: Ox018 (PSH, ACK)
| Window size wvalue: 260 <‘\\\

[calculated window size: 66560]

(] [ ]
G e g T 2 It is a password brute-forcing
Urgent pointer: 0

options: (12 bytes), No-Operation (NOP), MNo-Operati
# [SEQ/ACK analysis]

Pl o attack. Let’s type in to check

Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

s R EETaEE EAETEETL whether it succeeded

(|0010 00 4f 11 60 40 00 80 06 00 00 cO a8 01 69 cO a8
0020 01 68 00 15 bd b2 ed %9¢ eb ed 3b ac 23 cb B0 18

m | ¥

0030 01 04 B84 63 00 00 01 01 OB 0a 00 04 cb a6 00 Ob [ T
0040 6f 5b 32 32 30 20 4d 69 63 72 6f 73 &f 66 74 20 o[220 Mi crosoft
N d

MANCMA A& EA _EM 3N E3 &6 73 J& &0 &3 &6 Mo TR Caear Aen

@ M| File: "C:\tmp'Boot-capture\CaseStudy2.pea.. | Packets: 204914 . Displayed: 5387 (2.6%) - Load time: 0:02.591 Profile: Default

1
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48 JAMES

IIHI'UEI‘.SIT“-

.
M CaseStudy2.pcap [Wireshark 112.3 (v1.12.3-0-gbb3e0a0 from master-112)] - — - =] = [
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

e ® B2 Aes»TLIEE QaaaBl #0M % O
Filter: |ftp&5¢ftp.r5ponse.arg == "User logged in." Bﬁplmion... Clear Apply Save
[|MNo. Time Source Destination Protocol Length Info
202103 114.041576192.168.1.105 192.168.1.104 87 Response: 230 User logged in.
203754 154.825849192.168.1.105 192.168.1.104 FTP 87 Response: 230 User Tlogged in.
I
|
|
< " b
# Frame 202103: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)
# Ethernet II, Src: Vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst: vmware_5a:49:c4 (00:0c:29:5a:49:c4)
|| @ Internet Protocol version 4, Ssrc: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
= Transmission Control Protocol, Src Port: 21 (21), Dst Port: 48588 (48588), seq: 79637, Ack: 33657, Len: 21

i source Port: 21 (21)
Destination Port: 48588 (4B8588)
[stream index: 1163]
[TCP Segment Len: 21]

i Sequence number: 79637 (relative sequence number)
[Next sequence number: 79658 (relative sequence number)]
Acknowledgment number: 33657 (relative ack number)
Header Length: 32 bytes
.... D000 0001 1000 = Flags: Ox018 (PSH, ACK)
| wWindow size value: 259

[calculated window size: 66304]
[Wwindow size scaling factor: 256]
Checksum: 0x845d [validation disabled]
urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
3 T
230 user logged in.\rn

Response code: User logged in, proceed (230)

_ " The attack indeed
succeeded!

0010 00 49 20 4f 40 00 80 O6 OO0 00 cO aB 01 69 cO a8
Profile: Default

=

BHE

m

0020 01 68 00 15 bd cc 75 fd cc c9 3b a9 2b 10 80 18

0030 01 03 84 5d 00 00 01 01 08 Oa 00 04 e3 98 00 0b

0040 ab 27 32 33 30 20 55 73 65 72 20 6c 6f 67 &7 65
M-

[ [nnEn =4 3 &0 Ea s 0l

|. M| File: "C:\tmp'\Boot-capture\ CaseStudy2.pea...

Packets: 204914 . Displayed: 2 (0.0%) - Load time: 0:02.695
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48 JAMES

IIHI'UEI‘.SIT“-

-
M CaseStudy2pcap [Wireshark 112.3 (v1.12.3-0-gbb3e9a0 from master-112)] - — - = | B[]
File Edit View Go (_Zapturel gnalyzelﬁtati'sﬁu Telephony Tools Internals Help
W | B3 [ Display Fikers. Bl aaap @®m:x% @
Display Filter Macros...
Filter: |Ftp&&ftp.r5ponse.arg == pressit Clear Apply Save
Apply as Column
[[No. Time Source Anply as Filter , frotocol Length Info
202103 114. 041576 192. 1€ Pplyast TP 87 Response: 230 User logged qin.
203754 154, 825849192.1¢  FrepareaFilter ' ETR 87 Response: 230 User logged in.

~ Enabled Protocols... Shift+Ctrl+E
3 Decode As...
GE User Specified Decodes...

Follow TCP Stream

Follow UDP Stream
Follow S5L Stream
| v ExpertInfo

Conversation Filter L4

-

L] 3

Frame 202103: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)
Ethernet II, src: vmware_ff:71:d1 (00:0c:29:ff:71:d1), Dst: vmware_5a:49:c4 (00:0c:29:5a:49:c4)
Internet Protocol version 4, Src: 192.168.1.105 (192.168.1.105), Dst: 192.168.1.104 (192.168.1.104)
Transmission Control Protocol, Src Port: 21 (21), Dst Port: 48588 (48588), Seq: 79637, Ack: 33657, Len: 21
source Port: 21 (21)
Destination Port: 48588 (48588)
[stream index: 1163]
[TCP Segment Len: 21]
Sequence number: 79637 (relative sequence number)
[Next sequence number: 79658 (relative sequence number)]
Acknowledgment number: 33657 (relative ack number)
Header Length: 32 bytes
..., 0000 0001 1000 = Flags: Ox018 (PSH, ACK)
| wWindow size value: 259
[Calculated window size: ©6304]
[window size scaling factor: 256]
Checksum: Ox845d [validation disabled]
urgent pointer: 0O
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEQ/ACK analysis]
= File Transfer Protocol (FTP)
E 230 uUser logged in.‘\rin
Response code: User logged 1in, proceed (230)
Response arg: User Tlogged in.

0mEEBE

0000 00 Oc 29 53 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 D -5
0010 00 49 20 4f 40 00 B0 06 00 00 cO a8 01 €9 cO a8 .I 0@, ..

|0020 01 68 00 15 bd cc 75 fd cc ¢9 3b a9 2b 10 80 18 P P PR H
0030 01 03 84 5d 00 00 01 01 08 Oa 00 04 e3 98 00 Ob P

0040 ab 27 32 33 30 20 55 73 65 72 20 6c 6f &7 67 65 .'230 us er logge i
NNCN £A_IN_E£0_EAa DA NAd Na A A

@ M| File: "C\tmp\Boot-capture\CaseStudy2.pea... | Packets: 204914 . Displayed: 2 (0.0%) - Load time: 0:02.695 Profile: Default
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48 JAMES

IIHI'UEI‘.SIT“-

‘ CaseStudyZ.pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e%a0 from master-1.12]]

=@ = |

Response code: User logged in, proceed (230)
Response arg: User logged in.

AACA &4 30 &0 & M=

A A

File Edit View Go Capture Analyze 5tatistics Telephonx Tools Internals Help
e ® BEXE Ae»TFL2/EE Qaaal @#@mx 8
Filter: |tCP-stream eq1163 [~ | Expression... Clear Appiy Save
No. Time Source | M Follow TCP Stream (tcpstream eq 1163) - [E=SRIER =
201583 113.901293 192.18 — -
201585 113. 901682 192, 14| | [ Stream Content
201658 113.911692 192. 16 220 microsoft FTP service
201664 113.912233192.18 USER John .
201732 113.922566 192.1¢[| 331 _Password required for John.
201736 113.923271192.16|| | 530 user cannot log in.
201801 113.930794 192.18 USER John
201808 113.931136192.16 331 Password required for John.
201882 113.943009 192. 18 Eggsug‘é?bggmm Toq in
201885 113.943676 192. 16|| | |2cr 3ohn g i
201948 113.951440192.16/ | (331 Password required for John.
201958 113.952001 192.14)|| PASS abel )
202022 113.958982 192. 14 aggRUggﬂncannot log in.
202026 113. 959670 192. 14| 331 Password required for John.
202103 114.041576 192. 16|\ | pass ecnayeba
530 user cannot log in.
202216 114.053865 192.18 USER John : Len=0 Tsval=320410 TSecr=764735
331 password required for John.
PASS ahle
1 {| | |530 user cannot log 1in.
= USER John
Frame 202103: 87 byred| 331 password required for John.
Ethernet II, src: vmwd | |pass aborning
Internet Protocol verdl | 530 user cannot Tog in.
= Transmission control & ggERP;gzaord required for John
SOU[‘I.I'_E Pl.)rt: 2L '_(21 PASS abramson '
pestination Port: 48| 530 user cannot log in.
[stream index: 1163 USER John
[TCP Segment Len: 21 331 Password required for John.
Sequence number: 794 - -
[Next sequence numb]l |Er|t| re conversation (110467 bytes)
Acknowledgment numb@l | [ fing |[ saveas |[ prnt |© asco ©) EBCDIC © HexDump ©) CAmays © Raw
Header Length: 32 byl
+... 0000 0001 1000
window size value: 3| Filter Out This Stream | | Close
[caTcuTlated window
[window size scalinfem—— =
# Checksum: 0x845d [validation disable
urgent pointer: O
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEqQ/AacK analysis]
= File Transfer Protocol (FTP)
= 230 uUser Tlogged in.\rin

1

0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..JZI... ).qg...E.

0010 00 49 20 4f 40 00 80 06 OO0 00 cO a8 01 69 cO aB P o i..

0020 01 68 00 15 bd cc 75 fd cc c9 3b a9 2b 10 80 18 R P T

0030 01 03 84 5d 00 00 01 01 08 Da 00 04 e3 98 00 Ob P O Olll
0040 ab 27 32 33 30 20 55 73 65 72 20 6c ef 67 67 65 . 7230 uUs er logge k

Scroll down to the

A D NA
@ M| File: "C:\tmp\Boot-capture\CaseStudy2. pea...

Packets: 204914 . Displayed: 5394 (2.6%) - Load time: 0:02.679

| Profile: Default
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s e T ook

-Strearmn Content

PASS parchl "
530 User cannot log in.

USER John

331 Password required for John.

PASS parisl

530 User cannot log in.

USER John

331 password required for John.

FASS parlance

530 uUser cannot log in.

USER John

331 Password required for John.

PASS parrishl

530 User cannot log in.

USER John i
331 password required for John.

PASS parsonsl I
530 uUser cannot log in.

USER John

331 Password required for John.
PASS party

530 User cannot log in.

USER John

331 password required for John.
FASS passaic

530 U
R John

331 Password required for
PASS Passwordl234

230 user logged in.

==

|
|Er1tire conversation (110467 bytes) Izl

| End || Saveas || Pint |© AscH ) EBCDIC ) Hex Dump ) C Amrays @ Raw

Filter Qut This Stream Close
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M CazeStudy2.pcap [Wireshark 112.3 (v1.12.3-0-gbb3e9a0 from master-1.12]]

ol e

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help
@ @

Filter: | tepflags == 2|

| [Mo. Time Source gtination Protocol
\ 1 0.000000 feBO::9ce2:41a0:671 DHCPvO
212.957913 vmware_ff:71:d1 ARP
3 12.959857 Cisco-Li_bb:6b:fe f:71:d1 ARP
4 12.959881 192.168.1.105 68.1 DNS
512.975699 68.105.28.11 DNS
6 16.086567 Vmware_5a:49:c4 ARP
7 16.086608 vmware_ff:71:d1 ARP
8 16.104430 vmware_5a:49:c4 Broadcas ARP

916.104470 vmware_ff:71: Vmware_5a: RP

.114045
.114648

Broadcast
H vmware_ff:71:

vmware_ff
vmware_5a:

-

LU}

\
Frame 1: 157 bytes on wire (1256 bits), 157 bytes captured
Ethernet II, src: vmware_ff:71:dl (00:0c:29:ff:71:d1), Dst:
Internet Protocol version 6, src: feB0::9ce2:41a0:6715:cf12
User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (54
DHCPvE

e e
HEHEHBEE

o ..

Length

X2 a+es»wTL2ERFQaaal #20M% @

B&prmion... Clear Apply Save

Info
157 Solicit XID: Ox267e0f CID: 000100011701d2b4000c29ff71dl
42 who has 192.168.1.17 Tell 192.168.1.105
60 192.168.1.1 is at 00:0f:66:bb:6b:fe
76 standard gquery Ox3f60 A go.microsoft.com

545 standard gquery response 0x3f60 CNAME www.go.microsoft. akadns.net A 65.55.57.251

60 who has 192.168.1.1057 Tell 192.168.1.104
42 192.168.1.105 is at 00:0c:29:ff:71:d1
60 who has 192.168.1.1057 Tell 192.168.1.104
42 192.168.1.105 is at 00:0c:29:ff:71:d1

42 who has 192.168.1.1047 Tell 192.168.1.105
60 192.168.1.104 is at 00:0c:29:5a:49:c4
3 [RST, A Ack=1 Win=0 Len=0

3:33:00:01:00:02)
f12), pst: ff02::1:2 (ffo2::1:2)

How did the attack start?
Let’s type in this to find out

~

> ||

[|nnen 17 n

1 A A AN Ne
||. Eﬂ File: "C:htmp'\Boot-capture' CaseStudy2 pea...

Packets: 204914 . Displayed: 204914 (100.0%) - Load time: 0:03.604

Profile: Default
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_
M CaseStudy2pcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-112)

File Edit View Go Capture Analyze 5Statistics Telephony Tools Internals Help
|@©® & BepxR AaesaTLIEF acaab #BD®% B
Filter: |tcp.ﬂags== Bhplﬁs’mn... Clear Apply Save

Mo, Time Source Destinati Protocol Length Inf

1016.113894 192.168.1.104 192.168.1.105 TCF 60 5 8-1720 [5YN] Seq=0 Win=3072 Len=0 M55=

32 16.138504 192.168.1.104 192.168.1.105 60 38368-80 [5YN] seqg=0 Win=1024 Len=0 M55=1460

] [ 3
Frame 10: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, Src: Vmware_5a:49:c4 (00:0c:29:5a:49:c4), Dst: vmware_ff:71:dl (00:0c:29:ff:71:d1)
Internet Protocol version 4, Src: 192.168.1.104 (192.168.1.104), Dst: 192.168.1.105 (192.168.1.105)

0000 00 Oc 29 ff 71 d1 00 Oc 29 5a 49 c4 08 00 45 00 ..).g... )ZI...E.
0010 00 2c 3c c2 00 00 26 06 d3 eB cO aB 01 68 cO aB P S T
0020 01 69 o4 00 06 b8 81 a0 &f el 00 00 00 00 &0 02 P
0030 0Oc 00 Ob ca 00 00 02 04 05 b4 QO QO  .......

@ @| File: "C\tmp\Boot-capture\CaseStudy2.pca... | Packets: 204914 . Displayed: 1452 (0.7%) - Load time: 0:02.535 Profile: Default
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M CaseStudy2pcap [Wireshark 1123 (v1123-0-gbb3e0a0 from master-112)

[ESE==)

8504 192.168.1.104 192.168.1.105 60 58368-80 [5YN] Seq=0 win=1024 Len=0 Ms55=1460
8505 192.168.1.104 192.168.1.105 60 58368-21 [S5YN] Seq=0 Win=1024 Len=0 M55=1460

Fle Edit View Go Capture Analyze Stotistics Telephony Tooks Intemals Help

© ® X2 Ae*»9TL EEFacaan #0m % 8

| Filter: | tcpflags == [ Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info a

N
Frame 33: 60 bytes on wire (480 bits), 60 bytes
Ethernet II, Src: Vmware_5a:49:c4 (00:0c:29:5a:49°
Internet Protocol version 4, src: 192.168.1.104 (19 : 192.168.1.105 (192.168.1.105)

source Port: 58368 (58368)

pestination Port: 21 (21)

[stream +index: 12]

[TCP segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: 0

Header Length: 24 bytes

wWindow size value: 1024
[calculated window size: 1024]

Checksum: 0Oxlaéd [validation disabled]
e elect packet 33;
options: (4 bytes), Maximum segment size ’

0010 00 2c 06 a6 00 00 28 06 08 05 cO a8 01 68 cO a8
0020 01 69 e4 00 00 15 81 a0 &f el 00 00 00 00 &0 02
0030 04 00 la 6d 00 00 02 04 05 b4 00 00

Profile: Default

rm 00 Oc 20 ff 71 d1 00 Oc 29 5a 49 c4 08 00 45 00 \ RIGHT CIiCk On it

@ @| File: "C:\tmp\Boot-capture\ CaseStudy2.pca... | Packets: 204914 . Displayed: 1452 (0.7%) - Load time: 0:02.535
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_
M CaseStudy2pcap [Wireshark 1123 (v1.123-0-gbb3e9a0 from master-112))

R=mRCN X

File Edit View Go Capture Analyze Statistics Telephony Tools

Internals  Help

leea

X2 Aes»aT2EEQRQaQAD @#2B% B

Filter: | tepflags == 2

Bhplﬁsinn... Clear Apply Save

Mo. Time

Source

192.168.1.104

Destination

192.168.1.105

Protocol Length Info

60 58368-80 [SYN] Seq=0 wWin=1024 Len=0 M55=1460

4

Frame 33: 60 b
Ethernet II, 5
Internet Proto
=]

source Port:
pestination
[stream inde
[TCP Segment
Sequence num

Acknowledgme
Header Lengt

window size
[calculated
Checksum: 0x|
urgent point
options: (4

Mark Packet (toggle)
Ignore Packet (toggle)

(O Set Time Reference (toggle)
& Time Shift...

Edit Packet

Packet Comment...
Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation

SCIP

—

Follow TCP Stream |

o 2

Follow UDP Stream
Follow S5L Stream

Copy

Protocol Preferences

Decode As...

Print...

Show Packet in New Window

v v v v w

.1.105 60 58368-21 [5YN] Seq=0 Win=1024 Len=0 M55=1460

m 3
bytes captured (480 bits)

9:5a:49:c4), Dst: vmware_ff:71:d1 (00:0c:29:ff:71:d1)

.104 (192.168.1.104), Dst: 192.168.1.105 (192.168.1.105)

number )

0000
0010
0020
0030

00 Oc 29 ff 71 d1 00 Oc
00 2c 06 a6 00 00 28 06
01 69 e4 00 00 15 81 a0
04 00 1a 6d 00 00 02 04

29 5a
08 05
B8f el
05 b4

49 c4 08 00 45 00
c0 a8 01 &8 cO a8 A .
00 00 00 00 60 02 T .

@ @| File: "C:\tmp\Boot-capture\ CaseStudy2.pea...

Packets: 204914 - Displayed: 1452 (0.7%) - Load time: 0:02.535

Profile: Default
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‘ CaseStudy2.pcap  [Wireshark 1.12.3 (v1.12.3-0-gbb3e%al from master-1.12)] | = B P9 |

File Edit Miew Go Capture Analyze Statistics Telephonz Tools Internals  Help

® ® B2 Aes»TL2IEE Qaal @M% B
Filter: |tcp.slream eql? Izl Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
33 16.138505 192.168.1.104 192.168.1.105 TCP 60 58368-21 [5YN] Seq=0 Win=1024 Len=0 M55=1460

46 16.139105 192.168.1.104

192.168.1.105

M Follow TCP Stream (tcp.stream eq 12) EIEIEX
~Stream Content
|
< \ v
Frame 33: 60 bytes on will
Ethernet II, Src: vmwar
Internet Protocol versi
I
|Enti re conversation (0 bytes) IZ|
| Bnd || Saveas |[ pint O ascr ©) EBCDIC ©) HexDump ©) CAmays ©® Raw
e
Filter Out This Stream | {Q Close ) |
e ———

0000 00 Oc 29 ff 71 d1 00 Oc
0010 00 2c 06 a6 00 00 2B 06
0020 01 69 e4 00 00 15 B1 a0
0030 04 00 1la 6d 00 00 02 04

29 5a 49 c4 08 00 45 00 ..).q..(.

08 05 cO a8 01 68 cO a8
&f e1 00 00 00 00 &0 02
05 b4 00 0O

@ @| File: "C\tmp\Boot-capture\CaseStudy2.pca... | Packets: 204914 . Displayed: 3 (0.0%) - Load time: 0:02.340

Profile: Default
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.
M CaseStudyZpcap [Wireshark 1123 (v1.12.3-0-gbb3e9a0 from master-112)] - @ ——— - ==

B2l aes*TLIBEE QA #EMx B
Filter: |tcp.stleam eql? IZ| Expression.. Clear Apply Save
lNo. Time Source Destination Protocol Length Info

192.168.1.105 60 58368-21 [SYN] sSeg=0 win=1024 Len=0 M55=1460

.1 E 3-21 [RST] Seq=1 win=0 Len=0

Il
I
H
| i N\ N o
N
# Frame 33: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 4‘\\\\\\‘
# Ethernet II, Src: Vmware_5a:49:c4 (00:0c:29:5a:49:c4), Dst: vmware ff:71:d1
I # Internet Protocol Version 4, Src: 192.168.1.104 (192.168.1.1
=
H Source Port: 58368 (58368)

Destination Port: 21 (21)
[stream index: 12]

L]
There are only three packets in
[Tcp SegmentbLen:DD] (retaci ber) .
Sequence number: relative segquence numoper
sk e b0 this panel.
W

| e The attack started with port
\_ scanning

options: (4 bytes), Maximum segment size

|
|

(0000 00 Oc 29 ff 71 d1 00 Oc 29 5a 49 c4 08 00 45 00 ..).g... JZI...E.
0010 00 2c 06 a6 00 00 28 06 08 05 cO a8 01 68 cO a8 - .
0020 01 69 e4 00 00 15 81 a0 &f el 00 00 00 00 60 02
0030 04 00 1a 6d 00 0D 02 04 05 b4 00 0O

'|. @| File: "C:\tmp\Boot-capture\CaseStudy2.pea... | Packets: 204914 . Displayed: 3 (0.0%) - Load time: 0:02.438 Profile: Default
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Summary

* Prerequisite: network packet & packet
analyzer: (header, data)

— Enveloped letters inside another envelope

e Exercises

OBasic network traffic analysis
e SimpleCapture.pcap, WebCapture.pcap

A Gather information and statistics
e CaseStudyl.pcap, CaseStudy2.pcap

e Traffic searches: protocol hierarchy, HTTP requests,
conversations, filters; attack analysis
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Notes, with the same content,
are included



Network Sniffing and Packet Analysis Exercise

What is packet analysis and how to capture network traffic?

A packet analyzer is a piece of computer hardware or software that can intercept and log
traffic passing over a digital network. When a network request is made (i.e. a web-page
search, sent email message...) information is sent across the network from the source
location to the destination via multiple data streams/packets. These streams contain
header information that describes among other things the source of the request, the
destination of the request, the type of data contained in the packet, various information
describing the transaction and is then followed by the actual data. On simple web search
can generate many data packets.

In this exercise we will analyze some previously captured traffic and explain the contents
of the data in detail. We will discuss how to filter captured data streams to limit
simplify and fine tune analysis. Through these demonstrations we will enlighten you on
safety procedures and risks involved in running certain applications. Specifically we will
analyze the following types of network traffic:

e Web Server — http
e File transfer Protocol — FTP
e Port scan

e Password cracking attempt

For these exercises we will use the Wireshark software application that has been installed
on your virtual machine. Wireshark, formerly known as Ethereal, is a very powerful tool
for network analysis. Wireshark is especially popular because it runs on Windows, Mac
OS and Linux. It is a network packet analyzer that can peer inside the network and
examine the details of traffic at varying levels. The information it can show you range
from application-level information to the actual bits in a single packet.

We will analyze network traffic that was previously captured and has also been installed
on your machine. You will need to connect to the vSphere Web Client. Start up and log
in to the Snapshot entitled Packet Sniffing Exercise.




Exercise 1 —Using Wireshark to analyze basic network traffic

We will begin by analyzing a simple network traffic capture. Double-click on the
Wireshark desktop icon. When Wireshark is used to capture and save network traffic it is
saved in format known as a .pcap (packet capture) file.

Click on File — Open and select the SimpleCapture.pcap file located on your desktop.
Wireshark General Layout

Each line in the capture corresponds to a single packet seen on the network. This is
shown in the top pane. The default display shows the time of the packet (relative to the
start of the capture) as well as the source and destination IP addresses, the protocol used
and some information about the packet. You can click on a row to obtain more
information. This allows the other windows to be used. The middle pane contains more
internal details on the packet selected in the top frame. These can be expanded out into
varying levels of detail. The bottom screen displays the actual data. On the left-hand
side you see the hexadecimal representation of the data. On the right-hand side the
character representation is displayed. Note the headings displayed in the first section.
The first column denotes the packet number. The second column is the time relative to
the start of the capture. The remaining columns are the Source IP address, the
Destination IP address, the Network Protocol, the Packet Length and Information about
the packet.

Tl SimpleCapture [Wireshark 1.8.7 (SYNRey 49382 from ftrunk-1.8)] =10l

BWdes CEXPL Le¢veTL([EE QAQAD WMMBE &

Filter: I ‘j Expression. .. i
Mo, |Time {Saurce |Destination |PratocolJlengthJinfa ]ﬁ
1 0.000000 134.126.141.120 239.255.255.250 LDP 1042 Source port: 62615 Destination port: wi-discowery
2 0.000407 fes0::a8fd:b7fa:sleffoz::c DR 1062 Source port: B26l6  Destination port: wi-discowery
3 0.030837 feB0:i:4cef:eafeihooffoz: ic (et} 1062 source port: 64483 Destination port: ws-discovery
4 0.043157 134.126.141.213 134.126.141.255 MNENS 92 Mame query NB <0l><02>_ MSBROWSE_ <02><0l>
5 0.087283 134.1z26.141.120 239,255.255.250 uoP 1042 Source port: 62615 Destination port: wi-discowery
9 0.081108 134.126.141.1:23 239,255.255.250 uoP 1042 source port: 64482 Destination port: ws-discovery
7 0.087931 Dpaktroni_02:36:7f Broadcast ARP 60 who has 134.126,96.17 Tell 134.126.96,192
8 0.132835 fe80::415e:ca2f:918FF02::1:3 LLMNR 90 standard query 0xgb%a A shpgylulmn |

B Frame 209: 71 bytes on wire (568 bits), 71 bytes captured (568 bits)
Ethernet II, Src: Dell_b&:fa:23 (00:25:64:b6:Fa:23), Dst: shandong_26:20:10 (00:13:41:26:20:10)
Internet Protocol version 4, src: 134.126.20.140 (134.126.20.140), Dst: 134.126.64.11 (134.126.64.113
User Datagram Protocol, Src Port: 39173 (391730, Dst Port: domain (530
Source port: 39173 (391730
pestination port: domain (530
Length: 37
[ Checksum: ox6lca [validation disabled]
= Domain Name System (query)
Response In: 210
Transaction ID: Oxbffz
® Flags: 0x0100 standard query
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: ©
= Queries
= owww, jmu, edus type A, class IN
Mame: www. jmu, edu
Type: A (Host address)
Class: IN €0x0001)

5]

meE

(~] :'?_'."; Frame (frame], 71 bytes | Packets: 5635 Displayed: 5635 Marked: 0 Load time: 0:00,093 | Profile: Default




We will begin by examining the sequence of events that take place when a user performs
a DNS query. DNS stands for Domain Name Services. DNS takes a common fully
qualified domain name and translates it to a corresponding Internet address. The
sequences of events that take place are first a request is made from a source machine to a
DNS server. If the server recognizes the name requested it sends a response with the IP
address associated with the name. Two possible situations can occur if the server does
not know the name requested. These situations depend upon how the request is
configured. If the request is a recursive request then the source machine will depend on
the server to forward on the request to find the answer. If the request is setup to be
iterative then the server will respond that it does not know the name and the source
machine will need to make a request to another server. Let’s take a look at a simple
request that was made in our network capture. In our example a user has made a request
via the nslookup command to get the ip address for www.google.com. To view this
traffic in Wireshark, scroll down and select packet # 304. Right-click on the packet and
select Follow UDP Stream

Ml SimpleCapturepcapng Wireshark 1123 (41.12.3-0-gbb3e9a0 from master-1.12)] o] 0 ]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@i BRER| Ae2aT L (|EHEQaQQb| @EM% B

Filter: Expression.. Clear Apply Save

No. Time Source Destination Protecal Length Info -
£BE Y.D4L3LZ00 LY. LDE. /8. L34 194,105, (5. £33 IPK] 135 continuation =
289 9.84078700192.168.78.253 192.168.78.254 TCP 66 3389-55112 [AcK] seq-258702 Ack-2678 win=255 Len-0 Tsval-16:
290 9.84167600102.168.78.254 192.168.78.253 TPKT 135 Continuation
291 9.84228500192.168.78.253 192.168.78.254 TPKT 99 continuation
292 9.843247001052.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK] Seq=2747 Ack=258735 Win=65535 Len=0 Tsval=l
294 9.87551600102.168.78.254 192.168.78.253 TPKT 142 continuation
295 10.0707870192.168.78.253 192.168.78.254 TCP 66 3389-55112 [ACK] 5eq=258735 Ack=2823 win=254 Len=0 Tsval=16:
296 10.1020990152.168.78.254 192.1068.78.253 TPKT 107 continuation
297 10.1118610192.168.78.253 192.168.78.254 TPKT 125 continuation
298 10.11281901052.168.78.254 192.1068.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=258794 Win=65535 Len=0 Tsval=l
299 10.1218180192.168.78.253 192.168.78.254 TPKT 119 continuation
300 10.1228750192.168.78.254 192.1068.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=258847 Win=65535 Len=0 Tsval=l
301 10.2319140192.168.78.253 192.168.78.254 TPKT 597 continuation
302 10.2331550192.168.78.254 192.168.78.253 TCP 66 55112-3389 [ACK] Seq=2864 Ack=259378 Win=65530 Len=0 TSval=!
303 10. 3018040 192.168.78.254 192.168.78.253 TPKT 100 conti nuat‘lon

304 10. 3086210 192.168. 78. 253

Mark Packet (toggle)

305 10. 3089960 192, 168. 78. 254 192.16)
W_: Ignore Packet (toggle) &
/T L

d 3 -om
290 standard query response Ox15e6 A 74.125.228.114 A 74.125.2. -

) Set Time Reference (toggle)

Frame 304: 74 bytes on wire (592 h'i'ts'). Tirme Shift. on interface 0
Ethernet II, src: Dell_3f:a6:37 (f0:4d:a 27:7d (00:15:c5:F5:27:7d)

Internet Protocol Version 4, Src: 192.168  EditPacket it: 192.168.78.254 (192.168.78.254)
User Datagram Protocol, src Port: 50187 ( [ Packet Comment.. l

Domain Name System (query)

Manually Resohve Address

Apply as Filter 3
Prepare a Filter >

0000 00 15 c5 f5 27 7d T0 4d a2 3f a6 37 |  Conversation Fiter t e

0010 00 3c 1e 2e 00 00 BO 11 00 00 cO a8 | Colorize Conversation 251 S

0020 4e fe c4 Ob 00 35 00 28 1f 86 15 e sCTP [ .

0030 00 00 00 00 00 00 03 77 77 77 06 &7 ==l og1

0040 65 03 63 6f 6d 00 00 01 00 01 Follow TCP Stream
_el’z."-ﬁle: ;‘"C:\.tmp\Boot-:apture\S‘imp\e‘Capture".. [Packets: 1 fo::owEJPDLPrStraam ne: 0:00.385 ;P;oﬁia:‘l‘)‘ahuit
s = = | Follow S50 Stream

A Follow UDP Stream will appear. You will notice that the Stream Content contains
www.google.com and other nonsensical characters. Close this window and return to the
main Wireshark window. Notice now that only two packets appear. Click on the first
packet and look in the second pane. If you look in the flags section you will notice that
this is a recursive query. This tells us that the server will send on the request if it does
not have an answer.




Ml SimpieCopturepoapng Wireshark 1123 (v1.123-0-gbb3e3al from master-1.12]]

»
gl W W Y iy

Fle Et View Go Coptore Andlyze Stotisticc Telephony Tools Intemals Help
O dEy BEIXEB I XNePDT L

Filter: ‘ (ip-aldr eq 19216378.253 and ip.sd eq 192.168 78.254) and (udp.pert EI Expression.. Clear fpply Seve

No. Time Source Destination Protocol Length Info
0 74 standard query Ox15e6

305 10. 3089960 192.168.78. 254 192.168.78.253 DNS

faQab @#MmE B

A vww. goog le. com

< il

290 standard query response Ox15e6 A 74.125.228.114 A 74.125.228.115 A 74.125.228.116 A 74.125.

/[ Frame 304: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface O
Dst: DellInc f5:27:7d (00:15:c5:f5:27:7d)

@ Ethernet II, src: Del1_3f:a6:37 (f0:4d:a2:3f:a6:37),

@ Internet Protocol version 4, src: 192.168.78.253 (192.168.78.253), Dst: 192.168.78.254 (192.168.78.254)

* User Datagram Protocol, Src Port: 50187 (50187), Dst Port: 53 (53)
= Domain Name System (query)
[Response In: 305]
Transaction ID: 0x15e6
® Flags: 0x0100 standard query
questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
= Queries
= www. google. com: type A, class IN
Name: www.google. com
[Name Length: 14]
[Label count: 3]
Type: A (Host Address) (1)
class: IN (0x0001)

@ 7| Frame (frame), 74 bytes

‘ Packets: 10730 - Displayed: 2 (0.0%) - Load time: 0:00.146

| Profile: Default

Ml SimpleCapiurepcapng [Wireshark 1.12.3 (+1.12.3-0-gbb3e3a0 from master-1.12)]

Pl B W -

Ty —

s B

e B Ve o G A St Telephony Tooks —— Help
®

o Time Source Destination Pretocol Length Info
74 standard query Ox1566 A www. goog'lz com
290 Standard query response 25

304 10. 3086210 192.168.78.253 192.168.78.254 DNS

dimg | Baxg a7 EEacan aans @

Filter: (i (ipaddr eq 192.16878.253 and ip.adr eq 192.168.78.254) and (udp port -] Expression.. Clear /gy Save

< m

@ Frame 305: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface 0
@ Ethernet II, src: pellinc_f5:27:7d (00:15:c5:F5:27:7d), Dst: pell_3f:a6:37 (f0:4d:a2:3f:a6:37)

Internet Protocol Version 4, Src: 192.168.78.254 (192.168.78.254), Dst: 192.168.78.253 (192.168.78.253)

User Datagram Protocol, Src Port: 53 (53), Dst Port: 50187 (50187)
© Domain Name System (response)
[Request Tn: 304]
me: 0.000375000 seconds]
Transaction ID: Ox15e6
Flags: Ox8180 Standard query response, No error
qQuestions: 1
Answer RRs: 5
Authority RRs: 4
Additional RRs: 4
= Queries
£ wwav. google. com: type A, class IN
Name: www.google. com
[Name Length: 14]
[Label count: 3]
: A (Host Address) (1)
IN (0x0001)

© Answers
www. google. com: type A, class IN, addr 74.125.228.114
www. google. com: type A, class IN, addr 74.125.228.115
www. google. com: type A, class IN, addr 74.125.228.116
www. google. com: type A, class IN, addr 74.125.228.112

il

Packets: 10730 « Displayed: 2 (0.0%) : Load time: 0:00.146

Profile: Default

@ | Frame (frame), 200 bytes




A three-way handshake is used to initiate communication between two machines. When
a source machine wants to communicate with a destination machine it will start by
sending a SYN request. This tells the destination machine that a conversation is being
requested. If the destination machine accepts the request it will respond with a SYN,
ACK. When the initial machine receives this response it in turn responds with an ACK
response and the conversation begins. Lets close our current packet capture and open
another to observe this traffic. Go to File = Close to close the current capture. Then
choose File 2 Open and select the file named WebCapture.pcap.

T webCapture.pcap [Wireshark 1.8.7 (5¥N Rev 49382 from /trunk-1.8)] =1of x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

Badese DEXRE Ae»aTI| BB QA0 @dMEMx B

Filter: | j Expression...

Mo, |Time |Source |Destination |ProtocolJLength [Infa
1 0.00000000172,16.107.130 173.194.73. TCP 62 commlinx-awvl = http [SYN]

7.
172.16.107
172.16.107.

60 http » commlinx-av] [ACK] Seq=1 Ack=717 win
P/l.1 200 OK text,/html)

? 00 L1A.107.130 4. E GET /Ta n.ico HTTRA1.1
L11349100173.194, 73,99 172.16.107. 60 http > commlinx-av]l [ACK] Seqg=532 Ack=1227 W"|n=642<j

[ - i | i

Frame 1: 62 bytes on wire (456 hits), 62 bytes captured (496 bits) on interface O

% Ethernet II, Src: vimware_4c:78:T3 (00:0cC:29:4c:78:F3), Dst: vmware_f9:T7:86 (00:50:56:T9:F7:86)
+ Internet Protocol wersion 4, Src: 172.16.107.130 (172.16.107.130), Dst: 173.194.73.99 (173.194.73.99]
-l Transmission Control Protocol, src Port: commlinx-av] (11900, Dst Port: http (BO), Seq: 0, Len: O
Source port: commlinx-awl 11907
Destination port: http (800
[stream index: 0]
sequence number: 0 (relative sequence number)
Header length: 28 bytes
Flags: 0x002 (SYN)
window size walue: 64240
[Calculated window size: 64240]
Checksum: 0x8142 [validation disahled]
= options: (8 bytes), Maximum segment size, No-Operation (NOP), No-operation (MOPD), SACK permitted
F Maximum segment size: 14860 bytes
# No-Operation (NOP)
# Mo-operation (NOP)
# TCP Sack permitted option: True

5

)

@ ‘:ﬂ Frame (frame}, 62 bytes Packets: 20358 Displayed: 2038 Marked: 0 Dropped: 0 Profile: Default

This is a capture of a simple web search. The user has opened up the Google search
engine and ran a search for “cute puppy pictures”. The user then chose the Pinterest
webpage, selected and downloaded a picture.

Lets take a look at the packet capture in detail. In the first packet we see that the source
computer (172.16.107.130) sends a SYN request to the destination computer
(173.194.73.99). If you expand the Transmission Control Protocol setion of the second
pane you can see that the source port is 1190 and the destination port is 80 (indicating an
http request is coming). The Flags section shows that this is an initial SYN request. The
next packet displays the SYN,ACK response coming back from 173.194.73.99 port 80 to




172.16.107.130 port 1190. Packet 3 shows the final ACK response completing the
three-way handshake.

Packet 4 marks the beginning of the “cute puppy pictures” search. Packet 7 shows the
DNS lookup (query) for pinterest.com (the site where the puppy picture resides). The
DNS response is seen in packet 11. Packets 12-17 indicate two different three-way
handshakes for requests from pinterest.

Scroll down and click on packet 42. Right click and choose Follow TCP Stream. Notice
the two sets of headers followed by a bunch of confusing information. This confusing
information is the binary picture being downloaded. If you close the Follow TCP Stream
window you will notice a filter has been entered in the filter section (we will talk more
about filters later). What is important to know at this point is that this request has filtered
out all other packets and now we can follow just this network conversation.

Tl WebCapture.pcap [Wireshark 1.8.7 (5¥NRey 49382 from /trunk-1.8)] . =10 ﬂ
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

B o B e e ="=-§§?_§3§E'?;'|;u"=,‘?"%?fﬁ'-=v..'=Dl_? Qe Qf|WeEMmsE B

Filker: |tcp.stream (=) _J Expression... Clear v Dave

43 0,4570440072,21,91.15% 172.16.107.130 TCP 60 http » fiveacross [ACK] Seg=l aAck= 521 w"m=64240 Let

44 0.4742080072,21,91.19 172.16.107.130 TCP 1514 [TCP segment of a reassemblad POU]
45 0.4742200072.21.91.19 172.16.107.130 TCP 1514 [TcP segment of a reassembled pDul
46 0.4742220072.21.91.19 172.16.107.130 TCP 1514 [TcP segment of a reassembled poul
47 0.4742240072,21.91.1%9 172.16.107.130 TCP 1514 [TcP segment of a reassembled PoU]
48 0.4742260072,.21.91.19 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU]
49 0,4742290072,21,91.19 172.16.107.130 TCP 1514 [TCP segment of a reassemblad POU]
50 0.47423100 72.21.91.1% 172.16.107.130 TCP 1514 [TcP segment of a reassembled pDU]
51 0.47423600 72,21, 91 19 1?2.16.10?.130 TCP 1514 [TcP segment of a reassembled poul
2 § 30 CP segment of a reassembled PDU]
segment Df a reassembled poU]

LT i

Q. 4?594500 ?2 segment D‘F a reassemb'led FOU]
58 0.47595300 72, 21 91 1o segment of a reassembled PDU] =
59 0.4759550072,21.91.1%9 segment of a reassembled pouU]
60 0.47595700 72.21.91.1%9 segment of a reassembled pou]
0. 47595900 72 21 NG R a
047 e — TP
a
a
i FiEs .8 g 7] Win=6d424
a6 0, 4?631100 Pl U N e 172.16.107.130 segment of a r'eassemb'led PDU]
67 0.47659800 72,21.91.1%9 172.16.107.130 TCP 1514 [TCP segment of a reassembled PDU]
68 0.4760050072,21,91.19 1¥2.16.107.130 HTTP 1093 HTTD/l 1 200 OK (text/css)

F43 N SGRARGAN TR P o1 146 172 1A AN07 130 TR

% Frame 52: 1514 bytes on wire (12112 bits), 1514 hbytes captured (12112 hits) on jnterface 0
# Ethernet II, sr¢: vmware fo:f7:86 (00:50:56:F9:F7:86), Dst: vmware d4c:78:f3 (00:0c:29:4¢:78:F3)
= Internet Protoco] version 4, src: F2.21.81.19 (72.21.91.19), Dst: 172.16.107.130 (172.16.107.130)

0000 00 0c 20 4c 78 T3 00 50 56 9 f7 86 08 00 45 00 Ji M PN E.
0010 05 dc as 25 00 00 80 06 d7 3b 48 15 5h 13 ac 10 F s i e
0020 8b 82 00 50 04 a% &d 92 8Se 47 5 16 74 Be 50 18 [ I P e i
0030 fa f0O 20 d2 00 00 0L Ob ba 49 8 8a aa 77 94 4F
0040 59 <0 al 79 ca 6e 62 05 cC7 50 11 41 66 11 71 235

¥ nh
nnEn  £7 75 £7 62 dd oF ,3 kBT ke kD 0@ 2k a7 s @ oo "
(=] i File: "C: \Documants and Sattlngs\.\\dm\nlstrator'l, Packets: 2033 Displayed: 53 Marked: O Dropped: O Load bime: 0:00.062 | Profile: Default

L fLe LI_lL

LI WD
LPoaf.ogx

Lo

This section basically shows the downloading of the image. Notice all the lines which
contain “15114 [TCP segment of a reassembled PDU]”. This is portions of the image
being downloaded.



This concludes this exercise close the Capture file and procede to Exercise 2.

Exercise 2 - Gathering General Information and Statistics and More
Wireshark Analysis

Click on File — Open and select the CaseStudyl.pcap file located on your desktop.
You should now have a window displaying that is similar to below:

CaseStudyl(l).pcap [Wireshark 1.6.7 ]
| File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

= i 3 Dk xo8 Q 27y [@E caaf @¥Hu @

Filter: Expression...

| No. Time Source Destination Protocol ' Length | Info

3 0.983752 192.168.1.1 192.168.1.7 DNS 129 Standard query response CNAME us.col.cb3.glbdns.microsoft.c

61.012715 169.254.1.213 :255.255.255.255 Upp 181 Source port: 21302 Destination port: 21302

7:1.013691 169.254.1.47 169.254.1.255 ubp 60'Source port: intecom-ps1 Destination port: 5000

192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]
192.168.1.7 TCP 1514 [TCP segment of a reassembled PDU]

=463 Ack=29

65.55.84.56
65.55.84.56

11 1.182590
12:1.183190

fﬂ'FramE 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
|» Ethernet II, Src: IntelCor_5e:df:7c (00:23:15:5e:df:7c), Dst: IPvémcast_00:00:00:0c (33:33:00:00:00:0c)

|» Internet Protocol Version 6, Src: feBO::7cfa:%9e3f:3124:ed69 (feB0::7cfa:%9e3f:3124:ed69), Dst: ff02::c (ff02::c)
|® User Datagram Protocol, Src Port: 63057 (63057), Dst Port: ssdp (1900)

| Hypertext Transfer Protocol

|0000 33 33 00 00 00 Oc 00 23 15 Se df 7c 86 dd 60 00 bt R L e
|o010 00 00 00 Sa 11 01 fe 80 00 00 00 00 00 0D 7c fa  ........ ...... |
|0020 9e 3f 31 24 ed 69 ff 02 00 OO 00 00 0O 0D 00 00 e d i T B
|0030 00 00 00 00 D0 Oc f6 51 07 6c 00 9a 67 45 4d 2d  ....... Q .1..gEM-

| @ File: Thomay! <633 Keinfo/CaseStud Packets: 266 Displayed: 266 Marked: O Load time: 0:00.111 Profile: Default

To determine what type of data has been captured in this file we can to go the Statistics
section and select

Protocol Hierarchy

8:1.062768 65.55.84.56 192.168.1.7 TCP 62 http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=146C




Statistics Telephony Tools

Interna

i) Summary
Protocol Hierarch:

| @ Conversation

[ @ Endpoints

1 Packet Length e

10 Graphs

T

Conversation List
Endpoint List
Service Response Time

ANCP...

BACnet
BOOTP-DHCP...
Collectd...

A

Notice the line

highlighted above.

Protocol
= Frame
= Ethernet
= Internet Protocol Version 6
(= User Datagram Protocol
Hypertext Transfer Protocol
= Internet Protocol Version 4
(=) User Datagram Protocol
Domain Name Service
Data
= Transmission Control Protocol
= Hypertext Transfer Protocol
Line-based text data
Compuserve GIF
JavaScript Object Notation
Secure Sockets Layer
Data

Address Resolution Protocol

% Packets

Display filter: none

Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s

266 JETCYTEN 141368 0113

26 1136 0113
| 150 % 4 0.59 % 832 0.001
| 150 % 4 059% 832 0.001
| 150 % 4] 059% 832 0001
20 oI 0112
B 015% 27 206% 2018 0.002
| RS u[ 185% 2617 0.002
| 113% 3[ 0% 301 0.000

21 1359420109
1767 % 47 [ 18.57 % 26258 0.021

I est% 12 a58% 6469 0005
| 263% 1 2% 3119 0.002
| 0.75 % 2] 038 % 538 0.000
| 263 % 7] 205% 2003 0.002
| 038% 1 107 % 1514 0.001
| 113% 3[ oar% 162 0.000

This shows that 17.67% of the traffic contained in this capture is Hypertext Transfer

protocol (http — web traffic). This may not seem like a lot but you must remember that

one web request will generate several packets of data.

Other interesting statistics can be gathered easily through selections made under the

Statistics section. We will examine a few briefly.

Close your current window and select the Statistics section again. This time choose
HTTP 2 Requests... Leave the filter blank and click on Create Stat

0 0 0.000
0 0 0.000
0 0 0.000
0 0 0.000
4 832 0.001
0 0 0.000
0 0 0.000
24 2617 0.002
3 301 0.000
177 106781 0.085
26 16132 0.013
12 6469 0.005
7§ 3119 0.002
2 538 0.000
7 2903 0.002
a 1514 0.001
3 162 0.000




¥ HTTP Requests by HTTP Host
[FFD2::C]:1900
WWW.MSN.Com

=

v

/sck.aspx?cv=_55%3dSID%3d7C73BAZDODBD452 EQS:
fajax/conditionalbanners.aspx

udc.msn.com

view.atdmt.com

b.scorecardresearch.com

amer.rel.msn.com

C.MsN.Com

www.bing.com

v

api.bing.com

v

rad.msn.com

Close

CaseStudyl(l).pcap [Wireshark 1.6.7 ]
File Edit WView Go Capture Analyze Statistics Telephony Tools Internals Help
P T -— s Summa =
B sl = 0 0 »x v F * HIE & @ a FF pEbhd M o &
- Protocol Hierarchy E 1 —
Filter: | {8 conversations f.. r Apply
No. Time Source B Endpoints Protocol Length  Info
Z Packet Lengths.. I : i
e 10 Graphs
3 0.983752 192.168.1.1 |DNS 129 Standard query response CNAME us.col.cb2.glbdns.
5:1 254.1.213 Endpoint List > |IPv 1514 Fra IF pre (pro DF 0x11, © 0, 1}
6.1 169.254.1.213 Service Response Time r [BPE : 181 Source port: 21302 Destination port: 21302
7.1.013691 169.254.1.47 T 1JDP ¥ 60 Source port: intecom-psi Destination port: 500C
8 1.062768 65.55.84.56 iR e 62 http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Ler
B Wl tce 5449635 > http [ACK] Seq=1 Ack=1 Win=64240 Len=0 |
T [FTTe 516 GET /zocid=ienp bTiPo |
11 1.182590 65.55_84.56 Colleck. .. |TcP 1514 [TCP segment of a reassembled PDUJ]
12:1.183190 65.55.84.56 Compare... TP 1514 [TCP segment of a reassembled PDUJ
s Ee——— || Flow Graph... = e
= = ] | Load Distribution... =
s s
Ll e S rtes ol e S TG0 IP Addresses. .. Packet Counter...
= Ethernet II, Src: IntelCor_Se:df: (22:32:00:00:00:0c)
5 IP Destinations... e
= Internet Protocol Version 6, Src: X d69), Dst: ff02::c (ff02::c)
IP Protocol Types..
= User Datagram Protocol, Src Port: Ip (1900)
= Hypertext Transfer Protocol AINC RIS Prog s |
Sametime =
UDP Multicast Streams
WLAN Traffic
0000 332 33 00 00 00 Oc 00 23 15 Se df 7c 86 dd 60 00
0010 00 00 00 9a 11 01 fe 80 0O 00 00 00 00 00 7c fa
0020 9e 3f 31 24 ed 69 ff 02 00 00 00 0D OO OO 0O OO
0030 00 00 00 0D 00 Oc f6 51 07 6c 00 9a 67 45 4d 2d s
@ File: home/iviaicsB33/wireshark-info/CaseStud. . Packets: 266 Displayed: 2566 Marked: O Load time: 0:00.082 Profile: Default
HTTP/Requests -
Topic / Item |

(The above figure might be obsolete and what you see might be a little bit different)

This list now contains all the http requests made.




Wireshark includes a complex color-coding scheme. The default settings are as follows:

Name String

Spanning Tree Topology Change stp.type == 0x80

OSPF State Change ospf.msg!=1

ARP arp

ICMP icmp || icmpv6

TCP RST tcp.flags.reset eql

SCTP ABORT sctp.chunk_type eq ABORT

(Checksum Erors ________cdp.checksum_bad==1| edp.checksum_bad==1 | ip checksum.bad==L | cp.checksum.bad==1 |
SMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80

IPX ipx || spx

DCERPC dcerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 0x02 || tep.flags.fin ==

TCP tcp

ubp udp

Close this window and lets analyze the first http packet — click on line 10.

10



CaseStudyl(l).pcap [Wireshark 1.6.7 ]

1 0.000000

3:0.983752

6.1.012715
7 1.013691
8/1.062768

11'1.182E§n

12/1.183190

fe80::7cfa:9e3F:3124:(Fff02::

TO2Z2 . T68. 7.7

254.1.2

169.

13

169.254.1.47

65.55.84.56

65.55.84.56
65.55.84 .56

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Eldmeoa ol x 0o 8 Q4 =« 27 32 HE e aF @>¥Mw B
Filter: | v | Expression... APy

No. Time Source Destination Protocol Length | Info

208 M-SEARCH * HTTP/1.1

c SSDP

192.168.1.7 DNS 129 Standard query response CNAME us.col.cb3.glbdns.

n
W
L
|
o
|

pr =

255.255.255.255 upp 181 Source port: 271302 Destination port: 21302
169.254.1.255 upeP 60 Source port: intecom-ps1 Destination port: 500C
192.168.1.7 TCP Sz.http > 49635 [SYN, ACK] Seq=0 Ack=1 Win=8192 Ler
[192.168.1.7 TCP 1514 [TCP segment of a reassembled PDUJ

192.168.1.7 TCP t of a

1514 [TCP bled PDUJ

» Frame 10:

v Ethernet II, Src:

(00:0c:29:db:f6:71),

516 bytes on wire (4128 bits),
Vmware_db: f6:71

516 bytes captured (4128 bits)

Dst: Actionte b9:eb:02 (00:18:01:b9:eb:02)

* Destination:

Actionte_b9:eb:02 (00:18:01:b%9:eb:02)

> Source: Vmware_db:f6:71

(00:0c:29:db:f6:71)

Type: IP (0x0800)

Src Port: 49635 (49635), Dst

http (80),

*» Transmission Control Protocol, Seq:
¥ Hypertext Transfer Protocol
= GET /?ocid=iehp HTTP/1.7\r\n
Accept: */*\rwn
Accept-Language: en-usirin
User-Agent: Mozillas4.0 (compatible;
Accept-Encoding: gzip, deflate\rin
Host: www.msn.com\rin
Connection: Keep-Alive\rin
cbc=cplus:ban:13322860,s5ubint:1:133277407;

MSIE 8.0; Windows NT 6.1; Tridents/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729;

Cookie: MC1=V=3&GUID=d61422960d1c4dd28785eebd1288aedb; mh=MS5FT; CC=US; CULTURE=EN-

Arin

[Full request URI: http://www.msn.com/?ocid=iehp]

0000 00 18 01 b9 eb 02 00 Dc 29 db f6 71 08 00 45 00  ........ )..q..E.
0010 01 f6 16 d5 40 00 80 06 00 00 cO a8 01 07 41 37 ... .@... ...... A7
0020 54 38 c1 e3 00 50 f8 9c 14 b8 aa 49 97 cd 50 18  T8. e
0030 fa fO 59 07 00 DO 47 45 54 20 2f 3f 6f 63 69 64 Y...GE T /?ocid
@ Fie: Thomediviaics63diwireshark-info/CaseStud...  Packets: 266 Displayed: 266 Marked: 0 Load time: 0:00.004 Profile: Default

Examine the information displayed in the middle pane of the windows. Wireshark does a
great job of showing all the details of the packet (including the lower levels and not just
the application layer). In this case, we get the most information from the application
layer. Here we can tell that the HTTP packet is a GET request for the /?ocid=iehp page
of www.msn.com. Wireshark even summarizes the full request below to be
http://www.msn.com/?ocid=iehp.

11



Conversations

A network conversation is the traffic between two specific endpoints. Along with the
addresses, packet counters, and byte counters, this window also has the time in seconds
between the start of the capture and the start of the conversation (“Rel Start”), the
duration of the conversation in seconds, and the average bits (not bytes) per second in
each direction. Lets take a look. Click on the Statistics section and go to Conversation

IPv4 Conversations: CaseStudyl(1).pcap
IPv4 Conversations: 16

Address A Address B Packets Bytes Packets A-B Bytes A-B Packets A-B Bytes A«B Pel Start Duration bps A-B bps A+B

192.168.1.1 192.168.1.7 24 2617 12 1732 12 885 0.957053000 6.8083 2035.16 1039.90
169.254.1.213 :255.255.255.255 2 1695 2 1695 0 0:1.010498000 0.0022:6116373.48 NfA
169.254.1.47 :169.254.1.255 L 60 T 60: 0 0:1.013691000 0.0000 N/A N/A
192.168.1.7 207.46.140.46 6 1388 - 976 2 412:1.448913000 0.3999 19525.47 824231
65.55.253.27 192.168.1.7 9 2974 3 904 6 2 070 1.460531000 6.7915 1064.86 2438.34
192.168.1.7 207.46.193.178 8 1172 5 717 3 455 1.463244000 0.1165 49226.76 31238.74
67.148.147.113:192.168.1.7 9 1619 4 852 5 767:1.484162000 0.2664 25585.68 23033.12
64.4.21.39 192.168.1.7 6 1390 2 536 4 854 1.500961000 0.4409 9725.76 15495.89
192.168.1.7 -204.245.34.139 13 3 809 6 2098 . 1711 1.509582000 1.1311 14838.76 12101.58
65.55.5.232 192.168.1.7 28 12 380 12 8 562 16 3 818 1.963498000 0.8334 82192.08 36651.41
63.235.36.105 :192.168.1.7 9 1387 4. 664. 5 723:1.974914000 0.2965 17913.87 19505.61
157.56.51.123 :192.168.1.7 19 7 963 9 5910 10 2053:2.130004000: 0.3354 140969.79° 48969.71
75.98.29.8 192.168.1.7 37. 22100 21 19 791 16 2 309 2.566532000 0.4933 320986.75, 37449.27
169.254.1.69 169.254.1.255 1 60 1 60 4] 0-4.990550000 0.0000 N/A N/A
173.194.73.99 :192.168.1.7 32 28933 23 27 000: 9 1933 7.804066000 0.9241 233742.45 16734.23
| Help ‘ Copy | Close

list — IPv4. A window similar to that below should appear.

Each row in the list shows the statistical values for exactly one conversation.
Conversations can be further shown at each of the different levels. From the
conversation window, filters can also be applied.
window so that it is so that you can see both it and the top pane of the main Wireshark
window as is demonstrated below:
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CaseStudyl(l).pcap [Wireshark 1.6.7 ]

-525734 s,

82 1.537809 .46

-548112

88 1.579766 207.46.193.

192

192.168.1.

192.168.

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
—_ —_ -
Bla@oy 0hxod A« 07 HEH accal[ dmu @
Filter: | | v | Expression...
No. Time Source Destination Protocol Length Info
79:1.522328 67.148.147.113 192.168.1.7 TCP 60 http > 49639 [ACK] Seq=1 Ack=474 Win=15672 Len=0
80 1 67.148.147 -168.1.7 HTTP

192.168.1.7

363 HTTP/1.1 200 OK (GIFB9a)

66 http > 49636 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len:

33

60 http > 49638 [ACK] Seq=281 Ack=437 Win=64240 Len:

TCP

ik 176
89 1.592868 64.4.21.39 192.168.1.7 TCP 60 http > 49640 [SYN, ACK] Seq=0 Ack=1 Win=8180 Len:
IPv4 Conversations: 16
Address A Address B Packets Bytes Packets A—+B Bytes A—B Packets A—B Bytes A«B Rel Start Duration bps A—=B bps A<B
192.168.1.1 192.168.1.7 24 28617 12 1732 12 885.0.957053000 6.8083 2035.16 1039.90
65.55.84.56 192.168.1.7 55. 50827 35 47 894 20 2933 1.003867000 6.1139 62668.59 3837.79
169.254.1.213 1255.255.255.255 2 1695 7. 1695 0 0:1.010498000 0.0022 6116373.48 N/A
169.254.1.47 169.254.1.255 1 60 1 60 0 0:1.013691000 0.0000 N/A N/A
192.168.1.7 207.46.140.46 6 1388 4 976 2 412:1.448913000 0.3999 19525.47 8242.31
65.55.253.27 192.168.1.7 9 2974 3 204 ] 2070 1.460531000 6.7915 1064.86 2438.34
192.168.1.7 207.46.193.176 3 1172 - 717 3 455:1.463244000 0.1165 49226.76 31238.74
67.148.147.113.192.168.1.7 9 1619 4 852 5 767 1.484162000 0.2664 25585.68 23033.12
64.4.21.39 192.168.1.7 6 1390 Z 536 4 854.1.500961000 0.4409 9725.76 15495.89 |
192.168.1.7 204.245.34.139 13 3809 6 2098 ) 1711:1.509582000 1.1311 14838.76 12101.58 ‘
65.55.5.232 192.168.1.7 28: 12 380 12 8562 16 3818:1.963498000 0.8334 82192.08 36651.41 -
63.235.36.105 192.168.1.7 9 1387 4 664 5 723 1.974914000 0.2965 17913.87 19505.61
157.56.51.123 192.168.1.7 19 7963 9 5910 10 2 053 2.130004000 0.3354° 140969.79 48969.71
75.98.29.8 192.168.1.7 37 22100 21 19 791 16 2 309 2.566532000 0.4933: 320986.75 37449.27
169.254.1.69 169.254.1.255 1 60 1 60 0 0 4.990550000 0.0000 N/A NfA
173.194.73.99 192.168.1.7 32 28933 23 27 000 9 1933 7.804066000 0.9241 233742.45 16734.23
| Help | Copy | Close
L | e

Since we have created no filters all the network traffic appears. Choose the fifth line
down in the conversation window

Right-click on the line and choose Apply Filter then Selected then A <> B. Notice how
the contents of the first pane of the main Wireshark Window has changed. Now you are
viewing only the traffic which transpired between the source IP address of 192.168.1.7
and the destination address of 207.46.140.46
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BE@gos okxod a«- 07 FE cccal @Sy @

Filter: |Ep.addr==192.168_1.7 && ip.addr==207.46.140.46 v Expression... Clear
No. Time Source Destination Protecel Length Info
.20?.46.140.46 192.168.1.7 TCP 66 http > 49636 [SYN, ACK] Seg=0 Ack=1 Win=4380 Len=0

82 1.537809

95 1.630817 207.46.140.46 192.168.1.7 HTTP 346 HTTP/1.1 204 No Content

I1Pv4 Conversations: 16

iddress A Address B Packets  Bytes  Packets AsB  Bytes AB | Packets AcB Bytes A—B Rel Start Duration  bps A—=B bps AB

92.168.1.1 192.168.1.7 24 2617 12 1732 12 885:0.957053000 6.8083 2035.16 1039.90
5.55.84.56 192.168.1.7 55! 50 827 35 47 894 20 2933:1.003867000 6.1139 62668.59 3837.79
69.254.1.213 255.255.255.255 2 1695 2 1895 0 0 1.010498000 0.0022:6116373.48 N/A
69.254.1.47 169.254.1.255 1 60 1 60 0 0 1.013691000 0.0000 N/A N/A
5.55.253.27 :192.168.1.7 9. 2974 3 904 6 2070 1.460531000 6.7915 1064.86 2438.34
92.168.1.7 207.46.193.176 8 1172 5 717 £ 455 1.463244000 0.1165 49226.76 31238.74
7.148.147.113:192.168.1.7 9: 1619 4 852 {7 767:1.484162000 0.2664 25585.68. 23033.12
4.421.39 192.168.1.7 6 1390 2 536 4 854 1.500961000 0.4409 9725.76  15495.89
92.168.1.7 204.245.34.139 13 3809 6 2098 7 1711:1.509582000 11311 14838.76 12101.58
5.55.5.232 192.168.1.7 28 12 380 12 8 562 16 3818 1.963498000 0.8334 82192.08 36651.41
3.235.36.105 -192.168.1.7 9: 1387 4 664 5 723 1974914000 0.2965 17913.87 19505.61
57.56.51.123 .192.168.1.7 19: 7963 9 5910 10 2 053.2.130004000 0.3354 140969.79 48969.71
5.98.29.8 192.168.1.7 37: 22100 21 19 791 16 2 309:2.566532000 0.4933° 320986.75° 37449.27
69.254.1.69 169.254.1.255 1 60 1 60 0 0°4.990550000 0.0000 N/A NJA
73.194.73.99 -192.168.1.7 32: 28933 23 27 000 9 1933 7.804066000 0.9241 233742.45 16734.23

Help || Copy | Close |

Notice that the Filter section above the first pane has been filled in. Close the
Conversatio
n window
Filter: |ip.addr==192.168.1.7 && ip.addr==207.46.140.46 and lets

examine

this further. The Filter that we applied was:

This was one easy way to filter out all traffic except that between IP address 192.168.1.7
and IP address 207.46.140.46.

Filters are a good way to decipher through all the packets and zone in on specific
information. Let's examine a few simple filters that we can make through the use of the
Expression... builder. Press the Clear button located to the Filter and then press the
Expression... key.
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Filter: | v | Expression...

It may take a few seconds but a Filter Expression window should appear

Wireshark: Filter Expression - Profile: Default - +

Field name Relation

» 104apci - IEC 60870-5-104-Apci == Prodehned
= 104asdu - IEC 60870-5-104-Asdu =
» 2dparityfec - Pro-MPEG Code of Practice #3 n -

* 3COMXNS - 3Com XNS Encapsulation <

» 3GPP2 All - 3GPP2Z A1l »=

* BLoWPAN - IPv6 over IEEE 802.15.4 <=

* 802.11 MGT - IEEE 802.11 wireless LAN man contains

» 802.11 Radiotap - IEEE 802.11 Radiotap Cap matches

* 802.3 Slow protocols - Slow Protocols b

» 9P - Plan 9 9P
AALL - ATM AAL1
AAL3/4 - ATM AAL3/4 Ha

| Cancel || 0K

Here you can build your own filters. Scroll down to Http in the Field Name section and
expand the options. Notice that there are many different sub-filters that you can use to
fine tune your search. Lets narrow our search to all the Get requests. Click on the sub-
filter labeled http.request.method. In the Relation section choose the = = “equal” sign.
Notice that the Value section becomes active. Type in GET (be sure to use all CAPITAL
Letters) and click OK
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Wireshark: Filter Expression - Profile: Default - + x

Field name Relation Value {character string)
* HP_ERM - HP encapsulated remote mirroring is present | Get|

» HPEXT - HP Extended Local-Link Control
» HPSW - HP Switch Protocol

* HPTEAM - HP NIC Teaming Heartbeat =

» HSRP - Cisco Hot Standby Router Protocol = "

¥ HTTP - Hypertext Transfer Protocol = e
http.notification - Notification (TRUE if HTTE S
http.response - Response (TRUE if HTTP res) contains
http.request - Request (TRUE if HTTP regue matches

http.authbasic - Credentials

http.request.uri - Request URI (HTTP Reque
http.request.version - Request Version (HTT Range (offset:length)

httm rmmriemet Fall eri Eull mamismet 1101 s | |

| Cancel || OK

Notice that the filter has been filled in:

Filter: |http.request.methud =="GET" | w | Expression... Clear

Click on Apply and notice the packets that have been selected. This is a list of all the Get
requests that have been made in the captured session.

This ends the first exercise. Click Clear on the Filter line to exist the filter. Then go to
the File tab and select Close to close the CaseStudyl.pcap file.

Exercise 2 — More Traffic searches and Filters

Go to the File — Open tab and open the file located on your desktop named
CaseStudy2.pcap

In this packet capture you will immediately notice that there is a lot more traffic. Lets
start by looking at the Protocol Hierarchy statistics to see if we can gather some
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information about what events have taken place. If you remember from the previous
exercise this can be done by selecting Statistics — Protocol Hierarchy

If you enlarge the window you will notice that 94.4% of the Packet traffic took involves
the File Transfer Protocol (FTP)

Wireshark: Protocol Hierarchy Statistics - 4
Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes |
Address Resolution Protocol 0.01 % 19 0.00 % 1014 0.000 19 1014
¥ Internet Protecol Version 4 | | 204892 | 121958124 0.788 0 0
¥ User Datagram Protocol 0.17 % 342 033 % 72921 0.003 0 0
Domain Name Service 0.15 % 315 0.30% 66585 0.002 315 66585

¥ NetBIOS Datagram Service 0.00 % 9 0.01% 2076 0.000 v] 1]
¥ SMB (Server Message Block Protocol) 0.00 % 9. 0.01% 2076 0.000 0 0

¥ SMB MailSlot Protocol 0.00 % 9 0.01% 2076 0.000 0 0
Microsoft Windows Browser Protocol 0.00 % 9, 0.01% 2076 0.000 9 2076

Data 0.00 % 410,01 % 1964 0.000 4 1964
Hypertext Transfer Protocol 0.01 % 12 0.01% 2100 0.000 12 2100
NetBIOS Name Service 0.00 % 2| 0.00 % 196 0.000 2 196

¥ Transmission Control Protocol | | 204550 | | 21885203 0.785 9479 3965158
¥ Hypertext Transfer Protocol 0.75% | 1543[516% | 1134152 0.041 882 648406
Line-based text data 0.12 % 243 0.87 % 191494 0.007 243 191494
Compuserve GIF 0.09 % 177 0.51 % 112399 0.004 177 112399
|PEG File Interchange Format 0.06 % 132 0.46% 101710 0.004 132 101710
Portable Network Graphics 0.02 % 46 0.16 % 36023 0.001 46 36023
Media Type 0.01 % 14 0.05% 11786 0.000 14 11786

¥ |avaScript Object Notation 0.02 % 36| 0.09 % 20632 0.001 3 598
Line-based text data 0.02 % 33 0.09% 20034 0.001 33 20034

Text item 0.00 % 1/0.01% 1304 0.000 h L 1304
Online Certificate Status Protocol 0.01% 11 0.04% 9402 0.000 11 2402
extensible Markup Language 0.00 % 1 0.00% 996 0.000 1 996

Secure Sockets Layer 0.03 % 61 0.12% 26352 0.001 61 26352: |

File Transfer Protocol (FTP) 193445 |-_i% 16755478 0.601 193445 16755478

¥ NetBIOS Session Service 0.01 % 18 0.01% 2822 0.000 2 186
v {Saruar call B 0% 16007 0L 2636 0000 12 1886
|  Help | Close

This amount of FTP traffic in one network traffic seems very suspicious and warrants
closer examination. To do this we need to apply a filter. This can be simply done by
typing the word ftp in the Filter Section of the main Window and clicking apply

Filter: ftp | | ¥ | Expression... Clear Apply

This traffic appears even more suspicious since at first glance it appears that there are
multiple repeated packets. This does not resemble the expected traffic of a legitimate
FTP request. Lets examine some of the packets in more detail. Click on one of the first
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packets in the Window and fully expand the File Transfer Protocol (FTP) section in the
second pane

CaseStudy2(1).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B@Ego ) ohxod Aa«+»073 FE eaaal @¥Ey @
Filter: :ﬁp v Expression... Clear
No. Time Source Destination Protocol ' Length | Info

|» Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)

|» Ethernet II, Src: Vmware_ff:71:d1 (00:0c:29:ff:71:d1)
| » [EnEernE ol Version 4, Src 8.1.105), |
|® Transmission Contrel Protocel, Src Port: ftp (21), Dst Port: 48E§2 (48562), Seq:
|¥ File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\r\n
Response code: Service ready for new user (220)
Response arg: Microsoft FTP Service

|ooo0 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZI... ).Q...E.
|oo10 00 4F 11 60 40 00 80 06 00 00 cO a8 01 69 €0 a8  .0.°@... .....i..
|0020 01 68 00 15 bd b2 e0 92 eb ed 3b ac 23 cb 80 18 .h...... ..;.%...
{0030 01 04 84 63 00 0D 01 01 08 0a 00 04 cb @6 00 Ob  ...C..en wuuunnn.
:érﬁilz "l"hurr‘;l'\iui;fcsﬁi;_w'wi’m’sh;rik-inrfa-‘r,ars;Elu:lr7 75&(#(’2[5 ;aﬁgiﬁ Di;u’\a;s'd {D}ﬂdﬁ Marrgzzliﬂ Lnsd time:0:03.110 Profile: Default

From this we gather that it appears that FTP is ready for a new user. This seems to
suggest multiple sessions attempting to be opened and that they are all being attempted
on same IP address. Click on the next several packets and take note of the Destination
Port. This is pointed to by the the pointer in the above display and appears in the
following line

= Transmission Control Protocol, Src Port: ftp (21), Dst Port: 48562 (48562),

Click on the next Packet in the first frame and notice that the Destination port has
increased from 48562 to 48563. Click on the next several packets and again take note of
the destination port's incremental changes. This raises another red flag and warrants
further investigation. Let's fine tune our filter and see what we can find out. We will
filter out all the traffic attempted at one of the destination ports listed. To display a
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specific destination port we need to use the tcp.dstport filter. Type in the following in the
Filter section and select Apply

Filter: |ftp && tcp[dstpurt == 48562 | v Expression... Clear Apply

CaseStudy2(l).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B@eoy bkxod A« 07 el g@EH: @
Filter: 'ﬁp && tcp.dstport == 48562 v | Expression... Clear
No. Time Source Destination Protocel | Length | Info

* Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)

’Transmission Contrel Protocol, Src Port: ftp (21), Dst Port: 48562 (48562), Seq: 1, Ack: 1, Len: 27
v File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\rin

Response code: Service ready for new user (220)

Response arg: Microsoft FTP Service

With this filter it seems that someone is trying to login a multitude of time. We are,
however, only getting one side of the conversation. This is because with the tcp.dstport
setting we are only seeing the return response and not the original request. We can
modify our filter to include both sides of the conversation by adding a filter for the source
port as follows:

Filter: |ftp && tcp.dstport == 48562 || tcp.srcport == 48562 ¥ | Expression... Clear

Note the added output:
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEee s oahxod Qe 0753 FE eacacaf gdme @

Filter; | ftp && tcp.dstport —— 48562 || tcp.srcport —— 48562 v Expression... Clear
No. Time Source Destination Protocol Length Info
192.168.1.104 192.168.1.105 FTP 77 Request: USER John

3515 52.7546597

3556 52.757133 192.168.1.104 192.168.1.105 FTP 77 Request: PASS 10th
3640 52,779121 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3682 52.791395 192.168.1.104 192.168.1.105 ETP 77 Request: PASS 1ht9

3727 52,7972 192.168.1.104 192.168.1.105 FTP 77 Request: USER John
3779 52.802861 192.168.1.104 192.168.1.105 FTP 81 Request: PASS abalonel

» Frame 3443: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)
> Ethernet II, Src: Vmware ff:71:d1 (00:0c:29:ff:71:d1), Dst: Vmware 5a:49:c4 (00:0c:29:5a:49:c4)

£ (192.168.1.104)

i
Seq: 1, Ack: 1, Len: 27

S UEVERT SR R LA LT R PR S
* Transmission Control Protecol, Src Port: ftp (21), Dst Port: 485
v File Transfer Protocol (FTP)
¥ 220 Microsoft FTP Service\r\n
Response code: Service ready for new user (220)

st
562),

Response arg: Microsoft FTP Service

With this information we can finally see what is happening. It appears that this is a
password attack against and ftp server. The only thing we do not know at this point is
whether the password cracking attack was successful. We can determine this by adding
one more filter. When a user successfully logs in the response “User Logged In” is sent.
Now we will filter for this response by typing in the filter displayed below (Be sure to
type the filter exactly as it appears below — including the period after the word in)

Filter: 'ftp &6 ftp.response.arg=="User logged in." ¥ | Expression... Clear

This filter returns two packets
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CaseStudy2(l).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Toels Internals Help

BlEeo okxod A« 07 E acaal @HE

Filter: |ftp && ftp.response.arg=="User logged in." | vl Expression... Clear

Nao. Time Source Destination Protocol Length  Info

i» Ethernet IT, Src:.\fﬁmare_ff:?1:d1 (I][l:l]c:.z-g:ff.:?ﬁ:d‘l)_“Dst: Vnmare_ﬁa:d-é:cd- (00:0c:29:5a:49:c4)
¥ Transmission Control Protocol, Src Port: ftp (21), Dst Port: 48588 (48588), Seq: 79637, Ack: 33657, Len: 21
Source port: ftp (21)

Destination port: 48588 (48588)

[Stream index: 1188]

Sequence number: 79637 (relative sequence number)
[Next seguence number: 79658 (relative sequence number)]
Acknowledgement number: 33657 (relative ack number)

Header length: 32 bytes
= Flags: 0x018 (PSH, ACK)
Window size wvalue: 259
[Calculated window size: 66304]
[Window size scaling factor: 256]
= Checksum: 0x845d [validation disabled]
= Options: (12 bytes)
= [SEQ/ACK analysis]
¥ File Transfer Protocol (FTP)
¥ 230 User logged in.\r\n
Response code: User logged in, proceed (230)
Response arg: User logged in.

Examining the detail found in the second pane shows that a successful login was made
from IP address 192.168.1.105 to 192.168.1.104 via FTP on Dst Port 48588 and again on
Dst Port 46596. To determine what login and password were used we can follow the
TCP stream. This can be done by selecting one of the packets. Then go up to the
Analyze label and click on Follow TCP Stream
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CaseStudy2(1).pcap [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

ﬁ.@,[, 7 [a] (¥ pisplay Filters... P @ @ @ E ﬁ @ w B

Display Filter Macros..
Filter: [ftp && ftp.response.arg==" L. [Clear Apply

No. Time Source =5 Protocol Length | Info

|
I
I¥] Enabled Protocols. Shift+Ctri+E

P rrame us/s4: s/ pytes on 2E Decode As.. 396 DITS)
> Ethernet IT, Src: Vaware_ 38 User Specified Decodes. vare_5a:49:c4 (00:0c:29:53:49:c4)
5|
v Transmission Control Proty b 5596 (46596), Seq: 61, Ack: 31, Len: 21
Source port: ftp (21) t
Destination port: 46596 LS
[Stream index: 1499] ¥ Expert Info Compasite
Sequence number: 61 ¢ Conversation Filter
[Next sequence number: 82 (relative sequence number)]
Acknowledgement number: 31 (relative ack number)

Header length: 32 bytes
» Flags: 0x018 (PSH, ACK)
window size value: 260
[Calculated window size: 66560]
[Window size scaling factor: 256]
¥ Checksum: 0x845d [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
v Options: (12 bytes)
No-Operation (NOP)
No-Operation (NOP)
> Timestamps: TSval 324487, TSecr 774928
¥ [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 2037531
[The RTT to ACK the segment was: 0.000757000 seconds]
[Bytes in flight: 21]
v File Transfer Protocol (FTP)
¥ 230 User logged in.\r\n
Response code: User logged in, proceed (230)
Response arg: User logged in.
0000 00 Oc 29 5a 49 c4 00 Oc 29 ff 71 d1 08 00 45 00 ..)ZI... ).g...E.
0010 00 49 23 69 40 00 B0 06 00 00 cO a8 01 69 cO a8 .
0020 01 68 00 15 b6 04 87 50 b2 d4 93 ¢5 35 c8 80 18
0030 01 04 84 5d 00 00 01 01 08 Oa 00 04 f3 87 00 Ob

@ Fic: “homenivia/cso33wireshark info/Casostud. | Rackets: 204014 Displayed: 2 Marked: 0

Profile: Default

A Follow TCP Stream window will appear. Scroll down to the last entries and you will
see that after multiple unsuccessful attempts the User John logged in successfully using
the password Passwordl1234. John had a very weak password and his account was
compromised via the use of a dictionary attack. Beyond this, we could look into the
commands issued once the connection was established to determine what the attacker did
once he obtained access to FTP.

One question might also be brought up. How did the attacker know FTP was enabled?
This might suggest a port scan was performed. To check this, we need to perform a filter
on some TCP flags. TCP packets have eight flags. They are FIN, SYN, RST, PSH, ACK,
URG, ECE and CWR. These flags have decimal numbers assigned to them as follows:

FIN=1
SYN=2
RST =4
PSH=28
ACK =16
URG =32
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ECE = 64
CWR =129

To check if a SYN/ACK flag is set we add 2 (the SYN value) to 16 (the ACK value) and
the result would be 18. A common port scan is a SYN scan, We will first check for that
using the following filter:

The resulting output indicates that a SYN scan was indeed executed:

CaseStudy2(1).pcap [Wireshark 1.6.7 ] e

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals felp
BEeo oahxod A« 07 IR acal gME L

Fﬂten-:hcp;ﬂags:-=2 v | Exp Clear Apply
| Protocol Length | Info

=

i
g

0. Time ‘Source

=

$32.16.138504  192.168.1.104 1192.768.1.105 TCP 60 58368 > http [SYN] Seq=0 Win=1024 Len=0 M55=1460

This tells us that the attacker knows the ports that were open and that an FTP server was
running. Let's examine a few of these lines to see what ports are open. Since we are
already aware that the FTP port is open lets scroll down and select line No 33 (see first
column in the first pane). Now go to the Analyze tab as select Follow TCP Stream.
Although nothing appears in the TCP Stream window if we close it we see three packets
are displayed.
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46 16.13910> 192.168.1.104 192.168.1.105 C 60 58368 > ftp [RST] Seg=1 Win=0 Len=0

* Frame 33: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: Vmware 5a:49:c4 (00:0c:29:5a:49:c4), Dst: Vmware ff:71:d1 (00:0c:29:ff:71:d1)
» Internet Protocol Version 4, Src: 192.168.1.104 (192.168.1.104), Dst: 192.168.1.105 (192.168.1.105)
v Transmission Control Protocol, Src Port: 58368 (58368), Dst Port: ftp (21), Seg: 0, Len: O
Source port: 58368 (58368)
Destination port: ftp (21)
[Stream index: 13]
Sequence number: 0 (relative seguence number)
Header length: 24 bytes
» Flags: 0x002 (SYN)
Window size value: 1024
[Calculated window size: 1024]
v Checksum: 0x1a6d [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
v Options: (4 bytes)
Maximum segment size: 1460 bytes

The first line is Packet Number 33 and is the original SYN resquest. The second line
(Packet 41) is the SYN, ACK response. This tells the requester that the port is in fact
open. Looking in the second pane we see the Transmission Control Protocol line which
confirms that the Dst Port is port 21 (FTP).

v Transmission Control Protocol, Src Port: 58368 (58368), Dst Port: ftp (21), Seq: 0, Len: 0

Clear the filter and lets try another protocol. Start again by typing tcp.flags == 2 in the
filter to filter out all SYN requests. This time select packet number 32 for http, and go to
Analyze — Follow TCP Stream. Here we see that only two packets appear. The original
SYN request and then a RST, ACK response. No SYN, ACK is displayed so can
determine that this port is not open and no http server is running (or at least not on port
80).

This concludes the Network Analysis exercise. Please close out of the Wireshark
application and shutdown your Network Analysis Virtual Machine.
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