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Cryptography: Practice
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Prerequisites

* This unit assumes that you have already
known

— Symmetric-key encryption
— Public-key encryption

— Digital signhature

— Digital certificates
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To do what?

* Protect files in a virtual container or on your
USB drive

— Like a bank vault

* To encrypt and digitally sign an email
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Step 0

* Use Firefox to log into your vCenter server and
find your Windows 2003 VM

* Use the “WLAN and Crypto Security” VM
snapshot

2015 Summer Camp



7
g § JAMES
ALMADISON

IIIIIIIIIII

Organization

* Practice
OTruecrypt
O GPG ~
©BitLocker We may not have enough
time to finish all three
practices.

\You can do © afterwards/
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Road Map

pTruecrypt

2015 Summer Camp 6
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TrueCrypt

* Open-source disk/drive encryption software
— Not just encrypting single files, but the whole disk

e Supports Windows, Linux, and Mac OS
— http://www.truecrypt.ch/

* Has been used by “bad people” to encrypt
laptops and external hard disks

2015 Summer Camp 7
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Step 1

* Download and install
— https://truecrvpt.@downIoads/

* NOTE: TrueCrypt has already been installed on
your Windows 2003 VM under the “WLAN
and Crypto Security” VM snapshot

2015 Summer Camp
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Step 2: Run TrueCrypt

e Start > All Programs > TrueCrypt > TrueCrypt

* (You can also run it directly from a shortcut on
your Desktop)

2015 Summer Camp 9
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Step 2

* Create a virtual encrypted disk (called file
container)

— Then put all of your critical files there

2015 Summer Camp 10
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| Wolumes System Favorites Tools Settings  Help Homepage

Drive | Volume | Size| Encryption slgorittm | Type | »
= Jef
S H:
]!
g 1
i |
=

m

S
S 0 g |
e P
= ol
Sl
S 5
T x

Create Volume | Valume Properties, , | Wiipe Cache

—Volume

I j Select File. ..

W hiz
I tieeer v akoey Volume Tools... |

Select Device...

‘ Mount —‘ Auto-Mount Devices ‘ Dismount Al ” Exit ”
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CREDITS: some of these screen snapshots are

from https://download.truecrypt.ch/documentation/TrueCrypt%20User%20Guide.pdf

-l x

File ‘olumes kKewfiles Tools Setkings  Help Homepage

Dri\-'e| Yolume | Sizel Encryption &lgarithm | Tvwpe | -
“a |
a3
G H.
gt [
e
Sk
Gam |
S M
Sam
S O
G P
oK
e =N

T ll

i_reate Yaolume Yolume Properties. .. | Wyipe Cache |

I j Select Eile. .
v Mever save history
Yolume Tools, . | Select Device, .,

Mok ” Auto-Mount Devices ” Disrnounk &l ” Exit ”
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B TrueCrypt Yolume Creation Wizard = |DIEI

TrueCrypt Volume Creation Wizard

f* Create an encrypted file container

Creates a virkual encrypted disk within a file, Recommended Far
inexperienced users,

More information

" Encrypt a non-system partition,/drive

Encrypts a non-swskem parkition on any internal or external
drive (.9, a flash drive), Optionally, creates a hidden yaolume.

L Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed, Anwvone
whio wanks to gain access and use the system, read and write
files, ekc,, will need ko enter the correct password each time
before Windows boots, Optionally, creates a hidden swstem,

More information abouk syskem encryplion

= Prey I Mexk = I Cancel

2015 Summer Camp 13
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The Location of the Virtual Encrypte

Disk

Volume Location

I jl Select File. .. I

W Mewer save history

A TrueCrypt vaolume can reside in a File {called TrueCrypt conkainet),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypt container is just like any normal file (it can be, For
example, moved, copied and deleted as any normal File), Click
'Select File' to choose a filename For the container and ko seleck the
location where you wish the container ta be created,

WARMIMNG: IF wou select an existing file, TrueCrypk will NOT encrypt
it; the File be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypk existing files (later
on) by moving them to the TrueCrypt container that wou are about
ta create now,

Help < Prew Mexk = Cancel
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Look ir: E by Documents

W

ky Camputer

My Documents

Recent

-]

Specify Path and File Name

& B cF B

2 x|

File name: hP Wolume

Files af bype: I.ﬁ.ll Filez [.7]

=

Sawve

Cancel

v
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Volume Location

I Coiry Docurnenkst My Yalume j Select File. ..

¥ Mever save histary

& TrueCrypk waolume can reside in a file (called TrueCrypk container),
which can reside on a hard disk, on a USE flash drive, etc. &
TrueCrypt conkainer is just like any normal file (t can be, For
example, moved, copied and deleted as any normal File), Click
‘Select File' ko choose a filename For the container and ko select the
location where wou wish the conkainer ko be created,

WARMING: If vou select an existing file, TrueCrypk will NOT encrypt
it; the file be deleked and replaced with the newly creaked
TrueCrypt conkainer. You will be able to encrypk existing Files {laker
an) by moving them ko the TrueCrypt container that wou are about
to create now,

Help < Pres I Mext = I Cancel
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AES is a symmetric
encryption algorithm

Encryption Options L standard

Encryption Algorithmm
I—L: st

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by LS, government departments and agencies to prokeck
classified information up to the Top Secrek level, 256-bit key,
128-bit black, 14 rounds (BES-256), Mode of operation is XTS5,

More information on AES

Benchmark. |

—
—Hash aAlgorithm ——

RIPEMD-160 ad Information on hash

Select SHA-512, a US
crypto hash standard

\

\

/

Help < Pres I Mext = I iZancel |
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4 . .
The size of your virtual

encrypted disk; Choose

Volume Size 2G if you like

~

/

Free space on drive D:\ is 846.56 MB.

Please specify the size of the conkainer to create,

If wiou create a dynamic (sparse-file) container, this parameter will
specify its maximum size.

Moke that the minimurn possible size of a FAT volume is 275 KEB.
The minirmum possible size of an MTFS volume is 25829 KB,

Help < Prey I Mext = I iZancel
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This is the password
used to protect your

virtual disk

Volume Passwor

Password:

Confirm: I

™ Display password
[ Use keyfiles

tevkiles. .

lower case lekkers, numbers, and special characters, such
* + gtc, We recommend choosing a password consisking o
20 characters (the longer, the better), The maximum pass
length is 64 characters,

It is wery impartant that you choose a good password, Yoo sho
avoid choosing one that contains only a single word that can be
Found in & dictionary (or a combination of 2, 3, or 4 such waords),
shaould nok contain any names ar dates of birkh, It should not be
to quess, & good password is a random combination of upper an

You can generate a \
random key and use
it to protect your
virtual disk. Let’s not
do this now /

2015 Summer Camp
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Volume Format
—ptions
/ ™ Filesystem IFF'.T ¥ | Cluster IDeFauII: | [ Dynamic
Move your
mouse around Random Pool: A0E0SEC33EBGDIFASOANSFSS55622D14. W
for 10 seconds Tfade" ik
asker Key.
to generate
some random | Abort |
\ bits Done | Speed Left

T

IMPORTAMNT: Mowve wour mouse as randomly as possible within his
window, The longer wou move it, the bekker, This significantly
increases the cryptographic skrength of the encryplion keys. Then
click Formak ko create the wolume,

Help < Presy iZancel

2015 Summer Camp 20
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TrueCrypt ¥Yolume Creation Wizard

&

L]
1 J The TrueZrypt wolume has been successfully created,

X

2015 Summer Camp

Volume Created

The TrueCrypt volume has been created and is ready for use, I
woll wish to create another TrueCrypt volume, click Mext,
Otherwise, click Exit,

Help = Prew

21
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File “olumes Kewfiles Tools Settings Help Homepage

Drive | Yolume Size | Encryphion Algorithm | Type -
gnE:
(g
g H:
g

G ]
*iﬁll'ki:

-

Your virtual _ .
e Yolume | Yolume Properties. .. Wipe Cache |
disk will be
mounted as M: || - Setgen |
W Mever save histary
\ j Yolume Toals. .. Select Device... |
Mounk H futo-Mount Devices H Disrnount &l H Exit H

2015 Summer Camp 22




B TrueCrypt

File “aolumes

kevfiles

Settings  Help

=101 %]

Homepage

Drrive

Yalurne

Size

Encryplion Algarithrn

Tvpe

Fs

e
g (5
i H:
G
g ]
|
|

a1
()
g P
e ()
T
g T

iCreate Yolume

—Walume

Yolume Properties. ..

Wipe Cache

¥ Mever save history

Yolume Toals, ..

Seleck Device, ..

| I Select File. .. I

Mount

Subo-Mounk Devices u

Dismount Al H

Exik

2015 Summer Camp
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Select a TrueCrypt ¥Yolume

Loak, in:

o §
o B

by Computer

e

by Documents

select your
virtual disk file

) My Documents

| & @&k E

2 x|

I!| My volume

File narme:

W alume

Files of type:

All Files [77]

2015 Summer Camp
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File “olumes Kevfiles Tools Settings Help Homepage

Crive | Yolume Size | Encryplion Algorithm | Tvpe -

g |
Sl (g,
gl H,
g !
g 1
g |
g | !

select an available

s drive letter first
ST ;I
iCreate Yolume | Yolume Properties. .. | Wipe Cache
—Waolurne
I CryMy Documentsiky Yolume | Select File. ..
¥ Mever save history
Yolume Toals, .. Seleck Device, ..

‘ Mounk “ Auto-Mounk Devices u Dismount Al Exik
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File “olumes EKewfiles Tools Settings Help Homepage

2

Drive | Yolume Size | Encryption Algorithm | Tvpe 1B
G
a3
G H;
]
g ]
e |
|
g [V
i Enter password for D:'My Documents'My ¥Yolume L
()

S P, Password: Il | O I
g )

iZache passwords and kevyfiles in memory: Cancel

[ Display Password
[ Use keyfiles Kevfiles. . | Mount Opkions, .,

_re I I QAL L1 = L) L L = I A L o ] |

Yolurme
F/ w Diocumentsiky Yolume j Select File...
&ver save histary _
Yolurme Toals. .. | Select Device. .,
This is the

paSSWOFd that _|| Auto-Mount Devices H Disrnount Al H Exit u
_ You set earlier |
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File W%olumes Kevfiles Tools Settings Help Homepage

Crive | Yolume Size | Encryplion Algorithm | Tvpe -
gt E
e ()
it H:
]
g ],
|
|
g M
S Enter password for D:"\ My Documents', My Yolume
i

":"F" F'EISS'.-'-.II:Ird:I bobokkokekekskok sk sk b b b kbbb shiok ok sk b b ok ok o DK
e () Q

S S [ Cache passwords and kevfiles in memary Cancel

T _ ;I

™ Display Password

i evkiles, ount Options, ..
Use keyfiles el Mount Cipki
¥ B ST T I AL L0 | |t L L B | T TP =
—Waolurne
I CryMy Documentsiky Yolume | Select File. ..
¥ Mever save history _
Yolume Toals, .. Seleck Device, ..
Mounk Auto-Mounk Devices u Dismount Al Exik
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B TrueCrypt

File “olumes Keyfiles Tools Settings  Help

=10 |

Homepage

Drive | Yolume

| Size| Encryption Algorithmm | Tvpe | -

g E;
it (5
i H:
]

a1
)

eate Vaolume | Yolume Properties. .. |

Wipe Cache

\ Iu" Mever save history
f

You will have a
new M: drive

LMy Docurmentsi by Yolume

Yolume Tools, ..

j Select Eile. ..

| Select Device, ..

Subo-Mounk Devices H

Disrnount All

H Exit

2015 Summer Camp
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A
el ElS

_Iolx
File Edit ‘“Wew Faworites  Tools  Help ‘ 11.'
3 e j. >
L;" . & . P @
Back Farnyard Up Refrezh
Address I ¢ My Computer j
Mame - | Twpe -
e 5YYSTEM [C:) Local Dizk
<@ Local Disk (D] Local Disk
< | ocal Dizk [F: Local [~ ™\
LHE You can copy your
: | security-critical files
to/from your M:

Free Space: I:I.EI.'*'| | ﬂ b Computer drive
L %

2015 Summer Camp 29
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Security-critical Files?

* Create a security-critical text file, finance.txt

— Save the following information to it
* your SSN and credit numbers in it
* Your online banking account information
 Your utility bill accounts information
* Your other “important” digital stuffs

e Save it to M: drive

2015 Summer Camp 30
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¥ My Computer - O] x|
File Edit ‘“Wew Faworites  Tools  Help ‘ -.1.’
_ ™, ¥
K_j' - & - Lj; \g
Back Farnyard Up Refrezh
Address I ¢ My Computer j

Mame - | Twpe -
e 5YSTEM [C:) Local Dizk
<@ Local Disk (D] Local Disk
<o ocal Dizk [F: Lu:u:aIE};’*

At this moment,
your files on M:

2015 Summer Camp

Free Space: 0.97 | | ¢ My Computer ‘ are in the clear
/

SSSSS

\
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B TrueCrypt - | I:Ilil

File Molumes Kewfiles Tools Settings Help Homepage

Drivel Yolume | Size| Encrypkion Algorithm | Type | -
Vet |1
S (g,
G H:
g [
Gt ],
gt |

Create Yolume | Yolume Properties. .. | Wipe Cache |

—Yalume \

| LMy Documentsi My Volume j Seled YO U can d |S mou nt
¥ Mever save history .
| sl your M: drive to

YWolurme Tools. .,
protect it
Disrnounk Auko-Mount Devices 1{ Disrmount Al ‘I]T T /

Al
2015 Summer Camp 32
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Exercise

@ Create a TrueCrypt virtual disk (filename:
your first name-last name)

@ Create a text file, finance.txt, and save it to your virtual
disk
® Dismount your virtual disk

@ Examine file your first name-last name to see
whether you can find any information about finance.txt

® Copy your first name-last name to c:\tmp

® Mount c:\tmp\ your first name-last name (the new

copy)
@ Open finance.txt

2015 Summer Camp 33
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Is It Really Secure?

* You can examine your virtual disk file

* |f a hacker has stolen your virtual disk file,
he/she will not be able to see your critical files



2015 Summer Camp

Do You Really Know What You are
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Doing?

* |f you pick a strong
password and forget it,
vou will NOT be able to
recover any data on the
virtual disk

— Probably nobody will be
able to help you

* Know your risk!

35
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Road Map

¢ Practice )
OTruecrypt
BGPG

\_ ©BitLocker )

2015 Summer Camp 36
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Public Key Digital Signature

Alice’s
public key

SR Dear Bob l
E = el

Dear Bob - Sell 20 =
Sell 20 — \ shares of my _ Y/N?
shares of S|gn IBM stock *)( pub“C Channel( Verify
my IBM __ -
sock | T 010101010... ~JK "

(DIGITAL SIGNATURE) E).

Alice’s Bob
@Q@ private key 7@(

Alice
37

2015 Summer Camp
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Public Key Encryption

Bob’s
public key

: [ : :
: { Do-not-modify channel O(é

E Y
} Eve s
Dear Bob : Wil XX T = Dear Bob
LA L= . = Il Alb
Tell Albert " Encrypt — (];Y ° : < public ChanneO? Decrypt i :crsg:toir:of
to get out of _ Mo . . there
I 4

public key

there p - ®gt.. X ;_ _ - T-
(e RO
: private key
) Il
Dave Bob 38

2015 Summer Camp
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Cryptography # Encryption

* Public-key cryptography can be used for digital

signature
* The digital counterpart of hand-written

signature
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Digital Signature

* Alice uses her private key to digitally sign a
message (a bit string)

— Everybody can use Alice’s public key to verify Alice’s
digital signature

* Algorithm buzzwords

— RSA digital sighature
— Digital Signature Standard (DSS)

* (Do not confuse digital signature with email
signature in MS Outlook!)

2015 Summer Camp 40
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E-mail signature vs. Digital Signature

* E-mail sighature
Xunhua Wang, PhD
Department of Computer Science
James Madison University

E-mail: wangxx@jmu.edu
Tel: 540-568-3668

~
This is not secure!

Anybody can change it
/

* Digital signature
01110011001...

2015 Summer Camp 41
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Verify an Email?

HOW To USE PGP To VERIFY
THAT AN EMAIL 1S AUTHENTIC:

(===~ BEGIN PGP SIGNED MESGAGE:——)
HASH; GHAZ56

HEY,

N
g ; JAMES
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What if | Want to...

* Encryption/sign a single file/email?

 GNU Privacy Guard (GPG)
 Windows version
* Gpgdwin

— http://www.gpgdwin.org/

2015 Summer Camp
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Step 1

* Download Gpg4win and install it on your
Windows 2003 VM

— http://gpgdwin.org/

* NOTE: Gpgdwin has already been installed on
your Windows 2003 VM under the “WLAN

and Crypto Security” VM snapshot

2015 Summer Camp a4



Step 2

* Run “Start -> All Programs -> Gpg4win ->
Kleopatra”

* (You can also run it directly from a shortcut on
your Desktop)

2015 Summer Camp
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AFMADISON

45



R e N TR =\t T NMADI

File View Certificates Tools Settings Window Help

i Export Cedificates. = Redisplay = Stop Operation Lookup Certificates on Server
) T T ~ | Lookup Certificates | My Certificates ']
— | on Server - —
P~<egificates | Other Certicates [ )
Name E-Mail : Valid Until Details Key-ID

\
“File -> New

Certificates”
\ %

2015 Summer Camp 46
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Choose Certificate Format

Please choose which type of certificate you want to create.

< Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authorty; instead, every

— L

eate a personal X.509 key pair and certification request
8 key pairs are created locally, but certified centrally by a certification
rity (CA). CAs can certify other CAs, creating a central, hierarchical chain of

Mext | Cancel

Choose this one to generate your
own public/private key pair
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Enter the required information

Enter Details

Please enter your personal details below. If you want more contr
certificate parameters, click on the Advanced Settings button.

the

Mame: | V (required)
EMail: (required)
Comment: (optional)
Name is required, but empty |&duanced Settings...|

Mext

Cancel

ITY.
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Enter Details

Please enter your personal details below. If you want more control over the
certificate parameters, click on the Advanced Settings button.

Mame:

EMail: wangx@jmu.edu

Comment: My GPG keys

#unhua Wang

(required)
(required)
(optional)

Kunhua Wang (My GPG keys) <wangoa@jmu.edu=

Eﬂduanced Settings..j/

Next /V

Choose the algorithm

-
™ Advanced Settings

I Technical Details !

key Material

@ ESA

2,048 bits (default) ~ |

[

4+
Elg

Cerificate Usage

[¥] Signing

[¥] Encryption

The purposes of your key pair

%- QS.IE'!. 2 048 bits {default

mal | 2,048 bits (def

=

[7] Authentication

| Cancel

I
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Review Certificate Parameters

Please review the cerificate parameters before proceeding to create the

certificate.

Mame: Xunhua Wang =
Email Address:  wangxee@jmu.edu

Comment: My GPG keys |E
Key Type: RSA

Key Strength: 2,048 bits -
e T P Chimm Camm et

[¥] Show all details

-Qreate Key] | Cancel

g vinenty s ||
( Choose a password to "0 s

Passphrase |

protect your private |

| 0K | | Cancel

N key | — J

/




Click this to back up your privatz Bison
key to a file (see next slide

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on t
and some suggested next steps below.

Result

Certificate created successfully.
Fingerprint: 7TC6343C2F024AAFG88CE030E02BAB0896ADCEFE

MNext Steps
| Make a Backup Of Your Key Pair... 4 |
| Send Certificate By EMail__ |
| Upload Certificate To Directory Service... |
L — y

Everything is cool ]

2015 Summer Camp 51




This is your private key in a file

<
]

<

each Options  Windows Help
| a4l

Ehé Edit
D ||| ¢ ]

if : .IJ'-

Version: GnuPG v2.0.17 (HingW32)

1004+ BEFGErTUBCAC=3f TLa9a WV pFWdxZn Db isewVglo v 35w AP TynJ ASEe 2 DAN
winljOoSbEulbi8iGCatmE= Vi liVan 3FWHANS 0 h S =Tl Y qUwwS10CpK 3 nTonTyjgul)
npikacd?CrETptS?HelntnlSESIDEwnbC+Hf 22 - L -n I JHEf =7 Zpd 97 ke ISG1 Ondwn
IHBE9=TP2tnclbrn3uplSII 2aPVEqinpEEXAhi HE1 g9ESopI HH- Kol 7kl 6 4 ZCTBu
BE3DEYt2BR3avFdBOL+EqUG0L 1Smk 1 825WeXtkbbNbi v+ InVCYOIUTRATTAHDE oeh?
bragQquWPFH? 1vBiE-S2+whpkzggRincigv+S5ABEBAAH+AWHC j+pg2 8dMel GulCre
F7 - +weVLU31HN lzuuPBlk{f{bj5Ccl Lt bocakuodADAd 6 5abn]l EellgueWD0g- QggWOIFH
nHFHIrzub?ACOlawrWL OWDEN 7 JFWE XK LESFabgh A9 3nLlb+Fez E+- Gy VRTIDYSPdvS
usiVaziJHAIHA. - QZDhTecUe KEW - ESzHwCUyppy IHOL OHTV 2WH? < rdTHEI O=ZbH=
JSHg+5+cnOEreFulr2Tzls2xukrCocTi TEa i WeVuulDy 3 f POvLOSAIC1 i HBdHgqo+=
EWg0Zbe 317 Iff xXebXlUd=am d+HIop=f BHLLYpwvopHy 0029y hXKV+00VV+cz51p
gz lptiPacrxjcSXCFOG0 9 8wg3 ] nFSr3uIYECVEDE L 3zKpynR1hPwilgbMcf ;01T
o BV+E ey TY W 1l eWg? CTDDS 01 ZgDWEH 7 ZFDC =4 UeOnn TDYESk 1uPAS Juwy t OHamd m
bdiHwZJE+4aXnEpiEX2RE] INOSnQEKqd ThETcKXwgl- nd 9o0lki KdhpgogKVFZoulu
L3K+KETE927eqdDVSt0f jOynMn V1 BalCaclI Lyt LEl ihENuf Zn?ulrHDTrwIBALIN]
COEg+LE K+ablkd+04 f TTTOuRTEZ A=Wl L TOThHIncpMz ¥ T2 ~ugqdXh 8 5 gV Y WEPvHRSE =
wTaz¥S84C3iDwWHHwEbkuuip9bVageRWBAZ COf Pt uM0 8 Ton?By51 1 pPHi 74k 7 X8y
mocpbuFPEI18wliciX0Vgdozellcgd l4+nEcd 0yl f < Tk2gvKASt1BYrmg 1T2c9HES
p+HEYEELIgliney3?PlzyvIOt 3oed ?PieusHOR=RThOWE oS WEsMEdbz ~dVGDY yObhdz
GUAHiEEa=znToO02 Ip? IvTLK 00w dhSqAT I 4in 8w DMAbpe R sDrat L -2Ct V0G4
EEOgWHYuaHVh IFdhbnegKEl STEAQRyBrZE 1 zKSARd 2FuZ3h40GptdSE 1 ZHT+10E
EEMBAgAIBQIRigqllAh=PEg=JCAcDAGYVCATICgsEFgIDAQIeAQTI g AKCRACUDCT
atzvhgTHE-9Fr9thTloibVabRa 3 THwYvteFSBFndah2uYnHo b9 1 8 HPGUTYWS+H Y
olzyv1d8siebVEHhC Y6 unI YOeTRBpTELESaSt=W+blk 2ETI 1t 2gRrda0hn 7 ¥+ 2 TTAEN
gP=f ITtkhEH+9TgHelcAl=4ef 7JalatOiowE]l gOcRewy 2Ht WE1+aSERTUTE R 2 Gh
oJ=5566gBItG25SH-T+53Rj0f jebjwpEkHVTeHz c Kt FtgglaVH-FiuoxY{ L-TDBOCS
MH++acudTSE5Et 8gpnPHrDEHN T Z0og X 1 XQA-EnG L VOruFRjZK3 j f hCadpOO7? T
dLzRLbEh0MjgbDAinWITa0CHygf nkZHED

=LRI?7

/" This is your\

private key, it
IS supposed
to be secret:
do not lose it
or send it to
your friend /

B2

ahdyGFGRkey asce 33 lines, 1935 characters i —24%— (00008 |18



= —— = —— This is my public key; | can export

L] L] L] L]
File View Certificates Tools Settings Window |t to 3 fl |e 3 nd ema || |t to Bob
g [ 5%
import Certificates  Export Cedificates Redisplay Stop Operation Lookup C
Find: | My Certificates - |
E | My Certificates | Trusted Certificates | Other Cerificates =
Name E-Mail V\fand From Valid Until Details Key-ID
Xunhua Wang (My GPG keys) wangxx@jmu.edu 2013-05-08 OpenPGP EADCEFEA
P [ ™y
™ Export Certificates % SR e e e [
@Qﬂ « Synchronized-Separated,.. ¥ 20132014 » - | 49 || Search 20132014 ol
== e 3 —— — s e —S— ==
\ Organize = MNew folder = - ':E'
\ L Synchronized-5eparatedSaveSpace * Mame g Date mo
\ Il _SYNCAPP e
2013surmmer 5/6/2013
b L 20122013
——— || MyGPGkey.asc 5/B/2013
. . . ' b L 20132014
Right click on this to 1 Busnes
il bytesality
. f- I ! crypto |:|
export it to atile > Jb Coiss
b b es497
I Cs625
. W C5700
CyberSec
| 9 Fall2011print
| hadoop =lEH| i | b
File name: 7C6343C2F024 AAFGR8CH030E02BABIBIEADCEFEA asc -
Save as type: | OpenPGP Certificates {*.asc *.gpg *.pgp) v‘
“ Hide Folders [ Save ] | Cancel J
2015 Summer Camp L _




This is my public key in a file

pUsUELAB Ay

Eile  Edit W)

O ||| |G|

Search Options

Version: GnuPG «2.0.17 (MingW3iz2)

nENBEFGErTUBCAC=Rf TLa MWV pFNdxin D6 i=e2wVghovI 35v3IPTyn ASE=2DAN
wiAnljOShbEullbi B iGaOmEeViliVen8FTHANS O hS=T 1 VglwwS10CpE3InTon Ty jgull
npHlacd?CrRTptS?HelntnlSZSIDzwvnbC+ izl Lo -mnIJHEf =7 pR97kz ISG1 0ndwm
IMbE9=JFP2tnclern3upQSII 2aPVEgOnpBEAhiHE1g9ESopIHH-KoH 7 k1614 3ZCTBu
Bb3IDEYt 2BRIavFABOk+EgUGOE 1Smlk 1 8ebW=xEtkbEHbiv+InYCVOTRaUTdMD tosh?
brogQquiPH? 1vBiE-S2+whpkzggRincjgw+ S ABEBAAGOE L h 1 bmh I¥SBEYWEn IChH
eSBHIECga2VicvligPHdhbnd 4eEBghbETuZWR 1 FokBOAQTAQIATgUCT Yot HQILDw YL
COgHAwIGEQgCCOoLEEY CAwECHgECFAAACgkQArgAiWrch+oExwt ~Ra DY VHaHZ1W
mletlDLlcrXheRE92odrmIz+m-"YnPEBex 1 FGFkyjVaCR3 tHf LAHm1Ej I0werpiWE
QlEQalUSICulkrbFwnSHhCIbdgka+GioZ+ 2Pt k035K PHyFLEZIV= £ v VL 31 HANLO
Hn+vWtGrTogMBIYDnEer8t bV n Y- mklTU7kwYldhoaCelTueuwoAf bRtk £ 1Pud0Ye
nd 3ucfKS; VI DH+1rREY IFGI TPeYrgMWHy Dwwd AvDB-vmnLjlkOne¥V 7 Kgfzzaws
F1kSLkGTgIF1GVOAP1C=pVTg?hUV25+ 434 0mnaTjulHSAUS24dDT4Gww Ipl 1CWE A
coHSpGETCgil==

=gqe5I

" | can email it to my friends

2015 Summer Camp

=]

« ¢ Ch3q3C2F0E24AARREICRIG0ENZEAGDESE i —5%— 00007 (007

S

VERSIT

54



Z,
g § JAMES
ALMADISON

IIIIIIIIIII

Exercise #1 (1/2)

@O Export your public key to a file and email it to
the student next to you

@ After receiving a public key from your
classmate, import it to your Gpg4win (see
next slide)



A

.. to import the public key
received from your classmate

= Eleopatra / =hc
File | View Certificates Tools Settifs  Windpw™ Help
i3 New Certificate. . N %
@B Lookup Certificates on Sgpfers Ctrl+Shift+l n e e
s Import Certificates. .. Ctrl+| | Wy Certificates = |
cates il
5] Export Cerificates... Ctr+E = : : : : @
g Export Secret Keys. I Valid From Valid Until Details Key-1D
i BADCEFEA
4 Export Cerificates to Server... Ctri+Shift+E u 20830508 Openbitb e
1 DecryptMNerify Files...
== Sign/Encrypt Files._.
Create Checksum Files. ..
Verfy Checksum Files._.
€ Close Ctrl+W
B4 Quit Ctrl+Q
|

2015 Summer Camp
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Now, | Want to digitally Sign a file an
Send it to My Friend

’i’?
&7

iEile Edit Search Options Windows Help

D|@|] £[5]E] o) ¢« = EE

I Thi= i= my test file.

I want to digitally =sign it]

destile bds [Mewfile] 3 lines. B4 characters | —100%:— (00003 (028 i

|

JAMES

ME
ALMADISON

IIIIIIIIIII

| This is the file to be digitally signed (testfile.txt) |

2015 Summer Camp
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File ] View Cerificates Tools Settings  Window Help

i Mew Certificate. Ctrl+N a%

@ Lookup Certificates on Server. .. Ctrl+5Shift+ " Lmk_u_p CeAIPRES N T

lsg Import Certificates... Ctri+l ] M Conifeaies x |
I Cates

=y Export Cerificates. .. Ctr+E

v Export Secret Keys Valid From Valid Until Details Key-ID

e u 2013-05-08 OpenPGP  GADCGFEA

y Export Certificates to Server Ctr+Shift+E

= Decrypt/Verify Files__.
== Sign/Encrypt Files...

Create Checksum Files. ..
Verfy Checksum Files._.

.| € Close

Click “File -> Sign/Encrypt Files

2015 Summer Camp



What do you want to do?

Please select here whether you want to sign or encrypt files.
Selected file:

= CoNewWorking/Synchronized-SeparatedSave Space/2013201 4/t esthile ta

Archive files with: TAR (PGPE-compatible) -
Arehive mame (OoenPGR I ; = ; aTa -
rchive naime |Lipefr-is l-SeparatedSaveSo f209 320744t t tar| i
Arechre name (STAIREY v 0 VA A 0T
wrchnive name [SIWIIVIE Y enarg 1SaveSpace201320 esthile 7 LA

Sign and Encrypt {OpenPGP only)

@ Encrypt
Sign

[] Text output (ASCIl armor)

["] Remove unencrypted original file when done

-

c&’ VA

JAMES

UNIVERS

You have three choices

T

=
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Signy Encrypt File

What do you want to do?
Please select here whether you want to sign or encrypt files.
Selected file:
= CoNewWorking/Synchronized-SeparatedSave Space/2013201 4/t esthile ta
Archive files with: TAR (PGP®E-compatible -
Archive name (OpenPGP) |-SeparatedSaveSoace/20132014/test far| e
Archive name (SIMIMEY): gparated=a >Space/20132014/esthle = | Bk
[ewxt | | LCancel

| want to digitally sign the file
this time

=



What do you want to do?
Please select here whether you want to sign or encrypt files.
Selected file:
= CoNewWorking/Synchronized-SeparatedSave Space/20132
Archive files with: TAR (PGP®E-compatible
Archive name |i:-?:':::"':;|? {-SeparatedSaveSpace/20132014/test
Archive name (S/MIME): eparatedSaveSpace/20132014/testfile
Sign and Encrypt {OpenPGP only)
' Encrypt
@ Sign
[¥] Text output (ASCI armor)
i._. ove unencrvpte jinal file when dane
/
| [ext
y 4

Choose the private key to ¢
the file

Signy Encrypt File

Who do you want to sign as?

Please choose an identity with which to sign the data.
[¥] Sign with OpenPGP

[¥] Sign with SIMIME

OpenPGP Signing Certificate:

-

c&’ VA

JAMES

UNIVERS

unhua Wang (My GPG keys) <wangxx(@jmu.edu> (6ADCEFEA)

S\wME Signing Certificate:

L\

|#| Remember these as default for future operations

igitally sign

Sign

I | LCancel

T

=
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i — Nk
§ pinentry ﬁ

! _\i Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
I | “Hunhua Wang (My GPG keys) <wangux@jmu.edu ="
— 2043-hit RSA key, ID 6ADCEFEA,
created 2013-05-03,

N e

My private key is protected by a
password

Passphrase

r e 7
§ pinentry ﬁ

i _\i Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
I | “¥unhua Wang (My GPG keys) <wanguxi@jmu,edu ="
— 2043-hit RSA key, ID 6ADCEFEA,
created 2013-05-08,

Passphrase ssssssss|
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Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.

Everything is cool ]

[¥] Keep open after operation completed

| Einish Cancel

So, where is the digital signature
for my file?
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Eile Edit §ch Options  Windows Help

D|e|2] &[5l o] sl

Verszion: GnubPG +2.0.17 (HingW3z)

10ECBAABAAGEOIRIg-SAoJEAKEgIlg3G gibAH- RoKOpbjaeVEinsT3Z-Zeb471
oB=3INDjuwdy0TSzoCh8dvlvrAt CoHvwPn VD nEpPOGneglsLpHel= OHNWw - HIKgE
allhCTL2ESVYREv Y LeC EPg? 7 ycEVIRMnOTFzGId I 06 pEgEdAE HEO t FHIm Y Tui BRENbE
TnltQll8Jel1REW?YhYd2I9IynHONNzcBag]j ginba3Smnk 055SHpLEL Sebr 2 LaFv0
t IFF+oxa8dSTCoPveWS0Zu Y rt V2 HE PHENa L XA Tz tral 0T u2d¥YWDF9cybd SHOE

uzS35-VghBnY2rwoODeGODAV1 1St R 2vWspoW1IHOO3gghGAdHOCulk =¥ U-Eus8=
=jcEr

=

stestfile tt.asce 11 lines, 499 characters i oooot (oot

My file is testfile.txt and the signature file is
called testfile.txt.asc

2015 Summer Camp
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@I File Edit Search Options Windows Help

N E S NI T™

[This is ny test file

I want to digitally sign it]

¢ R B WA R B R R kR

2

«tasffile.tds [New file] 3 lines, 54 characters

File Edit 5earch Options Windows Help
D|@|H]| #[@=|@] = sl

Version: GnuPGC w2 .0.17 (MingW32)

1QECBAABAGAGEQIRiq- SAACIEAKGgI 1g3G gibAH-RokKOpbijaeVEinbTIZ-Zab4Z]
oB=3 INDjuwdv0TS=aChidwlvr At CuHePn VD i nKpPOGn e g0 Loz 0HH W HIEKgE
allThCTL2XSVEv9LeC EPq? 7vcEVIEHnOTF=GUAdI 06 pEgEd6 HEOtFHIm 9 Tui BRENLE
TnltQl18J6lREW?VYhYd2I 9 IvnHONHzcBagj - ginba3Smnk 055SHpLEf bebr2L=Zw0
fIFF+oxaldSTGoPweWS0ZyYrt 7 ZJHE THENa LA Xz tra l0Iu2d¥YWDF9cvybd SHOE
TuzS35-VYoghEnY2rvolDeGODAV1 1St R4 2w W=poVI1HOO3gg S GAdHOCulk=sY jU FusSa=
=jcEr

=]

stestfile xtascs 11 lines, 499 characters i =9%— (00007 001

Next, | email both my file and the
signature file to Bob (my classmate)
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f PaN
g — ] — E i AMES
o S learing — ADISON
} Fﬂe] View Cerificates Tools Settings  Window Help
i Mew Certificate. Ctrl+M ¥
@6 Lookup Certificates on Server._. Ctrl+Shift+ '1 e e
zg Import Certificates. .. Ctrl+l | e Codificalas -
cates i
4 Export Certificates Ctri+E & lg
Export Secret Keys | Valid From Walid Until Details Key-10
LE¥ Bl Keys..
= . : u 2013-05-08 OpenPGP EADCEFEA
% Export Certificates to Senver. Ctr+Shift+E pe
=i Decrypt/Verify Files... I
&= Sign/Encrypt Files...
Create
Verify
.| € Close Ctrl+W = = — .
M Select One or More Files to Decrypt and//or Verify - M
CJ\J [ 1) « Synchronized-Separated... » 20132014 » ~ | #3 || Search 20132014 Pl
Organize = New folder =+ [ @
. (o F . I Family2008 . $
° \ Family. Mame Date rf
Bo b [ ] Cl I C k I e -> A HUWTO | 2013summer 5/6/2(
 Infosscwoikaeh || 7C6343C2F024ANFGEE CO030E02BAB0ESG..,  5/8/2(
° ° 7 S || MyGPGey.asc 5/8/2(
. OnlineTeachingLoadDemo . il
Decrypt/Verity Files Ao
L BC N . QutstandingTeaching-CD | O /800
. OutstandingTeaching-DVD L testfilend =]
. 55-Libs
|/ syncapp
| 5 i
. \/’ 3 ized-SeparatedSaveSpace
Bob selects the signature
B 20122013
120132014
° ° 2013summer
file received from me ¢ — '
File name: testfile.tet.asc > |AlFies ) -
[ Open iv] | Cancel ‘
2015 Summer Camp - 66




LBy
i ™ Decrypt/Verify Files m_" UNTVERS

Choose operations to be performed

Here you can check and, if needed, override the operations Kleopatra detected for the input given.

Input file: C:MNewWorking/Synchronized-SeparatedSaveSpace/201 32014/t estfile txt asc
Input file is a detached signature
‘| | Signed data: CN ewWorking/Synchronized-SeparatedSave Space/20132014/testfile txt

Input file 15 an archive; unpack with: | TAR (PGPE-compatible) - | '

Create all output files in a single folder
Output folder:  C:/MewWorking/Synchronized-SeparatedSave Space/20132014

Back _Egecrypu"nfe_rify” Cancel l
/

— — ——= /

Bob: |

2015 Summer Camp

._.
=



N
g $ JAMES
AZLMADISON

UNIVERSITY.

r - = = = ™
™ Decrypt/Verify Files - : LB

Results

All operations completed.

R 0%
i testfile txt asc: S‘igned hvmmu Show Details

[V] Keep open after operation completed /

It tells Bobthat thisfileisreally —+———
from me, not from an attacker
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Exercise #2 (2/2)

@ Create a text file your first name-last name-
gpgdwin.txt and digitally sign it

@Email your first name-last name-gpg4win.txt
and the digital signature file to your classmate

®After receiving the files from your classmate,
try to digitally verify them
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What if | want to digitally sign

e An email?
— Not a file

* GnuPG for Outlook (GpgOL)

— Use with Microsoft Outlook mail client
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Road Map
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BitLocker

* MS Windows has its own driver/disk
encryption tool
e BitLocker

— After Windows 7 Enterprise/Premium
 Windows 8§, 8.1, ...

— Windows 7 professional does not have it
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Practice

@If you have a USB drive, you can enable

BitLocker on it May take an hour to enable BitLocker on
— A physical drive | 2 16G USB drive (one-time operation);

@If you do not have a USB drive, you can create
a virtual BitLocker drive

— A virtual drive

Do © or @:;
@ is preferred as it is much faster; jump to slide 81
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Practice

* For this part, do NOT use the Windows 2003
virtual machine for previous exercises

e Just use your laptop
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* Plug in your USB drive

For real USB drive only! |

e Goto ”Contﬂrol Pane

2015 Summer Camp

Enable BitLocker on your USB Drive

—

U

=S| =)

Adjust your computer's settings

h’w Action Center
v)’y Backup and Restore
'égii Credential Manager

L_Ii_.-i.‘ Desktop Gadgets

!_ Display
h Fonts

),_‘J, Indexing Options

<2 Keyboard

_? Mouse

l\‘j @ » Contral Panel » All Control Panel Iterms »

~—1 Administrative Tools

BitLocker Drive Encryption

Date and Time

Device Manager

Ease of Access Center

Getting Started

| Internet Options

Location and Other
Sensors

Network and Sharing
Center

- | 3 | | Search Control Ponef

Miew by:  Largeicons ¥

AutoPlay

Color Management
Default Programs
.:g_j—a_{ Devices and Printers

Folder Options

Q% HomeGroup

| Java (32-bit)

8 Mail (32-bit)

[— | MNotification Area Icons
[ = o:00]

o|

m

75



RN (o ==

Control Panel Home

See also
By TPM Administration
'@:‘ Disk Management

Read our privacy staternent
online

¥ b - . .
@U'|$@ « Al Contral Panel terns  # BitLocker Drive Encryption - | +y | | Bearch Control Panel je |

o

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unautherized access to any files stored on the drives shown below,
You are able to use the computer normally, but unauthorized users cannot read or use your files,

What should T know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives — ===

- -~
i {f&!' Turn On BitLocker \
w Off \\i_ _’//
_—— S -
\\\\\
_\; \\\~ _________

”

BitLocker Drive Encryption - BitLocker To Go

Insert a rernovable drive to use BitLocker To Go.

your hard drive.

This is to enable '  Donotdoit
BitLocker on your USB
drive; this may take an

I
i BitLocker on

\_ hour )

A IS

/ This is to enable

S
\

/

2015 Summer Camp
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i

\ar) %ﬂ BitLocker Drive Encryption (F:)

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

|| Show password characters as | type them

|| Automatically unlock on this computer from now
| forgat my password

If you plug in a A

BitLocker-enabled
USB drive, this will

Why do | have to unlock the drive? K po p u p /

i Unlock ]| Cancel |

b
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E
/ \ |_|:| | E! X3 " | L\g)EIRSs(I)TI\\{]
@U*ﬂ& r E’?mF'”fEr b Log If yo u do nOt type I n the cal Disie (C) Do |
T - ra—r BitLocker password, F
Organize = i Open Incl . 3 = » [T @
drive shows up but not |
ol : Date moc*
.0 Favorites R =
accessible ) ot
4 Bl Desktop Contig. st 5/16/2011
o 2 Libraries | dell 8/22/2017 |
© #d) Homegroup [# Documents and Settings 7/14/200¢
b LA Xunhua E | download 5/16/201%—
4K Computer | E-Books-Abridged 1129520
" e Floppy Disk Drive (A found.000 8/22/201;
P ﬁ Local Disk {C:) | Home2-Archive 10/5/201:
& |_—_L‘; DVD RW Drive (D:) . Home-Archive 10/22/201
" s YD Dinve {E::! i Location is not available | %= IWE]
[x % Removable Disk (F) 18

¥ My Web Sites on MSN

: | is not accessible. e

b 'Ehﬂ Metwork " B
4 @ Control Panel Access is denied. 3
[» @ All Control Panel Items k.

- By, Appearance and Personalization 1~

b P Cleck, Language, and Region 3

MewWorking Date modified: 5/16/2015 5:07 PM
File folder

1 itern selected & Computer
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This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

Show password characters as | type them

|| Automatically unlock on this computer from now on
| forgat my password

Why do | have to unlock the dnve?
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= IEI =R
Bey o] 5, |
g - p . T Y.
@uvr’ b Computer » KINGSTOMN urDrive (R » - | +4 || Search KINGESTON urlirive (F) D |
File Edit Wiew Tools Help
Organize = Share with = Burn Mew folder Hz:w Iﬁl
7 Favorites Date moc &
Now, F drive is unlocked 1128201
4 Bl Desktop 1/15/201"
I 4 Libraries . AndroidEnc 12/9/2014 =
b @y Homegroup . fingerprint-bozorth3 2/19/201-
A Xunhua = I KDC-5CGL 10/22,/20]
a Computer |/ openvpn S_e‘E;."_:‘E[lli_
I <= Floppy Disk Drive (A . Photo-Andrew-the-week 9/8/2014
P 'fz'j. Local Disk (C:) I Synchronized 1/171201:
o4 DVD RW Drive (D:) \ Synchronized-5SeparatedSaveSpace 1/15/201¢
| [ ?-:' D‘H’D DFNE I{E] L & System Volume Information 130,201
l.f . KINGSTON urDrive EF'] ' urDrive 11/8/201:
2 v My Web Sites on MSN (55 20150120-Webdav-Connect-Screen.png 1/20/2011
B ‘ﬂ Metwork E__-R_j 20150120-WebDav-Connect-5creen.png 1/20/201!
4[58 Control Panel @j 20150120-WebDav-Errorl1.png 1/20/201!
p @ All Control Panel Iterns F 20150120-WebDav-Error)2.png 1/20/201!
i - By, Appearance and Personalization E_}] 20150120-WebDav-Error)3.png 1/20/201%
I'II I '.f CIDCk‘_ La”guage\. and HEngn = ‘ |- b Tt Ul e T | r.l'r-ri- ™ AT - | - (i b B e T | .-\..-;r
40 items
40 items & Cornputer
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For virtual drive only! ) A

@BltLocker for Virtual Hard Drive File

IIIIIIIIIII

* General steps

* Create a virtual drive
* Enable BitLocker on it
* Dismount it

* Remount it
— Copy files to/from it

* Dismount it again
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e Action | Crefg

2015 Summer Camp

(= ]E s
@E Refresh = g
Yalur | Type | File Systemn | Status | Capacity | Free Spa.. | ¥af
= (O Basic MTFS Healthy (B... 59.90 GB 8.78 GB 15
s ME Attach WHD Basic COFs Healthy (P... 13 MEB 0B 03
e Basic MTFS (Bitlo... Healthy (P... 62 MB 44 B e
o Sy Al Tasks 4 Basic MTFZ Healthy (.. 100 MEB 12 hB L

Help

I

Disk 0 -\ |

Basic System Reserved
ﬁ[l.[lll:l B 100 B NTFS
Online Healthy (Systern, fctive,

(C:)
59.90 GB MTF=

m

Healthy (Boot, Page File, Crash Durmp, Primary Partition)

Dk 1 I

Basic Mew Yalime [P0

B Unallocated W Primary partition

go




@p

1 =8 Disk Management

File Wiy
o | 5| H |

Yalume
= (CH
s MERRIAM WERST
el My Wolume (PO
o wystern Reserved

LsDisk 0 18
Basic
a0.00 5B
Cnline

Dk 1 &
Basic

Create and Atkach VWirtual Hard Disk

Specify the swrtual hard disk location on the machine.

Location:

Yirtual hard disk size:

Wirtual hard dizk, format
. Dynarmically expanding

The zize of thiz virtual hard dizk expands to a fied madimum zize as
data 1z zgaved to it The dizk zize doez ot compact autamatically

when data 1= deleted.

@ Fived zize [Recommended)

The virtual hard dizk uzes a fiked amount of zpace regardless of the
amount of the data stared on b [t default zsize iz the masinmum
amount of space available on vour physical hard dizk.

k.

Cancel

Free spa.. | % |

8.78 GE 15
0 ME 0%
44 bR I
12 MEB [rS

m

Fartition)

B Unallocated | P

2015 Summer Camp
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ﬁ = Disk Management | = | = ][ E

File Wiy —
g T Create and Attach Wirtual Hard Disk B2 ]
= = H|, ] |
e =i Browse Virtual Disk files
o (L Ou | b Cornputer » Local Disk (G e trop » - | 5 | | Search tmp p e |
n MERRIAR_WVEBST -
s Mew Wolume () Organize = Mew folder ez - -@
o Bystern Reserved ;-
I * Mame Date modified Type
457p 9/16/2014 :34 Pt File folder
s Libraries L) 2014-627-pdf 1073172014 10:05 ... Filefolder
L 4 i SgipgaEny
o L dropbox Jer
] s . 2
o W[ computer L green Choose a filename }
S I &L, Local Disk (C:) Witeh . i
60.00 GB 3 DVD Drive (D) M | bitlocker-635.vhd for your vi rtual
Oniline %JJ Mlew Walume (PO .
| L httpsiffusers.csi d rive )
Basic [ L D oon XUMHUIA-P
W Unallocated MPL G £ on sUNHUA-P
Fon ¥UMNHUA-M
&= Fon - ¢ | y i | b
y
File name:  bitlocker-test.vhd = -
Save as type: | Virtual Disk files (*.vhd) 'r‘
= Hide Folders Save ] | Cancel |
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— =F Disk Management

File i
o | = H

Yolurme
= (G
L MERRIAM_WEEST
el ey Wolume [P
o Bpstern Reserved

=

eDisk O
Basic
a0.00 GE
Cinline

“—Disk 1

I
Basic
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numbers, spaces, and symbols
Type your password:
Retype your passward:

[ Use my smart card to unlock the drive

You will need to insert your smart card. The srmart card PIN will be required when you unlock the drive,

How do I use these options?
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@ % BitLocker Drive Encryption (G2

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive,

We recommmended that you save your recovery key to a file and print it.

| Save the recovery key to a file

< Print the recovery key

What is 3 recoveny key?

Mext Cancel
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@ %@ BitLocker Drive Encryption ()

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive,

We recornmended that you save your recovery key to a file and print it.

BitLocker Drive Encryptian
= Savet
N Do you want to save the recovery key on

& Printt|l = this computer?
We strongly recommend that you save your recovery

key in a safe location separate from this computer,
such as a network drive,

¥es ] l Mo

What is a recoveny key?
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@ % BitLocker Drive Encryption (G:)

How do you want to store your recovery key?

If you forget your password or lose your smartecard, you can use your recovery key to access your drive,

We recommended that you save your recovery key to a file and print it.

< Save the recovery key to a file

< Print the recovery key

ﬁl Your recovery key has been saved.

What is a recoveny key?

Mext

Cancel
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Are you ready to encrypt this drive?

You will be able to unlock this drive using a password.
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