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2015 Summer Camp: Wireless
LAN Security Exercises

2015 JMU Cyber Defense Boot Camp

Tennis fan?
— Wimbledon Open (began on Monday June 29th, 2015)
125 players

The championship is organized in rounds

— In each round, players are paired and a match is played
* Winner goes to next round
* Loser exits

125 # 2*¥ = some guys get a bye in the first round
— No matches!

Question
® How many matches are needed to decide a champion?




T
Bye

Pierre-Hugues Herbert (we) Adrian

(we)

Adrian Mannarino {we)

Jorzy Janowicz e

Sam Querrey (q)

B> K[Feliciano Lopez(12)
Feliciano Lopez (12)

Kevin Anderson (14)

Kevin Andk (14)
Bye

Mikhail Youzhny Santiage Giraldo

Santiago Giraldo

[oominic thien I 'saminic Thiem

Alexandr Dolgopolov

‘ Stan Wawrinka (3)

Stan Wawrinka {3)

Milos Racnic (7)

Bye

Jack Sock (q)

Pablo Andujar

Richard Gasquet

Denis Istomin (q)

Roberto Bautista (11}

Fabio Fognini (16)

Bye
Lucas Pouille (g} :]

Kenny De Schepper (¢}

Jeremy Chardy

125 players

How many
matches?

Simpler
solution?

Reger Federer (2)
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Simple Solution!

Simplicity is important for security too
— Complexity is big enemy for security

Too complex security solutions?

— People will give up

— People will bypass

Effective security measures?

— “As simple as possible, but not simpler”
— Simple for developers

— Simple for end users

Cybersecurity principle #9

2015 Summer Camp 5

* Have you used a wireless local area network
before?

— At home?
— At work?
— With your cell phone?

* Have you configured a wireless AP before?

* Which one do you use, WEP, WPA, or WPA2?
— How secure is it?
— Why?

2015 Summer Camp 6
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* Have you heard these terminologies before?
— WiFi (Wireless Fidelity)
— Wireless access point (AP)
— Service set identification (SSID)
— Hot spots, evil twins
— WEP (Wired Equivalent Privacy)
— WPA (Wireless Protected Access)
* WPA-PSK (Pre-Shared Key)

— WPA2 [ Use different algorithms |

[ Evolved over years ]

2015 Summer Camp 7
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134.126.20.236

Home Computer 1

Computer x Computer y Server 3
(in CS 143) (in CS 143) (BT5R3)
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Wired Computer Network:
Inconvenience

* It is mature
B

Home Computer 1

Computer x Computer y Server 3
(in CS 143) (in CS 143) (BT5R3)

2015 Summer Camp
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Home use:
share the same
secret (private-

shared key

[PSK])

ESSID: name; JMU Official Wireless; 1
LionsDen

Internet Charlie

2015 Summer Camp 10
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ereless Would be Nice

‘ JMU-Official-Wireless

Dave

Enterprise: Use

the help of an

authentication
server;

2015 Summer Camp 11
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Wireless Access
Point (AP)

Wireless card (WiFi J
adapter card)
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Wireless LAN Topology

| To wired network

Access
Point

AL
@ Extended Service Set (ESS): use AP; Infrastructure mode:
one access point manages; greater range

2015 Summer Camp 13
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Typical Wireless LAN Configuration

TY.

Dave

Access Point
B

&/

L How secure are these TmetL ©® Algorithms: WEP, WPA-PSK, J

configurations? WPA2
2815 Summer Camp @AShared key: how long?
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Organization

We will work on
* Exercises captured traffic,
@Cracking captured WEP traffic 1| not live traffic
®@Crack captured WPA-PSK traffic [airodump]
®Cracking captured WEP traffic 3
@Crack captured WPA-PSK traffic 44[ Take IOngerl

* Overview of wireless LAN security

— WEP
— WPA-PSK
— WPA2
Road Map
v Exercises ™\
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Step O

* Run Firefox to log into your vCenter server and
find your Windows 2003 VM

e Use the “WLAN and Crypto Security” VM
snapshot
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Aircrack-ng for Windows (1/2)

* |t has aircrack-ng for Windows

2015 Summer Camp 18
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Aircrack-ng for Windows (2/2)

xxxxxxxx TY.

* Run c:\wireless\wireless\aircrack-ng-1.1-

win\aircrack-ng-1.1-win\bin\Aircrack-ng GUl.exe
] Aircrack-ng GUL - = &J

* (You can also
run it directly
from a
shortcut on
your Desktop)

19
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Exercises

* In this unit, we will crack some real-world
wireless local area networks with traffic
captured in files
— Not live traffic

* These traffic packets were captured with
Wireshark
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Road Map

v Exercises )
O Cracking captured WEP traffic 1
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Task ©: WEP Cracking

* The target wireless network is using WEP

2015 Summer Camp 22




WEP Cracking Steps

@a Purchase a wireless
card that support injection

v
©b Select platform to run
Aircrack-ng; Backtrack 5
R3 is the best; Ubuntu

O Start the wireless
interface in monitor mode

9 on AP channel )

.
® Test Wireless Device

Packet Injection

2015 Summer Camp

© Start airodump-ng to
capture the IVs

~

N
® Use aireplay-ngto do a

fake authentication with
the access point

© Start aireplay-ng in ARP
request replay mode

J

® Run aircrack-ng to
obtain the WEP key
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23
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WEP Cracking Steps with captured
traffic

obtain the WEP key

[ ® Run aircrack-ng to

]

;;g?

|||||||||

24
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Task @: WEP Cracking
* Filename(s) c:\wireless\wireless\\WEPFile0O1\wep3-
01.ca D [ Aircrackong GUI =
. | Arerackng | Aodump g | Ardecanng [ WZCook [ Abaut |
Flename(z) C:NewWorking'Synchronized-Separated Save Space' 2012201 3 all-syliabi  Research' B |m|
Encryption @ WEP (R -
WPA
7] Advanced options
LEINE
What did you get?
* Mine
[ BB caWindows\System32\cmd.cxe [F=IERSR

Aircrack—ng 1.1

[BB:00:88]1 Tested 170 keys (got 38787 IUs>

hyte{vote

11<45312> 9DC41472> C2(37888> FA(3I7BR8) 25(36864> D4(36864)> EB(IG6BB> 47(36352> 93(368%6)>
11<{43776> B5(3968A> 97(3848A> 6E(37888)> ED(36864> F3(36864> B4(36@%6> 39(36A%6> C4(3584@>
11<{482608> 21(3968@> FD(3712@> 83(36352)> 32(36896> B3(35584) 44(35328)> C?(35@72)> CC(35872)>
11<{48968> 93(37888> AB(37632> 18(37632)> SF(37376> B83(37376> 77(37128)> BF{(366A8> B6{(366MA8)>
A?(35328> D4(35328)> 3C(35872> A1(35872)> BAC35AY2)> 6B(35872)> 3IE(35@872)> B5(34816> AE(34816)>

KEY FOUND*CL 11:11:11:11:98 1
Decrypted correctly: 188

Now, close Aircrack-ng GUl.exe
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Now What?

* You can use the cracked WEP key
— To connect to the target AP

— To find other vulnerable computers on the
network

— To steal data from the target network

2015 Summer Camp 27
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Road Map

v Exercises ™\

N

»Crack captured WPA-PSK traffic 2

2015 Summer Camp 28
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Task @: WPA-PSK Cracking

* The target wireless network is using WPA-PSK

2015 Summer Camp 29
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WPA-PSK Cracking Steps

@a Purchase a wireless
card that support injection

© use aireplay-ng to
deauthenticate the

wireless client

v
~

@b Select platform to run

Aircrack-ng; Backtrack 5 [

9 R3 is the best; Ubuntu

® Run aircrack-ng to
crack the pre-shared key

O start the wireless
interface in monitor mode

9 on AP channel )

~N

@ start airdump-ng to
capture the lvs
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Task @: WPA-PSK Cracking with
caotured traffic Steps

® Run aircrack-ng to
crack the pre-shared key

2015 Summer Camp 31
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Task @: WPA-PSK Cracking

* Filename(s): c:\wireless\wireless\\WPA-PSK-
File02\team1.output.capture.wpa-01.cap

 Wordlist:

Aircrack-ng |A\rodumnrng Ajrdecap-ng | WZCook | About

C .\Wi r-e I e SS\ Filename(s] !\WPAPSK—F\IeDZ\team.output capture.wpa-0l.cap | [ Choosze... ]
: Encryption () WEP
wireless\ > o
> ot [ s e0za0 | [[cheoss.

WPA-PSK-File02 [ o
\all-edit.Ist
— Do not use all.lst

2015 Summer Camp




Task @: WPA-PSK Cracking
* Choose index 2 if you get prompted

Task @: What did you get?

This is almost 10 minutes

* Mine

e | CAWINDOWSASystem 32wmd. exs

Aircrack—ng 1.1
[BA:=89:281 198768 keys tested (362.13 ks
KEY FOUND* [ abcdefghijklmnop 1
Master Key H 86 B8 CB F6 ED BS 78 C2 88 CC

C5 A5 63 3A 18 F5 42 64 F1 2E

Tranzient Key

C:~Coursesraircrack—ng—1.1—winsaircrack—ng-1.1-winsbinl_

UNIVERSTTY.

| Now, close Aircrack-ng GUl.exe |
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Now What?

* You can use the cracked WPA-PSK key

— To connect to the target AP

— To find other vulnerable computers on the
network

— To steal data from the target network

2015 Summer Camp 35
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Road Map

v Exercises ™\

B Cracking captured WEP traffic 3

2015 Summer Camp 36
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Task ®: WEP Cracking

* The target wireless network is using WEP

2015 Summer Camp 37
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Task ®: WEP Cracking—File3 |

TY.

* Filename(s)

c:\wireless\wireless\WEPFile03\team4.output.capture-03.cap
: - '

ul Aircrack-ng GUL

Aircrackng i}\imdumpﬂg INrdecap-ng | WZCook !Mcut |

Filenameis) C:\NewWorking".Synchronized-SeparatedSave Space’ 20122013 all-syllabi\Research' B Choose.. J

Encryption @ WEP Key size 128 ~ bits ] Use wardiist [F] Use PTW attack
) WPA
[ Advancs: d options

2015 Summer Camp L 38




Task ®: WEP Cracking — File 3
* Choose index 2 if you get prompted
What did you get?
* Mine
[ B8 CAWindows\System3R\cmiiene b B e |

fircrack—ng 1.1

[AB:A8:88]1 Tested 3 keys (got 13661 IUsd>

hyte{voted

A3¢208488> 31¢19456> 6C(18688> DACI8A8R> FC(17928> B6C17664> DD(17488> EE(17488)> BL<{174@8)
B3<18944> 23(18432) BAB(18432) 48<18432> BA17152> 1F(168%6> DAC168%6) 22(16876> BF(1b64@>
F5¢19456> 90<¢18432)> CB{18432> 53<18176> AE(18176)> A4C18176)> FAC17928> 1AC17488)> BR(17152)

2D(20224> B4(19968)> BC(18688> 31<(174@8> 7D(17152)> 71(17152)> 39(17152) F6<(17152)> A?(17152)
83¢21584> EB(19968)> F2{18944) 9Cd18176> 2E(18176)> 46<17928)> 38<17664> A1<17152> EAC17152)

KEY FOUND®CL A3:B3:F5:B%:83 1
Decrypted correctly: 1688x

Now, close Aircrack-ng GUl.exe




@ JAMES
MADISON

nnnnnnnnnnn

Now What?

* You can use the cracked WEP key
— To connect to the target AP

— To find other vulnerable computers on the
network

— To steal data from the target network

2015 Summer Camp 41
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Everybody likes a quiz

* Which of the following wireless security
algorithms are not considered weak:
a) WEP
b) WPA-PSK
c) WPA2
d) WPA-TKIP
e) None of the above

2015 Summer Camp 42
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Road Map
v Exercises )
\_ ®Crack captured WPA-PSK traffic 4 y,

£
c§¥ JAMES
MADISON

vvvvvvvvv

Task @: WPA-PSK Cracking

* The target wireless network is using WPA-PSK

2015 Summer Camp 44




Task @: WPA-PSK Cracking

* Filename(s) c:\wireless\wireless\\WPA-PSK-
FileO4\wpa_handshake.pcap

Aircrack-ng GUI

.
* Wordlist: -
Or IS . Aircrackeng | Ajrodump-ng | Aidecapng | WZCook | About

. | Filenarne(z] _\WF'A-PSK-FiIaUd\wpa_handshake.pcap
.
c:\wireless\ T

. ________a,g;wm
W I re | e S S\ — *}\/urdhsl _\WPA-PSK-FiIaU4\aI\.ISl

WPA-PSK-File04 P
\all.lst

Task @: What did you get?

e What?

CAWINDOWS\System3I 2emd. exe

cygquin warning:
M5-D0S style path detected: C:xCourses“Wireless“WPA-PSK-FileB4-all.lst
Preferred POSI¥ equivalent is: scugdrivescCourses Wireless-UPA-PSH-FileB4.-all.
CYGWIN environment variahle option "nodosfilewarning' turns off this warning.
Conzult the wuser’s guide for more details about POSIH paths:

http: sscuguin.comscyguin—ug—netsusing . htmlfusing-pathnames
Opening C:sCoursessWireless“WPA—PSK-FileB4 upa_handshake .pcap
Read 34 packets.

# BSSID ESSID Encryption
1 ©BA:15:E?:EA:3%9:A4 WPA <1 handshake?

Choosing first network as target.

Opening C:»Courses-Wireless“WPA—PEK-—FileB4 wpa_ handshake.pcap
fAn ESSID iz required. Try option -e.

Quitting -*-----" -

C:-“Coursessaircrack—ng-1.1—win“aircrack—ng—1_1—-winxhin_




Task @: WPA-PSK Cracking

 Advanced

EE Aircrack-ng GUI

Aircrack-ng | Arodump-ng | Airdecap-ng | ‘WZCook | About

Fienamefs) || o =0t wpa_handshoke poap

Encruption () WEP
® wPa

wodist [ 275700000
Advanced optionz

Specify ESSID defalt
Specify BSSID 0015 ESEA 3944

(&)

Task @: What did you get?

This is almost 1.5 hours

* Mine
C:AWINDOWSSyste n32emd .exe
Aircrack—ng 1.1
[B1:28:56] 1868648 keys tested (356.76 k-s2

KEY FOUNE® [ sc@@hyddd 1

Master Key 38 AB @7 88 4B D8 BD AR
19 4C An 9B 85 BD 12 93

Transient Key 45 9F
A7 D8
12 E9
a7 8B

EAPOL HMAC AB 78

R - [— g e

h T
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Now What?

* You can use the cracked WPA-PSK key

— To connect to the target AP

— To find other vulnerable computers on the
network

— To steal data from the target network

2015 Summer Camp 49
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Lesson to protect your wireless LAN?

* Use WPA2 if you can
— Definitely no WEP
— Avoid WPA-PSK if you can
 Usealong passphrq@se for WPA2-PSK
8~ 63 characters |~

ccccc
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Road Map

* Exercises

7 Overview of wireless LAN security
— WEP
\_ Y,

£
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Wireless LAN Insecurity

Access Point
B

Internet Charlie

2015 Summer Camp 52
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Attacks Against Wireless LAN

* Hook to your wireless network and steal your

data from your servers

* Eavesdrop on your wireless channel and steal
passwords/secrets in transit

53

2015 Summer Camp
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Symmetric Key Encryption

Dear Bob 5 Spv e s e Dear Bob
= 0 :
Tell Albert —>§7’, ¢ — {:Y/O.QA public chann = ——>| Tell Albert
to get out of = G }{| - 7 \ to get out of
there 7 :'., T'“ ®gt...x J § T z there
n I E EVE &) : 0 I
A
Qprivate channeﬂ}—>
ﬁ A symmetric key is a %
A long binary string: Al
01110101010... 54
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WEP

* Wired-equivalent privacy (WEP)
— Security based on a shared secret (WEP key)
* Goals

— Do not know the WEP key? No association or data
transmission

— Do not know the WEP key? No eavesdropping
— Do not know the WEP key? No data injection

e Symmetric-key encryption algorithm: RC4
— Implemented on

e bk

* Laptop: implemented by hardware Q‘

I

Bob

2015 Summer Camp 55
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'0

Alice

Access Point

Access Point

= o
@ Internet \”/

Charlie

( WEP key is either 40 bits or 104 bits J

2615 Summer Camp




OQWEP Configuration on AP

@ Wire your PC to your AP
— Your PC uses DHCP

@ Check the IP address of your PC — ipconfig

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

Link—local IPvb Address . . . . . = feBB::2cfB:20f7:hihB:5e88x18
IPvd4 Address. - . . . - - - . - . = 192_.168.1.108

Subnet Mask @ 2LL 9CL 2L @

@]AMES

MADISON

UNIVERSITY.

Default Gateway s l192_168.1.1

®Open web browser, type in 192.168.1.1

| 0] || Cancel |

F oy
é>
FRon
- ——
Authentication Required —Eﬁ_l
Q A username and password are being requested by hittp://192 168 1.1, The site says: "WRT54GL"
User Name: |
Password:

@ Use the default username and password

— For Linksys, it is admin/admin
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@) Basic Setup - Mozilla Firefox i

File Edit Miew History Bookmarks Tools Help h
J "} Basic Setup Ili —_—
&« 2 % P @il ¢ | | B~ Google L ¥ #

0] IMU Webmail E2 JMU Blackboard [E§ Gmail #& Faculty i Hubei }& Start Up & MITBES Mathematics }& MITBBS Tennis #& Reading 46 Joke A& MITBBSCS  »

LINKSYS®

A Diviston of Gisco Systems, Inc. _ o
Fimmiars Version!

Wireless-G Broadband Router WRTB4GL

SEtup Setup Wir i ;F'GEIW:: :ns Administration Status

Basic Setup ¥ i * |

i
in tup
Internet Connection Type ;l\u'tomauc Configuration - DHCP = Automatic Configuration -
DHCP : This setting is most
& 2 = = commonly used by Cable
Optional Settings 2 B
(et by 15Ps) Router Name: WRTH4GL operators,
Host Name: Host Name : Enter the host
. . ) = 5 name provided by your ISP,
Domain Name:
. Domain Name : Enter the
ik Auto b domain name provided by your
Size: 1500 ISR
o More...
Network Setup
Router IP Local IP Address. 152 . 183 . 1 35 Local IP Address : This is the
Tt = address of the router.
Subnet Mask 255.255.255.0 -
Subnet Mask : This s the
Network Address = subnet mask of the router,
Server Settings (DHCP) CHCP Server Enable | Disable
L —

2015 Summer Camp

(@ Basic Wireless Settings - Mozilla Firefox

|

File Edit View History Bookmarks Tools Help

[} Basic Wireless Settings Il‘

€ & ¥ |@wmes1apy

|c_: Bo’l .asp

| Firmuars Version:
Wireless-G Broadband Router WRTS4GL

Setup Wireless i : : Administration Status

Basic Wireless Settings

L
- Wireless Network Mode : If
Wireless Network Mode: Mixed - you wish to exclude Wireless- G
. . ents, choose B-Only Mode. |
“S“:H';“ Netwioik Hame linksys you would like to disable
€ 3 - wireless access, choose
Wireless Channel: 6-2437GHZ - Disable
More-..
I Wireless 551D Broadcast: @ Enable ) Disable

Status: SES Inactive

| 7 | CancelChanges [} dhaln
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File Edit

i__: Basic Wireless Settings

€ 9 %

0] MU Webmail B3 JMU Blackboard [E Gmail #& Faculty #& Hubei #& Start Up A& MITBES Mathematics #& MITBES Tennis #& Reading #& Joke #& MITBESCS  »

LINKSYS®

A Division of Gisco Sysiems, Inc:

Wireless

19216811 Nir

Setup Wireless

Basic Wireless Setfings

Wireless Network Mode:

Wireless Network Name
(S510):

Wireless Channel:

Wireless SSID Broadcast:

Mixed

6-2437GHZ  ~

© Enable ) Disable

Status: SES Inactive

Wireless-G Broadband Router

Applications
& Gaming

.L.ions.D.en /

;§§ JAMES
MADISON

e .VLDJ_J'S P+ #

Firmvaiare Version, v
WRTHAGL

Administration Status

Wireless Network Mode : If
you wish to exclude Wireless-G
clientz, choose B-Only Mode. If
you would like to disable

u

Save Settings Cancel Changes ¥
2015 Summer Camp 61
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o = | B
Wireless Security b
€ > % 1921681.1/WL WPATsble.asp ¢ | |B - Google L & &
0] MU Webmail £ JMU Blackboard Grnail Facul Hubei Start U MITEBS Mathematics MITBES Tennis Readin Joke MITBBSCS  »
P g
LINKSYS®
A Division of Gisco Syslems, Inc. _ _
Firmuate Version! v
Wireless-G Broadband Router WRTSAGL
Wireless o S DaeetonS  Administration  Status
. o Security Mode : You may
Security Mode: Disabled choose from Disable, WEP, WPA
Pre-Shared Key, WPA RADIUS,
or RADIUS. All devices on your
network must use the same
security mode in order to
communicate.
More...
Save Settings Cancel Changes
2015 Summer Camp 62
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Edit View History Bookmarks Tools Help

Wireless Security - Mozilla Firefox

File

J {1 Wireless Security

[+ [

[P

A

& 9 W |@ 19216811 apply.coi

LINKSYS®

A Division of Gisco Sysiems, Inc.

o Wireless

Setup Wireless

| 0] MU Webmail B3 JMU Blackboard [ Gmail &6 Faculty #& Hubei #& Start Up #& MITEBS Msthematics #& MITBES Tennis #& Reading & Joke #& MITBBSCS  »

|

C || B - Googte s O

Firmvaare Version: v,

Wireless G Broadband Router

WRTBAGL

Applications

& Gaming Administration

Status

Security Mode:

Default Transmit Key:

I WEP Encryption:
Passphrase:

Ll
Key 1:
Key 2:

' Key 3:

Key 4:

WEP

@1 @2 03 @
64 bits 10 hex digits

Cancel Changes

choose from Disable, WEP, WPA
Pre-Shared Key, WPA RADIUS,
or RADIUS: &l der
- network must use the same
%, security mode in order to

commuficate.
Generate

More...

m

2015 Summer Camp

{1 Wireless Security

€

% 192 168 1 1 :gli

Wireless

Wireless

0] JMU Webmail £ JMU Blackboard EI Gmail & Faculty #& Hubei #& Start Up & MITEES Mathematics }& MITEES Tennis #& Reading #& Joke #& MITBESCS >

Security Res

1 Wireless Security

C | |Bl- Google Pl ¥+

Firmwiare Version: w4,
Wireless-G Broadband Router WRTS4GL

Administration Status

Security Mode:
Default Transmit Key:
WEP Encryption:
Passphrase:

Key 1:

Key 2:

Key 3:

Key 4:

WEF' = choose from Disable, WEP, WPA
Pre-Shared Key, WPA RADIIS, i

@y D2 @3 ©a or RADIUS. All devices on your -
e — — - network must use the same
64 bits 10 hex digits  ~ security mode in order {o
183412jhasfidqui [ Generate | e
92D3B168E8B
0D29CEBBAE Y, WEP
8COBB7EDSA ol
285E391F3B

Save Settings Cancel Changes Al

Security Mode : You may

2015 Summer Camp
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 ®WEP Configuration on Laptop

* Configure your laptop to connect to LionsDen
e With WEP key 92D3B168BB

2015 Summer Camp 65
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WEP was Broken

2001

Borisov, Goldberg, Wagner [BGWO01] discovered some practical flaws;
Arbaugh, Shanker, Wan [ASWO01] also observed some flaws

Fluhrer, Mantin and Shamir [FMS01] found fundamental flaws
Stubblefield, loannidis and Rubin implemented the FMS01 attack
Rager released WEPCrack on August 12

Airsnort was released

' Timeline I

1999: ISO standard 802.11b

1997: IEEE 802.11 was developed; WEP
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WEP could not be simply discarded

This is an old laptop J

Its integrated wireless adapter could not
simply be upgraded/replaced

It has to use RC4

(implemented in the hardware
of the integrated wireless card)

nternet Charlie

2015 Summer Camp 67
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Short-term Fix: WPA

* Wifi-Protected Access (WPA)

— Goal: fix WEP

— Use the same encryption algorithm — RC4 ‘Q# @
* How?

— Modify the way that packet encryption keys are
generated

2015 Summer Camp 68
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WPA Mode 1: WPA-PSK

* Pre-shared key (PSK)
* All users share the same passphrase

Internet Charl

2015 Summer Camp 69

WPA Mode 2: WPA-Enterprise
* WPA-enterprise
* Each user has her/his own passphrase
0 (<T>>

Internet Charlie
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OWPA-PSK Configuration on AP

NIVERSITY.

@ Wire your PC to your AP
— Your PC uses DHCP

@ Check the IP address of your PC — ipconfig

Ethernet adapter Local Area Connection:

Connection—specific DHS
Link—local IPvb Address
IPv4 Address. . . .
Subnet Mask . . . .
Default Gateway .

fel8B::2cfB8:20Ff7-hibh8:5e88x108
192 _168.1.1068
9LC 9LL OLCL R

1921681 .1

®Open web browser, type in 192.168.1.1
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P
r-@‘ Wireless Security - Mozilla Firefox l‘:' =
File Edit View History Bookmarks Tools Help
J :: Wireless Security |T| ._
& % ) 19216811 /3pply.cai | |B~ Googte P+ &

| O] IMU Webmail 8 MU Blackboard 2] Gmail #& Faculty & Hubei #& Start Up #& MITBES Mathematics & MITBBS Tennis #& Reading #& Joke #6 MITBESCS  »

LINKSYS®

A Division of Gisco Syslems, Inc:

Firmvaars Version! w4, 30,12

Wireless-G Broadband Router WRTS4GL
WIrEIess Setup Wireless Security S a;pgzlil;.:r:lii:gns Administration Status
Basiz Win stfings | Wireless Security Wireless MAL Fiter

Wireless Security Security Mode : You may

Security Mode: WPA Personal - choase from Disable, WEP, WPA

; Pre-Shared Key, WPA RADIUS,
WP Algorithms: TKIP - h or RADIUS. All devices on your
network must use the same

WPRA Shared Key: chrisisc00l security mode in order to
Group Key Renewal 3600 seck ......... Y

Your WPA-

PSK secret

T -Ill.lllt
Cancel Changes cisco
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@WPA-PSK Configuration on Laptop

* Configure your laptop to connect to LionsDen
* With WPA-PSK secret chr1sisc00I
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UNIVERSTTY.

WPA-PSK is Weak Too!

 WPA’s data integrity mechanism, Temporal
Key Integrity Protocol (TKIP), is a temporary fix

— It is vulnerable to more complex attacks

 WPA-PSK is based on shared secret

— It may be susceptible to dictionary attacks and
brute-force attacks
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UNIVERSITY.

WPA2

* It uses a different encryption algorithm:
Advanced Encryption Standard (AES)

— More secure, standard
* It uses a more secure data integrity algorithm
— CBC-MAC

—>Counter Cipher Mode with Block Chaining
Message Authentication Code Protocol (CCMP)
* Like WPA, WPA2 supports two modes
— WPA2-PSK
— WPA2-Enterprise

7
&P IAMES

UNIVERSTTY.

O Wire your PC to your AP
— Your PC uses DHCP

@ Check the IP address of your PC — ipconfig

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

Link-local IPuv6 Address . . . . . : feBB@:c2cfB8:20f7:b1b8:5eB8x10
IPv4 Address. . . . . . . . . . . = 192_168.1.18@8

Subnet Mask T 2LL _JCL 2L @

Default Gateway 192 1681 .1

®Open web browser, type in 192.168.1.1




‘% @mms
ey = n = o

ory_Bookmarks T

0 19216811 /5 gi c | |B) - Google 2+ H#

|0 IMU Webmail 8 MU Blackboard 2] Gmail #& Faculty & Hubei #& Start Up #& MITBES Mathematics & MITBES Tennis #& Reading #& Joke #& MITBESCS  »

A Division of Gisco Syslems, Inc.
Firmvaare Version! vé 3012

Wireless-G Broadband Router WRTS4GL

Wireless Applications

Wireless Security & Gaming Administration Status

| Wireless Security

P
Wir ity Security Mode : You may

Security Mods: WPA2 Personal - choose from Disable, WEP, WPA
a—— Pre-Shared Key, WPA RADIUS,
WP Algorithms: AES or RADIUS. All devices on your
- = — netwaork must use the same
WPA Shared Key: chrisisc00! security mode in order to

Group Key Renewal: 3600 ] secu& communicate.
Your WPA2-

PSK secret

Cancel Changes
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@WPA2-PSK Configuration on Laptop

UNIVERSITY,

* Configure your laptop to connect to LionsDen
* With WPA2-PSK secret chrlsiscOOl
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Wireless LAN Security: Summary

2001

Borisov, Goldberg, Wagner [BGWO01] discovered some practical flaws;
Arbaugh, Shanker, Wan [ASWO01] also observed some flaws

Fluhrer, Mantin and Shamir [FMS01] found fundamental flaws
Stubblefield, loannidis and Rubin implemented the FMS01 attack
Rager released WEPCrack on August 12

Airsnort was released

Timeline

TKIP: temporary fix

1999: I1SO standard 802.11b CCMP: long-term solution

1997: IEEE 802.11 was developed; WEP

2015 Summer Camp

%gMADISON
Buzzwords: Business vs. Technical

* WIFI * RC4, TKIP, CCMP
* Channel — AES, CTR, CBC-MAC
* Wireless access point, e 802.11
wireless station (wireless _
cards)  802.11i
* SSID  802.11x
« ESSID * MAC spoofing, MAC
* WEP filtering
© WPA * Chipsets
- WPA2  Managed mode
* Association/reassociate/dis .
Jssociate * Monitor mode

2015 Summer Camp 80




AMES
j& }§$M] ADISON
0 UNIVERSITY

Summary

BUSINESS USER
peopLe | - RYPTION FINTEGRITY |-y ryenmicaTioN .

TKIP
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Summary
BUSINESS USER
peopLE | RYPTION FINTEGRITY |y ryenmicaTioN .
Encrypted Il users share the
CRC same key
WPA-PSK RC4 MIC Il users share the
same key
WPA- TKIP Each user is
Enterprise RC4 MiC separately

authenticated

WPA2-PSK AES-CTR (CBC-MAC) All users share the =

same key home
Each user is
WPA2- AES-CTR  (CBC-MAC) separately -

Enterprise .
2015 Summer Camp aUthentlcated




How to Find Target AP’s MAC

* Need a computer with wireless support
* On Windows

— Netstumbler: freeware;
http://www.netstumbler.com/downloads/

* On Linux
— ifconfig wlanO down
— iwconfig wlan0 mode managed
— sudo iwlist wlan0 scan
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Summary

* Exercises

e Overview of wireless LAN security
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