Cryptography: Practice
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Prerequisites

e This unit assumes that you have already
known
— Symmetric-key encryption
— Public-key encryption
— Digital signature
— Digital certificates



Step 0

* Use Firefox to log into your vCenter server and
find your Windows 2003 VM

e Use the “WLAN and Crypto Security” VM
snapshot
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Organization

e Practice

— Truecrypt
— GPG



Road Map

¢ Practice

+ Truecrypt
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TrueCrypt

e Open-source disk encryption software
— Not just encrypting single files, but the whole disk

e Supports Windows, Linux, and Mac OS
— http://www.truecrypt.org/

e Has been used by “bad people” to encrypt
laptops and external hard disks



Step 1

e Download and install
— http://www.truecrypt.org/downloads

* NOTE: TrueCrypt has already been installed on
your Windows 2003 VM under the “WLAN

and Crypto Security” VM snhapshot
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Step 2: Run TrueCrypt

e Start > All Programs > TrueCrypt > TrueCrypt

e (You can also run it directly from a shortcut on
your Desktop)



Step 2

e Create a virtual encrypted disk (called file
containers)

— Put all of your critical files there
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CREDITS: some of these screen snapshots are
from http://www.truecrypt.org/docs/
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ﬁ TrueCrypt Yolume Creation Wizard

=101 %]

TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a wirtual encrypked disk within a file, Recormmended For
inexperienced users,

Mare information

" Encrypt a non-system partition,/drive

Encrypks a non-syskem partition on any inkernal or external
drive (e.q. a flash drive), Optionally, creates a hidden valume,

. Encrypt the system partition or entire system drive

Encrypks the partition/drive where Windows is installed, Anvone
who wants ko gain access and use the system, read and write
files, ekc,, will need to enter the correck password each kime
befare Windows books, Optionally, creates a hidden system.

More information abouk syskem encrypkion

<= Prey I Mexk = I Cancel
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The Location of the Virtual Encrypted
Disk

Volume Location

I jl Select File. .. I

W Mewer save history

A TrueCrypt vaolume can reside in a File {called TrueCrypt conkainet),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypt container is just like any normal file (it can be, For
example, moved, copied and deleted as any normal File), Click
'Select File' to choose a filename For the container and ko seleck the
location where you wish the container ta be created,

WARMIMNG: IF wou select an existing file, TrueCrypk will NOT encrypt
it; the File be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypk existing files (later
on) by moving them to the TrueCrypt container that wou are about
ta create now,

Help < Prew Mexk = Cancel




Specify Path and File Name el e
Loak jr: IE My Documents I"I = 5 Ef-

= M

ty Computer

by Documents

Recent

File name: hP Wolume |

Files of bype: I,-“.'-.II Files [*.7] j Cancel

v
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Volume Location

I Coiry Docurnenkst My Yalume j Select File. ..

¥ Mever save histary

& TrueCrypk waolume can reside in a file (called TrueCrypk container),
which can reside on a hard disk, on a USE flash drive, etc. &
TrueCrypt conkainer is just like any normal file (t can be, For
example, moved, copied and deleted as any normal File), Click
‘Select File' ko choose a filename For the container and ko select the
location where wou wish the conkainer ko be created,

WARMING: If vou select an existing file, TrueCrypk will NOT encrypt
it; the file be deleked and replaced with the newly creaked
TrueCrypt conkainer. You will be able to encrypk existing Files {laker
an) by moving them ko the TrueCrypt container that wou are about
to create now,

Help < Pres I Mext = I Cancel
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AES is a symmetric
encryption algorithm

4 )

J

: : standard
Encryption Options /
—Encryption Algorithm

aES - Test |

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by LS, government departments and agencies to prokeck
classified information up to the Top Secrek level, 256-bit key,
128-bit block, 14 rounds (BES-256), Mode of operation is ©T5.

More information on AES

Benchrmark. |

/7
—Hash algorithm —

_— Select SHA-512, a US
RIPEMD-160 | Information on hash CryptO hash Standard

\_

~

Help < Pres I Mext = I Zancel |

J
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The size of your virtual
encrypted disk; Choose

Volume Size 2G if you like

4 )

J

Free space on drive D:\ is 846.56 MB.

Please specify the size of the conkainer to create,

If wiou create a dynamic (sparse-file) container, this parameter will
specify its maximum size.

Moke that the minimurn possible size of a FAT volume is 275 KEB.
The minirmum possible size of an MTFS volume is 25829 KB,

Help < Prey I Mext = I iZancel
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This is the password
used to protect your

virtual disk

~

Volume Passwor

Password:

Confirm: I

™ Display password

tevkiles. .

[ Use keyfiles

It is wery impartant that you choose a good password, Yoo sho
avoid choosing one that contains only a single word that can be
Found in & dictionary (or a combination of 2, 3, or 4 such waords),
shaould nok contain any names ar dates of birkh, It should not be
to quess, & good password is a random combination of upper an
lower case lekkers, numbers, and special characters, such
* + ebc, We recommend choosing a password consisking o

20 characters (the longer, the betker). The maximum pass You can generate d

length is 64 characters,

\

N

do this now

random key and use
it to protect your

virtual disk. Let’s not
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/ Move your
mouse around
for 10 seconds
to generate
some random

\ bits

™~
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T~

\

Volume Format

—ptions

Filesysktem IFF'.T |- 'C|LI5tEFIDeFauII: | [ Dynamic

Random Pool: A0B0SEC33EEGDSFASOANSFES55622D1 W
Header Key:
Master key.

| Aotk |

Cione | Speed Left

IMPORTAMT: Move wour mouse as randomly as possible wikhin this
windaow, The longer wou move it, the betker, This significantly
increases the cryptographic skrength of the encryplion keys. Then
click Format to create the wolume,

Help < Presy Cancel
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TrueCrypt ¥olume Creation Wizard |

L]
1 J The TrueZrypt wolume has been successfully created,

2013 Summer Camp

Volume Created

The TrueCrypt volume has been created and is ready for use, I
woll wish to create another TrueCrypt volume, click Mext,
Otherwise, click Exit,

Help = Prew
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B TrueCrypt
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B TrueCrypt

File %olumes Kevfiles

Tools

Settings  Help
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Select a TrueCrypt ¥Yolume

Loak, in:

o §
o B

by Computer

e

by Documents

select your
virtual disk file

) My Documents

| & @&k E

2 x|

I!| My volume

File narme:

W alume

Files of type:

All Files [77]
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i1 %]

File “olumes Kevfiles Tools Settings Help Homepage

Drive | Volume Size | Encryplion Algarithrn | Type -
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‘ Mounk “ Auto-Mount Devices Disrnount Al H Ezik
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" TrueCrypt

File Wwolumes Eevfiles Tools Settings Help

Hormepage
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& TrueCrypt

File “olumes Kevfiles Tools Settings Help
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B TrueCrypt

File “olumes Keyfiles Tools Settings  Help
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Free Space: I:I.EI.'*'| | ﬂ b Computer l

_Iolx
File Edit ‘“Wew Faworites  Tools  Help ‘ 11.'
3 e >
Q > x) . Lj; @
Back Farnyard Up Refrezh
Address I ¢ My Computer j
Mame - | Twpe -
e 5YYSTEM [C:) Local Dizk
<@ Local Disk (D] Local Disk
< | acal Disk [F: Local [~ ™\
You can copy your
security-critical files
to/from your M:
drive

J

2013 Summer Camp
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Security-critical Files?

e Create a security-critical text file, finance.txt

— Save the following information to it
e your SSN and credit numbers in it
e Your online banking account information
e Your utility bill accounts information
e Your other “important” digital stuffs

e Save it to M: drive



_Iolx
File Edit ‘“Wew Faworites  Tools  Help ‘ -.'f
. N j. >
O - L) - \g
Back Farnyard Up Refrezh
Address I ¢ My Computer j
Mame - | Twpe -
e SYSTEM [C:] Local Dhzk:
<@ Local Disk (D] Local Disk
<@ | ocal Dusk [F: Lu:u:aIE}/’ ™\

At this moment,

your files on M:

Free Space: I:I.EI.'*'|

—\

2013 Summer Camp

| ¢ My Computer

are in the clearj
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B TrueCrypt
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Exercise

@ Create a TrueCrypt virtual disk (filename:
your_first_name-last_name)

@ Create a text file, finance.txt, and save it to your virtual
disk
® Dismount your virtual disk

O Examine file your_first_ name-last_name to see
whether you can find any information about finance.txt

® Copy your_first name-last nameto c:\tmp

® Mount c:\tmp\ your_first name-last name (the new

copy)
@ Open finance.txt



Is It Really Secure?

* You can examine your virtual disk file

e If a hacker has stolen your virtual disk file,
he/she will not be able to see your critical files



Do You Really Know What You are

2013 Summer Camp

Doing?

e |f you pick a strong
password and forget it,
you will NOT be able to
recover any data on the
virtual disk

— Probably nobody will be
able to help you

 Know your risk!

34



Road Map

¢ Practice

L GPG

2013 Summer Camp
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Cryptography # Encryption

e Public-key cryptography can be used for digital
signature

 The digital counterpart of hand-written
signhature



Digital Signature

* Alice uses her private key to digitally sign a
message (a bit string)

— Everybody can use Alice’s public key to verify Alice’s
digital signature

e Algorithm buzzwords

— RSA digital signature
— Digital Signature Standard (DSS)

(Do not confuse digital signature with email
signature in MS Outlook!)



E-mail signature vs. Digital Signature

e E-mail signature
Xunhua Wang, PhD
Department of Computer Science
James Madison University

E-mail: wangxx@jmu.edu
Tel: 540-568-3668

e Digital signature
01110011001...

2013 Summer Camp

\

This is not secure!
Anybody can change it
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What if | Want to...

Encryption/sign a single file/email?

GNU Privacy Guard (GPG)
Windows version
Gpgdwin

— http://www.gpgdwin.org/




Step 1

* Download Gpg4win and install it on your
Windows 2003 VM

— http://epgdwin.org/

* NOTE: Gpgdwin has already been installed on
vour Windows 2003 VM under the “WLAN

and Crypto Security” VM snhapshot

2013 Summer Camp
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Step 2

e Run “Start -> All Programs -> Gpg4win ->
Kleopatra”

e (You can also run it directly from a shortcut on
your Desktop)

2013 Summer Camp
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™ Kleopatra - e ———— ——

File View Certificates Tools Settings Window Help

-';Il e U

Export Cerlificates Redisplay Stop Operation

Lookup Certificates on Server

&b

My Certificates \@iﬁcates | Other Certificates

\ | Lookup Certificates |
- on Server I

My Certificates

Name E-Mail Valid Until

Details Key-ID

~
“File -> New
Certificates”

-

2013 Summer Camp
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Choose Certificate Format

Please choose which type of certificate you want to create.

< Create a personal OpenPGP key pair

—

/

OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority; instead, every

eate a personal X.509 key pair and certification request
O key pairs are created locally, but certified centrally by a certification
rity (CA). CAs can certify other CAs, creating a central, hierarchical chain of

| Cancel

g
Choose this one to generate your
own public/private key pair

J
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Enter the required information

Enter Details

Please enter your personal details below. If yvou want more contr the
certificate parameters, click on the Advanced Settings button.

Mame: | (required)
EMail: (required)
Comment: (optional)
fame is required, but empty. |&duanced Settings...|

Mext Cancel

44



Enter Details

Please enter your personal details below. If you want more control over the

™ Advanced Settings liléj

certificate parameters, click on the Advanced Settings button. Technical Details

Mame: #unhua Wang (required) Key Material
EMail: wangx@jmu.edu (required) 5 RSA 2,048 bits (defaul) |
Comment: My GPG keys (optional) o -
Kunhua Wang (My GPG keys) <wangoa@jmu.edu= /// DSA 2,048 bits (default) ~
/ / + Elgamal (2,048 bits (default)

Yy
Eﬂdﬁranced Settings..}/ //
Certificate Usage

Mext 4| Signing Certification

7 ¥| Encryption uthentication

Choose the algorithm

The purposes of your key pair

Cancel

|
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Review Certificate Parameters

certificate.

Mame: Xunhua Wang
Email Address:  wangee@jmu.edu
Comment: My GPG keys
Key Type: RSA

Key Strength: 2,048 bits
Matifimmtn | lammn- Cimm Cmmem et

¥ Show all details

Please review the certificate parameters before proceeding to create the

m

Create Key] | Cancel

Y pinentry

" Choose a password to -

‘| Enter passphrase

protect your private

Fassphrase |

Quality:

=

] | Cancel

g key

2013 Summer Camp
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Click this to back up your private
key to a file (see next slide)

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on t /
and some suggested next steps below.

Result

Certificate created successfully.
Fingerprint: 7TC6343C2F024AAFG858CE030E02BA80896ADCEFE

Mext Steps

| Make a Backup Of Your Key Pair._. |

| Send Certificate By EMail.__ |

| Upload Cerificate To Directory Service. . |

Everything is cool
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This is your private key in a file
T morckeyase - Wi Ali=ne)

File Edit Search Options Windows Help
D[] 4] | #a[n |

————— BEGIN PGP PRIVATE KEY BLOCK———- _J
Verszion: GnuPG v2.0.17 (MHingW3Z)

LQO+EFGKr TUBCACSE £ TLaduVV, pFV4xZnID6 i se2wVaht vl 35v3FTyn ASRe2 DAY PR

winl3OSEBuUbi 81Gx0n5zViliVan8FWHANSORE U1 YqUywS OCDK 3nTonTy3 qul IS IS yO ur
npllkaod?CrETptSiHelntnlSESIDewnbC+f 22 - L -n I JHEf =Y Zpd 97 ke ISG1 Ondwn

1Mb9=JP2tncl brn3updSl 2aPVEQOnpBYALi HE1 g9EScp INH Kol 7kl 45 ZCTEu

Ab3DEYt 2BRIavFdBOk+EqUGOL 1Snk ]l 8e5WaXtkbbNbi v+ InVCVOURATTAHDE oeh? S =
bragQquWPH? 1vBiE-S2+whpkzggRincijgr+ S ABEBAAH+AWHC j+pg 2 8dMeIGulCre p r I Va t e e y I t
F7/-4wxVEU31NH1lxuuPBlk{bjiCcl Lt bcakuocADAd 6 5abnl EellgueWDQg- QggWIFH ’
nHFHIrzub?ACOawrWt OWDEN 7 JFWE XLESFabgh A9 3nLlb+FezE+- 2GyVRTIDYSPdvS

usiYiziJNAIHL - JOZDhT=cTe KRV BSxHwClyppy ITHOLOHTV2WH Y ~+dTHE I Q0=ZbN= i S S u p p Ose d

JEHg+5+cn0EreFulr2Txlz2xulkrCocTi Ta i WV uuDy 3 f POvLOSAIC1 iHBAHqo+=
HWg0Zbe 317 IffxX6bXUd=tnd+HIop=f BN LYpwvopHy00e9vBhXKV+00VV+cz51p
gz lptSPacrxjcSiGFOG09n 8wg 3 nFSri3wIYECVEDE L 3z KpynR1hPwilgbMcf j 0LT
o BV+EMayTY W 1eWg7CTDDS0 1 ZgDWbH 7 ZFDC =4 Uenn TDYESk 1uPAS Juwy t Oamd m .
bdiHwZJE+4ainEpiEX2R] INOSnQBEqd ThETcKXwgl- nd 9o0lki KdhpgogKVEFZoulu t O b e S e C r e t a
L3E+ETh92jeqMDVSt0f jOynMn V1 8alCaeOl Lyt LEl ihENuf Zn?ulrHDTrwIBALIN]
COEg+LEK4+ab8k4+04 f TTTOURVE AT L TOThHIncpMz ¥ T2 ~ugqd Xh 8 5 gV Y TEKPvHRSE = o
wiaz VS84 C3DwTHHwEBbunip b VaeRWBA? COf Pt uM08 Ton? By 11 pPHi 747X 8y d t I t
nocpbuPRIi 8wliciX0Vadoz ~elDogd l+nEcd 0yl ATk Z2gvKAStiBYrni 1 T2c9NES O no Ose I
p+HEYEEL3gllney3?PlzyvIOt 3oed P PieusHOR=RThOW oS WEsMREdbz ~dVGD7 vObhdz ——
GU4NiEEa=znWoO02 Ip? IwTLEjOow Ih)SqATI 4 in 8w DHdbpo R =Dra bt L2 0t YOG4 o
6bOgWHYuaHVhIFdhbnoegKE1SIEAQRyBrZH1=zKSARd 2FuZih4QGptdSE5 1 ZHT+10E d t t
BEMBAgAIBQIRigOlAh=sPRgsl CACDAGYVCATIICgsEFgIDAQI=AQI XgAAKCREACUOCT O r S e n I O
atzvigTHE-9Fr9thTlaibVabREe ITHvVvteFSBFnidah2u¥nHe b9 18 HPGUUYWS+HY

olzy0d8=AebVEHhCY 6 unJI YO TREpTLLEESaSt=W+bl 2ETI 1t 2gRrda0hn 7 ¥+ 2 TTAEN .

qP=f ITtkhEN+9TgHeIcAlzdef 7JalatOiovElgOcEe vy 2 HEt WZj+aSRRTUTEjR2Gh O u r fr I e n d
oJ=5566gB9tG2SH-T+53RJ0f jebjwpEkHVTeHz 6Kt FtgglaVH-FiuoxY{ L-TDBOCS y

MH++acudTSEE Xt SgpnPHrDEHT T Z0og {1 XQA-EnGlVOruFRjZK3 j f hCadpOo? T
dL=zRLbhOHjgbDAinWTIa0CHygf nkZHED

=LRI7

N =]

sMyGFGRkey.asce 33 lines. 1935 characters i —24%— |0000& 018




™ Kleopatra -
File View Cerificates Tools Settings  Window
(& 5

Import Certificates  Export Certificates Redisplay Stop Operation

Find:

f This is my public key; | can export

it to a file and email it to Bob

My Certificates

Trusted Cernificates | Other Certificates |

Name E-Mail

Xunhua Wang (My GPG keys)

wangxx{@jmu.edu

Lookup C
[My Certificates - ]
Valid From Walid Until Details Key-ID
20130508 OpenPGP SADCEFEA

™ Export Certificates e WS e -

|

| |. <« Synchronized-Separated... » 20132014 » - |+ Search 20132014
Rt | ¥ p +
. — m— e c— a

R L e — i ———

\

ol

Organize »

\

\

Right click on this to
export it to a file

2013 Summer Camp

4 | Synchronized-SeparatedSaveSpace
_SYNCAPP
> e 20122013
b ) 20132014
- Business
[ J bytesality
> M crypto
> i 5458
. cs497
C5625
> g C5700
, CyberSec
Fall2011print
. hadoop >

Mame

. 2013zummer
|| MyGPGkey.asc

lm

Py

1| m

File name: 7C6343C2F024AAFEE8CH030E02BAS0BS6ADCAFEA.a5C

MNew folder Hes

@

Date mo

5/6/2013
5/8/2013

Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp)

Save

| |

= Hide Folders [

Cancel J

b -3
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This is my public key in a file

File Edit 5Search Options

Verzion: GnuPG w2 . 0.17 (MingW3z2)

m)ENBFGEr TUBCAC=8f TLa9uVV. pFWdxin D6 1se2wVgltvI 35v3PTynJ ASRe2DAN
wiAnljOShbEullbi B iGaOmEeViliVen8FTHANS O hS=T 1 VglwwS10CpE3InTon Ty jgull
npHlacd?CrRTptS?HelntnlSZSIDzwvnbC+ izl Lo -mnIJHEf =7 pR97kz ISG1 0ndwm
IMb9=JFP2tnclbrn3upSII2aPVEqOnpEXAhi HE1g9EBopI N KoH7klkA14 1 ZCTEu
Bb3DEYt 2BRE3avFABOL+EgUGOL 15mk ] 8e5WxXtkbbbiwv+InVCVOTRaUTANDtogh 7
breggquilPHY 1vBiE-S2+whbpkzgqoEZncjgv+ S ABEBAAGOE 1 h1bnh1YSBEYWEnIChH

eSBHIECga2VicylkigPHdhbnd 4eEBghETuZWRE 1 PokBOAQTAQIATgUCT Yot HQIbDwYL
COgHAwIGEFQgCCOoLEEY CAwECHgECF4AACgkQArghi Wrch+oExwt ~Ra DY VHaHZ1W
mletlDLlcriheQR 9 0drnI=z+m-¥nPEBzx ]l FGFlkv 1 VaC88tHE LAHm1 R I0werpi WE
QlEQalSICullkkrbFwn S HhCIbdgka+GioZ+ 2Pt k0351 K PHyFLEZ IV £ v VR I 1 HANLO
Hn+yWtGrTogMBIYDnEer8t bV m Y- mklkTT7kwYldhoaCellueuocAf bRt jf 1Pud0Y=
nd 3ucfKS VI DH+irREYIFGI TPEYrgMWHy Dwwd AvDB-vnnLjlkOne¥ 7 Kofzzaws
F1kSLkGTgIF1GV0ARP1S=pVTg?hUV25t 434 0mnaTjulHSAU524dDT4Gww Ipl 1CWE A
coHSpGETCgi)==

=geS5I

=]

«7 Ch343C2F024AAFREECR030EDNZEABNGYE ' —h%— 00007 0mM

| 1 can email it to my friends
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Exercise #1

OExport your public key to a file and email it to
the student next to you

@ After receiving a public key from your
classmate, import it to your Gpg4win (see
next slide)



/Click “File -> Import Certificate?
... to import the public key

. received from your classmate .

™ Kleopatra / / @M
(File | View Centificates Tools Settjpffs  Window™ Help
i MNew Certificate. . N i
@b Lookup Certificates on 5 Ctrl+Shift+l " S B SRS
sl Import Certificates. .. Ctrl+l iy Ceriicales b ]
] ates
5 Export Certificates... Ctrl+E —]
g Export Secret Keys | Walid From Walid Until Details Key-ID
f 05- 6ADCEFEA

=y Export Cerificates to Server... Cul+Shit+E U 2013-05-08 OpenPGP
= DecryptMVerfy Files...
= Sign/Encrypt Files._..

Create Checksum Files. ..

Verify Checksum Files__.
€ Close Ctrl+W
B4 Quit Ctrl+Q
|

2013 Summer Camp
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Now, | Want to digitally Sign a file and
Send it to My Friend

File Edit 5Search QOptions Windows Help

O|@|] & [5[E] o] el [ g

Thi= i= mv test file.

I want to digitally =sign it]

=

stestiile tds [New file] 3 lines, 54 characters ' —100%:— |00003 |D28

| This is the file to be digitally signed (testfile.txt) |



e ————|_— | (= [

™ Kleopatra

File ] View Certificates Tools Settings  Window Help

ia  MNew Certificate . Ctrl+M &%

@ Lookup Certificates on Server._. Ctri+Shift+ i SR SR ST

g Import Certificates. .. Ctrl+l ] by Cerisicales - ]

Cates

[z Export Certificates... Ctri+E
v | Export Secret Keys Valid From Valid Until Details Key-1D

LI e

54 BADCAFEA
=y Export Cerificates to Server... Ctri+Shift+E  [* 2013-05-08 OpenPGP

DecryptNVerfy Files...
Sign/Encrypt Files...

-

Create Checksum Files._.
Verify Checksum Files.__.

Ll € Close

Click “File -> Sign/Encrypt Files
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'Tﬁn‘"'-‘- 0 =1

What do you want to do?

Selected file:

= Co/NewWorking/Synchronized-SeparatedSave
Archive files with: TAR (PGPE-compatible)

Sign and Encrypt (OpenPGP only)

@ Encrypt
Sign

Text output (ASCIl armor)

Remove unencrypted original file when done

Please select here whether you want to sign or encrypt files.

i Archive name (OpenPGP): |.SeparatedSaveSpace/20132014/testfile txt tar| 5

Archive name (S/MIME): gparatedSaveSpace/20132014/testfile txt targz | i

Space/20132014/testhile txd

........

[ Mext N QEFHN
\\ N

2013 Summer Camp

You have three choices
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Archive name (QpenPGF)

What do you want to do?

Please select here whether you want to sign or encrypt files.

Selected file:

= Co/MNewWorking/Synchronized-SeparatedSave Space/20132014/testfile txa
Archive files with: TAR (PGPE-compatible)

I-SeparatedSaveSpace/20132014/testfile txt tar

Archive name (S/MIME): gparatedSaveSpace/20132014/testfile txt tar gz

Sign and Encrypt (OpenPGP only)
Encrypt

[ Mext H Cancel

2013 Summer Camp

| want to digitally sign the file
this time

—
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-

n ﬂ:ﬂp'ﬂil 0 -1l E

What do you want to do?

Please select here whether you want to sign or encrypt files.
Selected file:

= Co/MNewWorking/Synchronized-SeparatedSave Space/20132

Archive files with: TAR (PGPE-compatible 5igny EncryptEile
Archive name (OpenPGP): | SeparatedSaveSpace/20132014/testf .
Archive name (S/MIME): kparatedSaveSpace/20132014/testfile Who do you wantto sign as?
Sign and Encrypt (OpenPGP only) Please choose an identity with which to sign the data.
Encrypt J| Sign with OpenPGF
@ Sign

4| Sign with S/MIME

OpenPGP Signing Certificate:
J| Text output (ASCI armor)

unhua Wang (My GPG keys) <wangxx(@jmu.edu> (6ADCEFEA)

Remove unencrypted original file when done

S.\\AIME Signing Certificate:

L\

N

+| Remember these as default for future operations

y 4

Choose the private key to digitally sign
the file

Sign H Cancel




r

o pinentry

==

| Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
| “¥unhua Wang (My GPG keys) <wangxx@jmu.edu="
2043-bit RSA key, ID GADCEFEA,
created 2013-05-08.

Passphrase

\[ o« ][ concel

2013 Summer Camp

My private key is protected by a

password

r'_ h
§ pinentry e

:

Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
"¥unhua Wang (My GPG keys) <wangux@jmu.edu="

2043-bit RSA key, ID GADCSFEA,

created 2013-05-08.

Passphrase sesssses|
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Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.

| ﬂ:\

Everything is cool ]

Keep open after operation completed

Cancel

So, where is the digital signature
for my file?

2013 Summer Camp
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File Edit Search Options Windows Help

D||P] &]f|E] o]

Version: GnuPs w2 .0.17 (HingW32)

10ECBAABAGAGEOIRIg-ShA0JEAKEgIlg3G gibAH-RoKOpbjacVEintT3Z-Zeb471
oB=3INDjuwdy0TSzoChe8dvlvrAt CoHvPn VD P nKpPO0GnegO=LpMc W= 0OHNWw - -HIKgE
allhCTL2HSVYREv Y LeC EPg? 7 ycEVIRMnOTFzGId I 06 pEgEA6 HEO t FHIm Y Tui BELHbE
TonltQll8JelREWFThYd2I 9 IymHONHzcBag] ~ginba 3Snnk05SHpLEf Sebr2LeZvl
f IFF+oxa8dSTCoPreWS0Zw Y rt P2 JHE PHENa L XA Tz tral 0T u2d¥YWDF9zybd SHOE

uzS35-VghBnY2rwoODeGODAV1 1St R4 2w WspoW1IHOO3gghGAdHOCuk =¥ U -Eus8=
=q1cEr

=

stestfile tt.asce 11 lines, 499 characters i oooot (oot

My file is testfile.txt and the signature file is
called testfile.txt.asc

2013 Summer Camp
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File Edit Search Options Windows Help

D] o [5]E] o s~ fmms| E

i Thi= i= ny test file

I want to digitally sign it

eIyl TorrrROLOROGLOR

2

«tasffile.tds [New file] 3 lines, 54 characters i —100%— 00003 028

File Edit S5earch Options Windows Help
D ||| #[E|E] - sl

Version: GnuPG w2 .0.17 (HingW32)

1iQEcBAABAGAGEOIRiq-SAACIEAKGgI lg3G-gijbAH-RokOpbijaeVinbTIZ-Z=5471
oB=3INDjuwdw0TSEoChEdwlvr At CuHePn VD i nKpPOGn eg0sLpMel= 0HH Wy HIKgE
allhCTL2XSVEvSLeC-EPq? 7vcEKVIEMnOTF=GUd I 06 pEgEde HEOtFHIm 9 Tui BELNLE
TrltQl18J6l1RfW?YhYd2I9 IymHONH=zcBag] -~ glmnba3Smnlk 05SHpLEL Sedr2LaZw0
f IFF+oxaddSTGoPwellS0dyYrt 7 ZJHE THENa L EAT Kz tral 0 Iu2d¥YWDF9owybd 9HOE
uzS35-VoghBnY2rvolDeGOD4AV11S5t R4 2w W=poV1HOO3gghGAdHOCuk=Y jU-EusSt=
=7cEr

stesffile it asce 11 lines, 499 characters

_El _‘}:’D_

2013 Sumns

Next, | email both my file and the
signature file to Bob (my classmate)

gooot (oo

=]
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— E—— T
™ Kleopatra o= e
File ] View Certificates Tools Settings  Window Help
ia  MNew Certificate . Ctrl+M &%
@ Lookup Certificates on Server... Ctri+Shift+ ! | Lookum Cerlificales on Server
g Import Certificates. .. Ctrl+l by Cerisicales ']
) cates
5 Export Certificates. .. Ctri+E —
U8 | Export Secret Keys... | Walid From Valid Until Details Key-ID
. . u 20130508 OpenPGP GADCEFEA
5  Export Cerificates to Server... Ctr+Shift+E pe
=z Decrypt/Venfy Files... I
= Sign/Encrypt Files_..
Create (heXksum Files_ ..
Verify
Ll € Close Ctrl+W = — ]
™ Select One or More Files to Decrypt and/or Verify - e u
QCJ [ 1} « Synchronized-Separated... » 20132014 » ~ | %3 || Search 20132014 Pl
Organize v New folder H== 0l @
e (o F . | Family2008 - .
° . Family. Mame Date
B O b [] C I I C k I e = > - HowTo L 2013summer 5/6/2(
i infosecworksweb || 7C6343C2F024AAFGEE CO030E02BAB0BSG...  5/8/2(
o o ]) - JWGC _ [ ] MyGPGkey.asc 5/8,/2(
D e C r t Ve r I F I e S - OnlineTeachingLoadDemo e o
LA . OutstandingTeaching-CD l_‘t = Im 5."8.'2C
. OutstandingTeaching-DVD g e Bt —
I 55-Libs
|/ syncapp
. \- zed-SeparatedSaveSpace
Bob selects the signature
= L 20122013
20132014
° ] . 2013summer
file received from me < —— |
File name: testfile.tet.asc > Al Files () -
[ Open |v] ’ Cancel ]

2013 Summer Camp

62



[ Decrypt/Verify Files 2 |

Choose operations to be performed

Here you can check and, if needed, override the operations Kleopatra detected for the input given.

Input file: C:/NewWorking/Synchronized-SeparatedSaveSpace/20132014/testfile txt.asc
Input file is a detached signature
'| | Signed data: C:/MewWorking/Synchronized-SeparatedSaveSpace/20132014/testfile txt

Input file is an archive; unpack with: | TAR (PGP®@-compatible) - |

Create all output files in a single folder
Output folder: C:/MNewWaorking/Synchronized-SeparatedSaveSpace/20132014

Back [Qecrypt!"u’erify” Cancel ]

e T— S = J

Bob: |

2013 Summer Camp



r - = N
(™ Decrypt/Verify Files ] - * T2 -

Results

All operations completed.

e 10

| | testfile txt.asc: Signed by wangxx@jmu.edu Show Details

Keep open after operation completed

\

It tells Bob-that this file-is really
from me, not from an attacker

2013 Summer Camp



Exercise #2

®Create a text file your_first name-last._name-
gpgdwin.txt and digitally sign it

OEmail your first name-last_name-gpg4win.txt
and the digital signature file to your classmate

® After receiving the files from your classmate,
try to digitally verify them



What if | want to digitally sign

e An email?
— Not a file

 GnuPG for Outlook (GpgOL)

— Use with Microsoft Outlook mail client



Summary

e Practice

— Truecrypt
— GPG



One More Note

* You can encrypt
— a MS Word file with a password

— a MS Excel file with a password

— a PDF file with a password



GPG on Unix/Linux (1/5)

* gpg--gen-key
— User ID: real name, email address, comment
— Passphrase for your private key

— /home/user/.gnupg/trustdb.gpg

e Revocation certificate

— gpg —a --output wangxx@jmu.edu.asc.revoke --gen-revoke
wangxx@jmu.edu

e Reason: 0
e Publicizing your key
— gpg ---output pubkey.wangxx@jmu.edu.gpg --export wangxx

— gpg ---output pubkey.wangxx@jmu.edu.gpg.asc --armor --export
Wangxx

— gpg --keyserver subkeys.gpg.net --send-keys wangxx@jmu.edu




On Linux

e GPG is also available on Linux



GPG on Unix/Linux (2/5)

e keyserver x-hkp://subkeys.pgp.net

e Add keys to your keyring (public vs. private)
— gpg --recv-keys E68C49BC

— gpg --list-keys
— gpg --list-secret-keys

— gpg --list-keys wangxx@jmu.edu

— gpg --import wang.asc



GPG on Unix/Linux (3/5)

Signing a key

— gpg --fingerprint wangxx@jmu.edu

— gpg --sign-key E2F41133
Viewing key signatures

— gpg --list-sigs E2F41133

Export

— gpg --output wangxx.asc --armor --export E2F41133

Pushing signatures to keyservers
— gpg --send-keys E2F41133

Updating keys
— gpg --refresh-keys




GPG on Unix/Linux (4/5)

* Deleting keys
— gpg --delete-keys E2F41133

e gpg --update-trustdb



GPG on Unix/Linux (5/5)

To digitally sign a file
— gpg —s filename
To verify a digital signature
— gpg --verify filenameOfSignature

Encrypt data
— gpg —e filename

Decrypt data
— gpg --decrypt msg.asc



