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1 Introduction

Being successfully attacked is inevitable. A determined hacker WILL be able to
penetrate your network. The attacker, if they want to re-enter your network,
will have to leave a backdoor somewhere. This means they will likely re-add
guest accounts, disable firewall ports, and re-enable services that you had previ-
ously disabled (in the Windows Security Exercise...like FTP) to provide a means
for them to access your computer easily.

In this chapter, we will briefly re-examine things talked about in Windows
Security Exercise that are relevant after an incident and then we will cover new
tools that will help you investigate an incident.

All tools necessary are available on the Desktop of your IR Tools snapshot.

2 Services

Knowing what services are running on your windows machine is very impor-
tant, especially after being attacked. Having extra services running that are not
necessary may add vulnerabilities to your machine and may allow an attacker
to re-enter your network. The more services that are running on a machine
means the more services you must protect and secure. By default, many soft-
ware packages install many extra side services you do not want to be running,
and as good network administrator you must be aware of these.

2.1 What Services are running?

All Microsoft Windows Server Editions have a Graphical User Interfaces to help
manage the machines services. The GUI to manage what services are running
can be accessed in the Start Menu under Administrative Tools by clicking on
Services. Figure 1 shows how to access the services GUI from the start menu.
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Figure 1: Click on Services to manage what services are running

By default, the list of things on this list is large and difficult to sort through
but we will only be looking at a few choice things. By default, Windows Firewall
is Disabled. This is a very important service. An attacker, wanting to regain
access to your system later may have disabled Windows Firewall. To turn it
back on, double click on it and change ”Disabled” to ” Automatic” and then
Press ”Start”. Figure 2 shows how to do this.
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Figure 2: Change Setup type to Automatic to turn the firewall on.

You may also notice that the File Transfer Protocol may be enabled. It
is very important that this protocol, and Telnet, should be disabled and they
should always stay disabled. These protocols are used so remote users can
authenticate and use your computer. Remote Authentication is a standard
practice, but FTP and Telnet do not do it securely. If you see SSH or Very
Security File Transfer Protocol, these services are okay to use.

After an attacker enters your system, they may re-enable FTP or Telnet in
order to access your machine later. They may think that the system admin-
istrator may not notice, since they were likely disabled to begin with. This is
why it is so important to check and re-disable these services.

3 Firewalls

All Windows distributions come with a built in host based firewall that you can
configure. In the real world many companies buy expensive machines that are



only serve as a firewall. Even though the Windows Firewall is not expensive and
dedicated hardware, it is a great line of defense to keep attackers from accessing
ports on your computer that may have a vulnerability. It will also protect your
computer from attacks that originate from inside your network.

It is very easy to understand how a firewall works. People connect to your
computer through ports and a firewall blocks ports. An easy way to think about
ports is a lot of tiny mailboxes. Anytime someone wants to communicate with
your server they put mail in a particular mailbox. Each port is for a different
purpose. A firewall will block these mailboxes so nobody can put anything in
them. This decreases the surface area a hacker could attack you with.
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Figure 3: Change Setup type to Automatic to turn the firewall on.

To use the Windows Firewall, you must first enable it. Windows Firewall
can be found in the Control Panel. After clicking on Windows Firewall you
should see a user interface like the one in Figure 3. Change Windows Firewall
from off to on and then click the Advanced tab at the top of the interface.
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Figure 4: Click Settings and check Allow incoming echo request.

In the advanced tab, click Settings within the ICMP settings. When the
ICMP Settings user interface pops up select Allow incoming echo requests and
then Ok. This allows other computers to ping your computer. Ping is special
and does not use a port, but your firewall is still able to block it. Next click on
the Exceptions tab at the top of the Windows Firewall. These instructions are
reflected in Figure 4

Click on the Add Port button in the Exceptions tab to add exceptions to
the Firewall. By default, Windows Firewall will block all ports and you only
open the ones you need. This is much easier than leaving all open and blocking
the ones you don’t want because there are more than sixty-five thousand ports.
Your computer will be running a Webserver, and webservers generally use port
80 to communicate with computers that request webpages.

Figure 5 shows you how to unblock port 80. After pressing Ok in Windows
Firewall, your Firewall changes will take affect and your firewall will be active.
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Figure 5: Make sure to select TCP after hitting pressing Add Port.

4 Command Line Tools

The command line is a powerful tool that can help a defender get important
information quickly and easily. There is a little bit of a learning curve when
using the commandline, and almost nobody know every command there is, but
learning how to use a few basic commands is quick and easy. To open the com-
mandline, click to open the Start menu and click Command Prompt, or press
Windows Key + R and type cmd.exe.

In these tutorials we will only scratch the surface of the things these com-
mands can do. If you want to learn more about a particular command, you
can do so by typing command help into the terminal, where ”command” is the
command you want more information on.

4.1 netstat

Netstat is a powerful command line tool that lists important networking infor-
mation about your computer. The main uses for netstat is to show open network
connections.To read comprehensive documentation about netstat, you can read
ejj.mobi/uzaz3z. Netstat will show who and what is currently connected to




your computer. This is an extremely important thing to know. If an attacker
was to hack your computer, they would have to communicate with your com-
puter over the network in order to interact with it. Using netstat you could see if
a hacker is currently connected to your computer and take steps to kick him out.

In the command line window type netstat -an. The -an is used to specify
exactly what information you want to show. -a means netstat will show all active
connections. -n means netstat will show all ports your computer is listening for
active connections on.

After typing netstat -an, your terminal should look similar to the command line
window in Figure 6.
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Figure 6: Output from a netstat -an command

This shows you what it looks like when thee are no active connections, but
what will it look like when you do have an active connection. In order to test
this and see how netstat changes, open a web browser and enter google.com into
the URL bar and hit enter. Re-enter netstat -an into the terminal and view how
the output changes. There are now connections connecting to a foreign address
that you can see. This is because your computer establishes a connection with
google in order to communicate and ask google to send you their webpage. Open
a new webpage and see how netstat changes.

It may sometimes be difficult to identify good versus bad connections on
your computer. Generally, a connection to a port that you should not need
connections is bad. An example of this would be a webserver that only needs
to allow connections to port 80. Connections you see to port 80 are more than
likely good, but if netstat shows a connection on port 21, 22, or 23 to a remote



address then it is highly likely that your computer has been compromised. Also,
check for your computer connecting to foreign address on high number ports.

4.2 ipconfig

ipconfig is a command line program that can be used to show the networking
information of your computer. It will show things like your IP address, physical
address, and DNS server.

mmand Prompt

C=“\Documents and Settings“Administrator>ipconfig ~rall
Windows IP Configuration
Host Name . . . . . Jmu—4113bfgnSab
Primary Dns Suffix
Node Type . . . . .
IPF Routing Enabled.
WINS Proxy Enabled. .
DNS Suffix Search List

Unknown
No
No
Jmu.edu

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix Jmu.edu

Description . . . . . . . AMD PCNET Family PCI Ethernet Adapter
Physical Address. . . . . a8-88-2"7-F8—-CA—-A2

DHCP Enabled. . . . . . . Yes

Autoconf iguration Enabhled Yes

IP Address. . . . . . . . 18.8.2.15

Subnet Mask . . ¥ 255.255.255.8

Default Gateway i 18.8.2 .2

DHCFP Server . . ¥ 18.8.2.2

DNS Servers . . ¥ 134.126.13.11

134.126.64.11

Tuesday,. April B9, 2013 8:11:36 AM
Wednesday, April 18, 2613 8:11:36 AM

Lease Obtained. ¥
Lease Expires . i

C=“\Documents and Settings“Administrator’>

Figure 7: Output from ipconfig /all command

This tool is not a great tool to keep hackers out of your computer, it is more
a tool to use when you first sit down on your computer. It may be useful to
note your IP address, DNS Server, gateway, and physical address. These values
are not static and you may notice them change, but if you notice these things
changing often, it may be a sign an attacker has played with your networking
configuration.

5 SyslInternals

SysInternals is a suite of free tools that help users better understand what is
happening on the computer. They are all available, along with tutorials and doc-



umentation at http://technet.microsoft.com/en-us/sysinternals/. In this docu-
ment, we will demonstrate a few of the best tools in the suite.

If you wish to download all sysinternal tools, you can at
http://download.sysinternals.com/files/SysinternalsSuite.zip, but all tools are
already installed to your desktop in the Sysinternals folder.

What is covered in this tutorial is by no means comprehensive. The Sys-
Internals suite has so many uses and even the tools we cover have many uses
beyond the scope of this tutorial. If you have extra time, try loading up a tool
that sounds interesting and see what you can figure out.

5.1 tcpview

TCPView is a program written by microsoft that helps you see networking infor-
mation for your computer. It is very similar to netstat, but in a graphical form.

It can be downloaded from http://download.sysinternals.com/files/TCP View.zip.

To run it, double click on 'tcpview.exe’ in the Sysinternals folder.

The graphical user interface will show current active TCP connections. If
an attacker is communicating with your computer, you may see a suspicious
connection. An example of this would be something like Notepad.exe using a
TCP port to communicate with with a remote host. Notepad should never be
communicating over the network. Below in Figure 8, is a screenshot of
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Figure 8: TCPView of a default Windows 2003 Installation

As you can see, Windows has a variety of services that use TCP. The ma-
jority of these do not have a Remote Address. This means that some processes
on your computer are communicating, using TCP, with other processes on your
computer. This is a standard practice, and for the most part, you will only
need to be concerned with suspicious processes connecting to suspicious remote
addresses.




If you do notice a suspicious TCP connection, you can easily right click on
the processes and click on End Process.

It may be obvious that this tool is very similar to netstat. If you are in a
hurry, you might save time by using netstat, but TCPView is more powerful
and has greater functionality beyond monitoring. You can easily see the process
associated with each TCP connection, which is very helpful.

5.2 Process Monitor

Process Monitor, called procmon.eze in sysinternals, is a program that can be
used to show what resources each processes has. Many processes require the
usage of different resources that are stored on your computer. Process Monitor
will help you understand which resources each process is using.

For the most part, Process Monitor is a advanced tool to use that takes a lot
of technical knowledge to understand what is really being shown, but knowing
about this tool is important.

Figure 9 shows a usage for Process Monitor that does not require deep

technical knowledge. Using the Process Tree, found in tools, you can easily see
how each process was created, and by what processes. This is extremely useful.
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Figure 9: Process Tree example. See how processes were spawned.

Using Process Tree, you can look for suspicious child processes (processes cre-
ated by others). For example, Firefoz.exe should not be spawning Notepad.eze.
Processes that have nothing to do with eachother should not be spawning ea-
chother. If you see this, investigate the processes using TCPView, you may
have been compromised. Spend some time looking at the process tree and not-
ing how one process my spawn many others. Open minesweeper and see how
the Process Tree changes.

5.3 Autoruns

One thing an attacker will likely do after hacking a computer is adding in a
mechanism to get back into the computer when it is turned off and on. This
means the attacker has to set the computer to run a certain program on startup,
otherwise once you turn a computer off all the attacker’s work is gone. To do
this, they will add a file to an autorun directory or to the Registry.

Usually, when applications wish to run at startup, they will be added in
msconfig to the autorun tab. Checking this autorun tab is a good start, but not
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enough. An attacker who knows windows internals will know there are many
places they can put code that they want to be ran at start-up. In-fact, there
are so many places, it would take too long to do this manually.

Auto-runs is an application that can be used that will show ALL programs
that will run at start-up. Figure 10 shows how to view all Autorun programs.
Open autoruns.eze, and select the Everything tab.

& Autoruns [JIMUIMU-AE53POF4'\Administrator] - Sysinternals: www.sysinternals.com
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File not found: About:Home:
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File not found: C:\WINDO...
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10/26/2012 10:32 AM
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4/16/2013 3:41 AM
6/5/2002 10:27 AM

] Iplnlp IP in IP Tunnel Driver File not found: system324D...

@ PChet NDIS 5.0 driver AMD Inc. c\windowshsystem32\drive... 6/5/2001 12:54 PM

~1 PDCOMP File not found: C:AWINDO... o

) PDFRAME File not found: C:AWINDO...

] PDRELI File not found: C:\WINDO...

| PDRFRAME File not found: C:AWINDO...

@ Ptilink Direct Parallel Link Driver Parallel Technologies, Inc. c:\windows\system32\drive... 3/24/2005 5:28 PM

@ Secdry SafeDisc driver Macrovision Corporation, M... c‘windows\system32\drive... 8/31/2004 £:42 AM

@ VBoxGuest VirtualBox Guest Driver Oracle Corporation cwindowshsystem32\drive... 10/26/2012 10:31 AM

@ YBoxMouse VirtualBox Mouse Filter Oracle Corporation chwindowshsystem32\drive... 10/26/2012 10:32 AM

VBoxSF VirtualBox Shared Folders ...  Oracle Corporation c\windows\system32\drive... 10/26/2012 10:32 AM LI
. P = e e et oo, it e

Ready. ‘ ‘Windows Entries Hidden.

Figure 10: Show all processes that are autorun.

In this Fverything tab, you should see a lot of things that run at startup that
are required for the computer to work properly. They are part of the Windows
Operating System. Like the other SysInternal tools, you should be looking for
suspicious programs that auto-run.

Suspicious programs would include Services that are being started that you
know you should not be required. If an FTP Server is started when you do not
need FTP (you should never need FTP), or if a strange looking .exe is started,
you need to investigate this and possibly remove it. Check to see if it is listening
for incoming connections with netstat, and check TCPView to see if the process

has a remote connection to

it.
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Nothing is currently hidden in an autorun directory. There is nothing for
you to remove with this tool, but there are many things that run at startup.
Take a look around at them. All the functionality that your computer has is
accomplished with programs that run at startup. It may be a good idea to fa-
miliarize yourself with what a normal set-up looks like, and then look for things
that are out of place when the time comes.

5.4 Rootkit Revealer

Sometimes hacker will use sophisticated software to hide their presence on the
machine. For example, the software may change the netstat command output to
filter out the hacker’s connection to your computer. Anyone who uses the netstat
command will see regular output from the command, but the hacker’s connection
will be mysteriously missing. Programs that do this are called Rootkits. They
are extremely dangerous and can be difficult to find.

In Sysinternals, RootkitRevealer.exe can be used to help locate these.

‘@:RootkitRevealer - Sysinternals: www.sysinternals.com ) = |El 5]
File Options Help
Scan | Timestamp | Size | Description |
Save... CURITY\Po... 4/16/20138:.. Obytes  Key name contains embedded nulls (%]
Euit CURITY\Po... 4/16/20138:.. Obytes  Key name contains embedded nulls [¥]
“rmyrmeermeeCURITY Po.. 4416/201310... Obytes  Key name contains embedded nulls %)
Scan complete: 3 discrepancies found. Scan
[ ],

Figure 11: Show all processes that are autorun.

Figure 11 shows how to start a scan and tell your computer to begin look-
ing for rootkits. Rootkit Revealer works by asking for the same information
from a lot of different places and trying to find discrepencies. For example,
it may ask for open TCP connections. To do this, Rootkit revealer may use
netstat, but also ask the underlying operating system. If there is a discrepency
in the information that is returned, rootkit revealer will alert you and look for
the root cause. Rootkit revealer, if it finds a well-known rootkit, will also easily
allow you to remove it. Rootkits are extremely powerful tools and have gotten
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extremely advanced and easy to use in the last few years. Rootkit revealer may
help, but as a defender you really do not want to be in a position where you
have to remove a rootkit. If rootkit reavealer doesn’t help, you may have a
difficult road ahead of you.

Remember that, although this is a powerful tool and will do a good job
detecting rootkits, it is not full-proof. There is always a chance of of a false
positive or false positive when scanning.

6 Event Viewer

The Event viewer is used to view logs as they are generated on your computer.
Your computer, by default, logs many things, like successful logins to your com-
puter. What the computer logs can be changed to log more information or to
log less information. This is a tradeoff.

The more things you log, the more system resources you must dedicate to
logging (processing power, writing to disk, and space). Log too little and you
are unable to determine what happened if someone hacks your computer. This
is an important trade-off.

You can access the Event Viewer in the Computer Management window in
Administrative Tools.

To change exactly what is logged, you must access the Local Security Policies,
in Administrative Tools.

6.1 Change What Is Logged

By default, Windows does not log enough enough. We would at least like to see
failed login attempts instead of only successful. To make windows log these,
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File  Action

View Help

= | BEXFR @ :

@ Security Settings

= =8 Account Policies

- @8 Password Palicy

(8 Account Lockout Policy
(8 Local Policies

(28 Audit Palicy

{8 User Rights Assignment
{8 Security Options

(L] Public Key Policies

(L] Software Restriction Policies
S 1P Security Policies on Local Computer

Policy [ Security Setting
Audit account logon events Success
Audit account management Mo auditing
Audit directory service access Mo auditing
Audil: logon events Success, Failure
Audit object access Mo auditing

28] ichik nolicy channa N andikinn
Audit logon events Properties ] 21|

[24),

Local Security Setting |

Audit logon events

Audit these attempts:

V¥ Success

oK I Cancel | Apply |

Figure 12: How to add failed login attempts. Remember to press "apply’

You can view these attempts and see much more information in the event
viewer like in Figure 13. Double clicking events in the Event Viewer will pro-

vide you with more information.

Using the Event Viewer, you may be able to notice if you have been com-
promised. For example, if you notice many unsuccessful login attempts at one
certain time, followed by a successful attempt, it would be a good idea that you

should look further into the incident and reset that users password.

File Action Yiew Help

H Event viewer 3

3] Event Viewer (Local) Security S

{4] Application

o | anFRR| 2B

) Security | Type Source Category Event | User Computer

% System f Success Audit 4/23(2013 10:59:53 ...  Security LogonjLogoff 576 Administrator IMUIMU-AE. .
d Success Audit 4/23/2013 10:59:53 ...  Security Logon/Logoff 528 Administrator IMUIMU-AE. ..
o Success Audit 4/23(2013 10:59:53 ...  Security LogonfLogoff 552 SYSTEM IMUIMU-AE. .
d Success Audit 4/23/2013 10:59:53 ...  Security Account Logon 680 Administrator IMUIMU-AE. ..
S Faiure Audit  4/23j2013 10:59:49 ...  Security LogonfLogoff 529 SYSTEM IMUIMU-AE. ..
@ Failure Audit  4/23/2013 10:59:48 ...  Security Logon/Logoff 529 SYSTEM IMUIMU-AE. ..
S Faiure Audit  4/23j2013 10:59:46 ... Security LogonfLogoff 529 SYSTEM IMUIMU-AE. .
d Success Audit 4/23/2013 10:59:38 ...  Security Logon/Logoff 540 ANONYMOUS L...  IMUIMU-AE...
o Success Audit 4/23(2013 10:59:34 ...  Security LogonfLogoff 576 LOCAL SERVICE  JMUIMU-AE. ..
d Success Audit 4/23/2013 10:59:34 ... Security Logon/Logoff 528 LOCAL SERVICE ~ JMUIMU-AE...
o Success Audit 4/23(2013 10:59:34 ...  Security LogonfLogoff 576 METWORK SER... JMUIMU-AE...
d Success Audit 42372013 10:59:34 ... Security Logon/Logoff 528 METWORK SER... JMUIMU-AE...
f Success Audit 4/23(2013 10:59:34 ...  Security LogonjLogoff 528 SYSTEM IMUIMU-AE. ..
d Success Audit 4/23/2013 10:57:20 ...  Security Logon/Logoff 551 Administrator IMUIMU-AE. ..
f Success Audit 4/23(2013 10:18:29 ...  Security Policy Change 612 Administrator IMUIMU-AE. .
d Success Audit 42372013 7:28:54 AM  Security Logon/Logoff 576 Administrator IMUIMU-AE. ..
o Success Audit 4/23(2013 7:28:54 AM  Security LogonjLogoff 528 Administrator IMUIMU-AE. ..
d Success Audit 4/23/2013 7:28:54 AM  Security Logon/Logoff 552 SYSTEM IMUIMU-AE. ..

Figure 13: How to add failed login attempts. Remember to press ’apply’
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7 Valhalla Honeypots

Honeypots are traps that defenders set on their network in order to attract
hackers and allow defenders to easily identify who is malicious on their network.

The concept is straightforward. A defender creates a Virtual Machine or a
real machine and puts it on their network. The defender makes it look like this
machine is very old and vulnerable to attacks (low hanging fruit). Hackers are
lazy, so low hanging fruit is very desirable. Since a regular user on the network
will never have a need to access the honeypot, any computer that contacts the
honeypot is likely compromised.

There are different levels of interaction that a honeypot can have. A low
interaction honeypot will fool vulnerability scanners but a hacker will never be
able to hack or "log-in’. High interaction Honeypots will fool vulnerability scan-
ners but will also give the attack the illusion that they can log-in or hack the
computer.

There is a lot of software out there that allows you to easily set up a honey-
pot on a Windows machine. We will be using software called Valhalla to create
honeypots. Valhalla is capable of creating low-interaction and high-interaction
honeypots.

To use Valhalla, open the Valhalla directory on the desktop and double click
the .exe file. Next, click the Server Config button on the left side.
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Monitoring stopped

Monitoring d

WEE Server FINGER Seryer POP3 Server

Server Config

FTP Server SMTP Server Port Forwarding
.

TELNET Server ECHO Server

Figure 14: Valhalla Server Config GUI

After opening the Server Config GUI, press the Options button for Web
Server, FTP Server, and TELNET Server. Select the Enable buttons you see
in Figure 15 and the No Login required button.

x x
Enable Telnet Service Drive: volume:[system | snumber: [F078-2414 |
WEB Server FINGER Server POP3 Server
art: B No login required File 1
[ optons | [ optons | [ optons | Barner: [Windows 2003 Telnet Server | [ Foke name:
Login:  [user | Passwd: [~ | ]
FTP. Seryer SMTP Server T Date and tine of creation of the Folders:
) [ opers | [ opers | Date [03/22/2005 | Time: [1455
Free disk space: [49.962553.344
Flder 1
TELNET Server TFTP Server ECHO Server -
Options File
Folder 31 O oo namer
DAYTIME Server Folder 4 Real fle
Folder 8¢ Date: [1170772003 | Time:
Fldr o
der will be: Fie &
I- WEB / HTTP . © Folder2 O Fokenanes [acde ]

Real file:

. " Enable WEB Service er3 O Folder 4
ler 5 O Folder &

Port 0]
Port:
Folder: 22334455 | NIC: [Reatek XA 107100 | ONS:[200196.131.100 ] Allow cormands

Figure 15: Valhalla Server Config GUI
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After clicking the Enable buttons, you can X out of the windows. Press
Start, click Run, and type cmd.exe and hit Enter. This will cause a Command
Prompt to open. Next, type echo " Text Webpage” > C:\wwwroot \index.htm.

This will create a new file, called index.htm, that contains ” Text Webpage”.
The point of this is that you configured Valhalla to have a Webserver honeypot.
This page will be sent to anyone who tries to access your computer on Port 80,
because webservers always run on Port 80.

To test this, open up a webbrowser, and in the URL bar type hitp://localhost.

8 Conclusion

Responding to an incident can be difficult. Piecing together what happened can
be extremely challenging and it is possible that you may never have a complete
picture of what happened.

This tutorial was showed basic re-hardening and incident response tools, but
there is still much to learn in the future. There was nothing to remove in this
exercise because it is a very good idea to see what a non-compromised computer
looks like, before you try to decide whether a different computer is compromised.

More advanced incident response techniques will all differ depending on what
you wish to do following the incident. If you wish to build a case and press
charges against the inviduals responsible, your course of action will be very dif-
ferent than if you only want your computer to be safe from outsiders.
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