Database Security – Notes

1. Why?

a. Protect database from unauthorized access, modification, or destruction.

b. People have a right to their privacy.

c. Only authorized users with a legitimate need for the data should have access to the data.

d. Database security can assist in the protection of data and the protection of personal privacy.

2. Threats

a. Evildoers – Those that are actively seeking information about people or institutions in databases.  Those that are “disgruntled” and seed to do damage.

b. User error – Users who inadvertently modify data that they should not or who modify data that they have access to incorrectly.

c. User error – Leaving a computer logged in and another comes to that machine – they become the user.

d. Carelessness – Leaving information accessible to others by not protecting paperwork, screen access.

e. Distributed databases (copies of databases on other machines such as laptops used in the field or memory sticks or other storage devices)

3. Security – It’s not just one thing

a. Physical security – Are servers physically secure? Is the building, offices secured? How is access controlled?

b. Is the system secured against unauthorized access? User ids and passwords to gain access to network facilities.

c. Is the database secured against unauthorized access? Again user ids and passwords to gain access.

4. OS Profiles 

a. Provide a means to authorize the user to facilities that they should have access to.

b. When you log into the network, you have different resources and privileges than I do.

c. You have write access to your n-drive (nwlab2) while I have read access. You have no access to my n-drive (nwdata2).  A super user has write access to all of this and more.

d. Within a file system, you may have privileges on individual files.  read/write/execute permissions to user, group, others.

e. Passwords are stored in an encrypted way.

f. Passwords should never be displayed.

g. Passwords should be changed frequently???

i. Careful. Too much and people write them down.

ii. Different levels of privacy should have different password requirements.

iii. People share passwords. (Shouldn’t, but it happens)

h. Use of other authentication

i. retinal scan

ii. fingerprint

iii. voice

i. Authentication can require a series of questions

i. Takes longer

ii. Questions must be things known only to the user.

1. ex. I do genealogy.  Mother’s maiden name is easily found in my records online.

2. Same with father’s/mother’s year of birth

3. And if one forgets (name of your first boss – who the heck knows when it was a job many, many years ago).

5. Database security

a. Users authenticate themselves to the dbms.

b. This authentication provides access to database objects.

c. Every SQL operation has two parties

i. The objects on which it is operating

ii. The agent causing the operation

d. An operation will only be carried out if the agent has sufficient privileges on the objects for the operation being carried out.

e. For example

i. Amy may have Select privileges on all tables in a database.  She cannot execute any operations other than Selects.

f. Special user PUBLIC refers to all users. 

g. A creator of an object has all privileges to that object. That person may grant any privilege to the users of the db.

h. A user can access an object iff they have the privileges necessary to operate on that object or if PUBLIC has the privileges necessary to operate on that object.

i. Access control matrix – Users/objects matrix where we indicate the highest level of access that the user may have to that object.

j. Any access should follow the business rules of each arm of the organization. For example, the Registrar is responsible for the responsible use of the data in that module. They RULE when it comes to who should or should not have access.  Likewise for Admissions, Business Office, etc.

6. Other considerations

a. Views provide a security mechanism.  Permit access to only those elements within a db.  Security is on an object basis (for most current systems)  TEAMMATE used a column by column security mechanism.

b. Security log – Records access to the system.

c. Audit trail – records all access to the database (can be manipulated to only record certain kinds of accesses).

d. Triggers can be used to set up an audit trail.

e. Encryption can also protect the database.

7. SQL Authorization language

8. http://dev.mysql.com/doc/refman/5.1/en/grant.html
9. Users

a. CREATE USER username@host [IDENTIFIED BY [PASSWORD] ‘password’;

b. SET PASSWORD = PASSWORD(‘password’);

c. DROP USER username@host;

10. GRANT / REVOKE

a. Individual

i. GRANT privilege TO username[WITH GRANT OPTION];

ii. GRANT ALL PRIVILEGES ON database.tables TO username;

b. Collective

i. CREATE ROLE rolename;

ii. GRANT privilege TO rolename;

iii. GRANT rolename TO username;

11. Other security features

a. set limits to the number of accesses a user can make

i. Grant…WITH MAX_QUERIES_PER_HOUR number,
ii. MAX__UPDATES_PER_HOUR number;
iii. MAX_CONNECTIONS_PER_HOUR number;

iv. MAX_USER_CONNECTIONS number;

b. Can change usage after privileges have been granted.

i. GRANT USAGE ON … to simply change the MAX parameters

ii. To remove a usage limit, set the number to 0.

12. Access

a. Based on a particular host server and user name. Default is local host (cs474.cs.jmu.edu is the local host for the mysql dabase that we are working with.)

b. Grant tables store accessibility information.

c. Read when user logs in.  Read again under certain conditions.

d. SHOW GRANTS FOR username;
13. Principle of least privileges

a. Only provide access that the user needs, but do grant the access that they need (to prevent sharing of accounts).

14. Password function encrypts passwords. If not used, the passwords are visible in the event that the database is breached.

15. Validate incoming data.  Injection example – Dr. Norton

query = “SELECT * FROM Orders WHERE name =’” + name + “’;” in php

user enters ‘; DROP TABLE Customer; SELECT ‘

Resultant query SELECT * FROM Orders WHERE name = ‘’; DROP TABLE Customer; SELECT ‘’;

Returns nothing and drops the Customer table.

1. Validate data especially looking for ; and other special data.

2. Enclose data items in ‘ ‘.

3. Check log files. 
4. http://dev.mysql.com/doc/refman/4.1/en/server-logs.html
a. Error log 

b. General Query log – client connections and statements received from clients

c. Binary log  - statements that change data

d. Slow query log – Those that exceed a server variable long_query_time.
