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Abstract

Wbrmscontinueto bealeadingsecuritythreatontheln-
ternet. Thispaperanalyzessereral of the more widespead
wormsanddevelopsa geneal life-cyclefor them.Thelife-
cycle from the point of view of the victim host, consists
of four stages: target selection exploitation, infection,and
propagation. While not all wormsfall into this framevork
perfectly by undestandingthemin thisway; it becomesp-
parentthat the majority of detectiontechniquesusedtoday
focuson the first three stages. This paperpresentsa tech-
niguethat is usedin the fourth stage to detectthe classof
wormsthat usea horizontal scanto propagate An argu-
mentis also madethat detectionin the fourth stage is a
viable but underusedtechnique

1. Intr oduction

Wormscontinueto bea serioughreatto the Internetasa
whole. A wormis an“Independenprogramthatreplicates
from machineto machineacrossetwork connection®ften
clogging networks and information systemsasit spreads”
[19]. Todate thewormsthathave becomevidespreadhave
beenrelatively benign. However, asworm writers become
moresophisticatedthe potentialdamagecausedy worms
becomesncalculable.WarholandFlashworms[18] illus-
tratewaysin which wormscanbecomemoresophisticated
andrapidly spreadln fact,morerecentwormssuchasSlap-
per [4] have setup Distributed Denial of Service(DDoS)
networksasthey spread.

To modelhow wormsbehae andpropagateafour stage
life-cyclewasdeveloped.Our life-cycleis constructedrom
the point of view of an uninfectedhost. First, the hostis
selectedas a target by the worm from a remotemachine.
Thehostis thencompromisedhroughsomesortof exploit.
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After beingcompromisedthe worm theninfectsthe host.
Finally, the worm propagatedy choosingothertargetsto
infect. Not all wormsfit perfectlywithin this frameawork;
however, from a conceptuaktandpointthe actionsin each
stagearepresenin aworm’s behavior andcanbe success-
fully appliedto mostof thewormsin the pastfew years.

As worms have beenidentified as a significantsecurity
threat,a numberof techniquesave beendevelopedto de-
fend againstthem. However, the majority of the focushas
beenonthefirst threestagesof aworm’slife-cycle. For ex-
ample,signaturebasechetwork intrusiondetectionsystems
areusedo detectexploitsandhostbasedntrusiondetection
systemsareusedto detectinfectionsbaseduponmaodified,
deleted pr addedfiles.

This paperfocuseon techniqueghatcanbe usedto de-
tectandcontainwormsin the fourth stage propagation A
classof wormsthat behave similarly in the fourth stageis
alsoidentified. By watchingoutboundnetwork traffic from
aninfectedhost,it is possibleto detectthesewormsasthey
attemptto propagate. Thereare a numberof adwvantages
in this form of detection,ncluding beingnotified of anin-
fectedhostandcontainingary furtherinfectiononthelocal
network or in otherdomains(potentially protectingone’s
reputation). Furthermore evenif a worm is not detected
whenit entersthe network, it may be possibleto detectit
onits way out.

The next sectiondescribeghe four stagelife-cycle of a
worm in greaterdetail. Section3 discusseshe techniques
currentlybeingusedto detectwormsin the context of the
four stagelife-cycle. Section4 looks at the differenttech-
niguesthatcanbeusedto detectawormin thefourth stage.
Finally, apreliminaryimplementationfuturework andcon-
clusionsarepresented.

2 The Four StagelLife-cycle

By analyzingthe behavior of severalworms,it becomes
apparenthatthey exhibit mary similaractivities. By group-
ing their commonactions,a four stagelife-cycle emeges
thatcharacterizesiorms’ behavior.
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Figure 1. The Four Stage Life-cycle of a Worm

The four stagelife-cycle, asshavn in Figurel, is from
thepoint of view of ahostthatis aboutto becomenfected.
The arrows representhe sourceof eachstage but are not
necessarilyndicative of separat@etwork traffic or connec-
tions.

Thefour stagesn thelife-cycle are:

1. Targetselection
2. Exploitation
3. Infection

4. Propagation

In practice the actionsin thefirst andfourth stagesare
the same.However, from the point of view of the attacled
host,they appeadifferently Thiswill becomeclearaseach
of thesestagess describedn moredetail. The Lion worm,
describedn both[2] and[5], will beusedasanexampleto
illustratetheactualactionsof awormin eachstage.

2.1 TargetSelection

The target selectionstageis the phasewhen an unin-
fectedhostis choserto beattacled. Thisis wheretheworm
performsreconnaissanc® determineother potentialvic-
tims.

Fromthe point of view of the hostthatis aboutto bein-
fected,thismaybeassimpleasa singlenetwork probe.For
example theLion worm simply probesa potentialvictim to
seeif it is runninga serviceon port53. If thereis indeeda
servicerunning,thentheworm movesinto thesecondstage
to attemptto exploit thevictim.

2.2 Exploitation

The exploitation phaseis whenthe worm compromises
the target by exploiting a particularvulnerability. Often-
times,wormsusewell known vulnerabilitiesandpublished
exploits to compromiseheir target.

In theLion example,aBIND exploit [1] is usedto com-
promisethe hostandobtainroot privileges.If thevictim is
successfullycompromisedthenthe worm movesinto the
third stagejnfection.

2.3 Infection

Theinfectionstageis the mostbroadin thelife-cycle,as
the worm copiesitself on to the victim machineandthen
performsany numberof differentactions.Theline between
the infection and exploitation stageis sometimeslurred.
For example,the CodeRedworm [3] actuallyloadsitself
into thevictim’s memoryaspartof the exploit usedto com-
promisethe victim. The infection stageis understoodo
be the time when the worm “sets up shop” on the newly
infectedmachine. For example,the worm canopenback-
doors,changesystemfiles, or attemptto hide its presence
by replacingsystemutilities with trojanhorses.

The Lion worm connectdo a predeterminedvebsiteto
download itself to the newly infected host, mails several
systenfiles (including/ et ¢/ shadow) to apredetermined
emailaddressandaddsanentryto/ et c/ i net d. conf
to allow attaclersto connecto port 10008with rootaccess.

After the worm hassetitself up on the newly infected
host, it thenmovesinto the fourth stageof the life-cycle,
propagation.

2.4 Propagation

In the propagationstage,the worm attemptsto spread
by choosingnew targets. The differencebetweerthis stage
andtarget selectionis simply the point of view from which
the actionstake place. In target selection,a remotelyin-
fectedhostchooseghe local hostas a target, often in the
form of a probecomingin throughinboundnetwork traffic.
In the propagatiorstage the infectedlocal hostis the one
choosinga new target, usingprobesgoing out in outbound



network traffic. Thisis animportantdistinctionandallows
new techniguedo be usedin worm detection.

The Lion worm begins its propagationby randomly
choosingan IP addressaasa base. Then, startingwith this
baseaddressit usesa TCP SYN scanto probeon port 53.
It repeatedlyincrementshe addresdy oneto getthe next
targetit will probe. It scanswell over a hundredhostsper
second.

2.5 Four StageLife-cycle Summary

Looking attheentirelife-cyclefor theLion worm, avic-
tim hostwould see:

e StageOne- A connectiorattempton port53
e StageTwo - A BIND exploit on port53

e StageThree- An outboundconnectionto a website
to downloadthe worm, filesystemchangego opena
backdoor and outboundemail transferringsensitve
systenfiles

e StageFour- A seriesof rapid outboundscangrobing
port53 onrandomlyselectechosts

In Table 1, includedat the end of the paper several of
the moreprolific wormsarebrokeninto the describedour
stagelife-cycle. Every worm in the tablescango find po-
tentialvictims. The NetworkProbecategory illustratesthis,
andliststhe portnumberof arny scannegborts.In addition,
somewormsuseemailin orderto spreadhemseles. This
catgyory wasincludedfor completenesshut is not other
wiseaddressedThe Exploit categyory givesthetargetedser
vice andthe CERT Advisory thatdescribeghe vulnerabil-
ity. TheInfectioncategory includescolumnsfor filesystem
modifications,backdoorsand otheractiity. A filesystem
modificationincludeseverythingfrom a copy of theworm
being placedon the systemto changingsystemfiles. A
backdoorincludestechniquesuchasaddingnew usersto
thesystemandopeningarootshellsener(in which casethe
portis listed). The Othercolumncontainsactiities thatdo
notfall into thefirst two, suchasemailingout systenfiles,
connectingo asenerto downloadtheworm, or settingupa
DDoSclient. The Propagation category includesan Other
column,which accountdor differentspreadingechniques
suchasawebsenerinfectinga client.

Thistablegivestheintuition behindhow eachworm can
be detectedbr preventedin its differentstages.

3 Detection Techniquesin the First Three
Stages

Having describedhe four stagelife-cycle of aworm, it
becomespparenthatthe majority of toolsusedto combat

wormsfocusonthefirst threestagesThis sectionwill look
at the differenttechniqueseingusedtodayin eachstage,
aswell asthelimitationsthatthesetoolsface.

3.1 DetectingTarget Selection

As discussedfrom the point of view of the victim host,
thetargetselectionphaseypically involvesaninboundnet-
work probeon a particularport. Firewalls are designedo
block this type of probe.If aremotemachineis attempting
to accessaservicet doesnothave permissiorto accessthe
firewall canblockit. However, wormsoftentargetservices
thatareavailableto thepublic, suchasawebsener. In this
casedetectionin this phasecanbereducedo thedetection
of aninboundportscan.

Thestandardechniqueausedio detectaportscanis “test-
ing for X eventsof interestacrossa Y-sizedtime window
[11].” For example,onecantestfor the samesourcead-
dressaccessindlO differentports on the samedestination
machinewithin a two secondinterval. This claim is sup-
portedby a surey of a numberof differentnetwork intru-
siondetectiorsystemghatuseslightvariationsof theafore-
mentionedechniqueto detectportscan$l7].

Thistechniquéds viableif thescannindhostactuallytrig-
gersX events;however, asnotedearlier the scanninghost
may only sendone probeinto a network. It doesnot need
to scanmultiple ports,or multiple hosts.

In thecasewhereatargetcanbeselectedvith oneprobe,
suchasa connectiorto a web sener on port 80, very little
canbedoneto detecttheworm atthis stagan thelife-cycle.

3.2 Detecting Exploits

Becausef thedifficulty of detectinghescangescribed
in the prior stage,muchof the work thathasbeendoneto
detectand prevent worms falls into detectingattemptsto
exploit vulnerabilities.

The first, and most effective line of defenseagainst
wormsandary othernetwork attackis to keepsenersup-
to-datewith thelatestpatchesMany of thewormsin circu-
lation today exploit well known vulnerabilitiesfor which
patchesexist (and existed even before the worms began
spreading). Furthermoremary worms simply copy their
predecessomndexploit thesamevulnerabilities.Using Ta-
ble1,it canbeseenhatCodeRedvl1 andCodeRedll both
exploit thesamevulnerability. Similarly, Adoreexploitsthe
samevulnerabilitiesthatLion andRamenrexploit.

Detectingexploits asthey crossthe network is the main
goal of a Network Intrusion Detection System (NIDS).
While mary wormsattackwell known vulnerabilities they
alsousewell known exploitsfor whichsignaturehave been
written. In thesecasesanup-to-daterulesetonaNIDS will



generaten alertwhena worm attemptgo attacka hoston
the network.

The limitations of network intrusion detectionsystems
and patchesare well known. If a new vulnerability is at-
tacked, and the exploit has never beenseenin the wild,
patcheswill probablynothave beenreleaseandsignatures
will nothave beenwrittento detectit. Consequentlya host
will be vulnerable,and a signaturebasedNIDS will miss
the exploit. Furthermorethereare severaltechniqueghat
canbeusedto avoid detectionby aNIDS, with varyingde-
greesof succesgddependingupon the actualNIDS that is
deployed. Theseincludetechniquesuchasslightly vary-
ing the signatureof the worm, overlappingfragmentation
attacksandotherg[14].

3.3 Detectinglnfection

Due to the numberof differentactionsa worm cantake
in this stage thereare mary differenttechniqueghat may
beusedto detectinfection. A few of themwill bediscussed
here.

Oftentimes,oncea worm hasbeencapturedon the In-
ternet,antiirus productsare quickly updatedto detectit.
Thus, if a particularfile is suspectedf beinga worm, an
up-to-dateantivirus productmaybe ableto detectit.

If a worm modifiesimportantsystemfiles, suchasre-
placing utilities with trojan horsesor adding servicesin
/etcl/inetd. conf, a file integrity program such as
Tripwire [9] canbe usedto detectthesechanges. Every
worm in Table 1 makesa filesystemchangeof somekind.
If monitoredsystemfiles arechangedatool like Tripwire
caneasilydetectit.

If a worm startsa sener on particularport, perhapso
opena backdoorinto the system,combiningthe useof a
network scannef7] andsystemutilities suchasnet st at
candetectit. For example theseoolscoulddetectheroot-
shellsenerssetup by boththe SadmindandLion worms.

Becauseof the numberof differentactionsa worm can
take, thereis no single answerto detectionin this stage.
Instead anumberof differenttechniquesnaybe of usethat
dependuponthe particularworm. At the sametime, it is
easyto ervision a worm with little noticeablefootprint on
the hostsystem. For example,the worm could load itself
into memory andthenremove ary traceof its presencen
thefilesystem.In this case detectionin this stagebecomes
difficult.

Usingthedetectiortechniquedrom thefirst threestages
of thelife-cycle, administratordiave a variety of tools that
can protecttheir networks. However, if a worm werere-
leasedthat carefully targetedits victims, exploited a new
vulnerability, andleft a smallfootprint on the systemmore
would needto bedoneto detectits presenceThatdetection
cantake placein thefourth stageof thelife-cycle.

4 DetectingPropagation

As describedanew, properlydesignedvorm mayevade
detectionin the first threestages.However, it canstill be
possibleto detectits presencavhenit attemptsto propa-
gate.As muchof thefocusin the securitycommunityis in
protectingthe network from attack,a motivationfor theim-
portanceof toolsthat canbe usedafter a successfuattack
will alsobediscussed.

All the wormsanalyzedin this paperhave one charac-
teristicin common:they rapidly scanrandomlyselectedP
addresset find new victims. Thus,with thistypeof worm,
detectiorreducedo atypeof outboundscandetection.

4.1 Prior Work In DetectingScans

GrIDS[16] is anintrusiondetectionsystemdesignedo
detectlarge scaleattackson a network. It doesso by build-
ing actwity graphsof network traffic and analyzingthem
in relationto graphsthat model different attacks. GrIDS
hasbeenusedto detectthe spreadof a worm by looking
for atree-like connectiorgraphresultingfrom theworm as
it branchesout to newly infectedhosts. It canalsodetect
sweepswhich occurwhena hostconnectdo mary other
hostsin succession.

Other intrusion detectionsystemscan have outbound
scandetectiorbuilt in by usingmodulesor therule descrip-
tion languageThe Bro IDS’s policy scriptinglanguagecan
be usedto detectscans.Essentiallyit canbetold to watch
for thenumberof connectiongo crossaparticularthreshold
[12], wherea connectiorconsistof asinglesourceaddress
andeithera destinatioraddressr port. No timing mecha-
nismis used.

A SnortPortscanpreprocessadr[15] hasalso beende-
veloped. The preprocessoallows the specificationof the
network to monitorfor portscansthe thresholdnumberof
portsthatareaccessedheperiodof timethethresholdnust
be exceededn, anda log file for the results. A limitation
of this preprocessois thatonly the scans destinatiomet-
work canbe specified thusit cannotbe configuredto only
watchoutboundscans.Thatis, onecannotspecifyarange
of addresse® watchfor originatingscans.

While thetoolsandtechniquesxist to detectscanactiv-
ity, themainfocushasbeenon detectingnboundscans At
thesametime, the goalhasbeento detectgeneralport scan
activity, asopposedo focusingsolely on the morespecial-
izedtype of scanningusedby worms. While existing IDSs
allow outboundscandetectiorto bebuilt in, the prevalence
of wormsin the pastfew yearssuggestshatthis is not be-
ing done. Thus,the next sectionwill narrowv the classicX
eventsin Y periodof time techniqueto detectthe outbound
scanghatarefrequentlyusedby worms.

Iwritten by Patrick Mullen



4.2 Revisiting the X Eventsin Y Period of Time
Technique

Outboundscandetectionhasadvantagesover its coun-
terpart— inboundscandetection.Onesuchadwantages the
ability to seeall of the scandeaving the scanninghost. As
discussedh Section3.1,the mostwidely usedtechniqueo
detecta scanis to look for a certainnumberof eventsthat
occurwithin a setperiodof time. This techniquds limited
whenwatchinginboundtraffic, asa scanmay only probe
one hoston ary given network, and thus consistof only
oneevent. However, watchingoutboundtraffic maytrigger
enougheventsto detectthe worm, evenif it probesseveral
differentnetworks.

Many typesof scansexist [6], andary detectionmech-
anismwould have to take this into account. Insteadof fo-
cusingon particularscantypes,the TCP SYN scanwith a
horizontalscanfootprint[17] will beexamined.

A horizontalscanoccurswhena worm is only probing
aparticularporton a setof differenthosts.The Lion worm
usesahorizontalscanto probeport53 onrandomlyselected
IP addressesln this case the sourcelP addresgsr c_i p)
andthedestinatiorport (dst _pr t ) arethesameacrossev-
ery probe,while the destinationlP addresqdst _i p) and
the(sr c_prt) will change.

Thewormsin Tablel represenaclassof wormsthatuse
ahorizontalscarto find potentialvictims. Thus,atechnique
thatcandetecta horizontalscanwould alsodetectall of the
wormsin thistable.

It will beassumedhatdetectionis not performedon the
infected host, but ratherat a network sensorthat can see
all of thetraffic generatedby theinfectedhost. At thesame
time, it shouldbenotedthatwhereasensoshouldbeplaced
onthenetwork hasbeenwidely debatedn thesecuritycom-
munity andis notalwaysasstraight-forvardasit mightfirst
appear

To detectthis type of scan,the following C-like pseu-
docodecanbeused:

typedef (src_ip, dst_prt) conn;
/* Called for every outbound packet */
process_conn(conn) {
if( conn.exists ) { /* W have seen */
conn. count er ++;
i f( conn.counter > THRESHOLD) {
generate_alert();
}

}

else if(src_ip in specified range) {

/* Create a new pair */
add(conn);
conn. counter = 1,

/* Period of tine to count events */

conn. tiner = QUANTUM
}
}
/* Called every second */
timer() {

foreach( conn ) {
conn.tiner--;
if( conn.tiner == 0 )
renove(conn);

A key to this approachis determiningthe appropri-
ate QUANTUM and THRESHOLD values. Or, deter
mining what window shouldbe usedsuchthat if we ob-
sene THRESHOLDrepeatedsr c_i p, dst _prt) pairs,
an alertis generated. Thesenumberswill vary basedon
the characteristicef a particularnetwork’s traffic, andwill
needto be experimentedvith to find effective values.

While this techniquds similar to whathasbeenusedin
the past,the fundamentatlifferenceis thatit is designedo
watchoutboundtraffic for horizontalscans.It doesthis by
making surethe sourcelP addressoriginatesfrom within
the local network (the specifiedrange). This techniqueis
aviable onefor wormsthataredesignedo spreadrapidly,
suchasthewormsin Table1l andWarholworms[18].

This type of monitoring— watchingoutboundtraffic to
detectaworm afterit hasalreadyinfectedthenetwork —has
additionaladvantagesver standardnboundtraffic moni-
toring, several of which are enumeratedn [8]. A few of
theseadvantagewill bediscussedhext.

4.3 IncreasedConfidencein Alerts

Portscansn generalare highly prevalenton the Inter
net, andthoughoften usedas a first stepin an attack, by
themselesthey poselittle threat. They aresocommonthat
administrator®ftendo not have time to follow up onthem,
andthusconsidethempartof the backgrounchoiseof the
Internet.

While detectionof aninboundportscanmay be accept-
able, a local host scanningout to the Internetis likely to
violate a network’s usagepolicy. In addition,detectedut-
boundportscanshouldbe muchlessfrequent.

Pulling this together an alert generatedby an outbound
portscanshould carry more importancethan an inbound
scan.Thus,anadministratowill have moreincentveto in-
vestigatesuchalerts,andmay discover a misbehaing user
oraworm.



4.4 Containing the Damage

A potentiallydevastatingcharacteristiof a wormis its
ability to spreadquickly acrosshe Internet. Oncea worm
hasbeendesignedo automaticallycompromisea machine
andthenspreadauthorscanincorporatearny otherbehavior
they desire.Thus,theability to containawormis important.

Onetool thathasbeenwritten to slow down wormsand
portscanss LaBrea[10]. EssentiallyLaBreaallowsa TCP
connectiorto beopenedo anoneistenthost,andthensim-
ply sitson the connection.Thus,whenaworm attemptgo
connectto nonistent|P addressesn one'’s network, it is
trickedinto believing thata machineis indeedthere.

By watchingoutboundraffic, anadministratoshouldbe
alertedwhenit appearghata worm is attemptingto propa-
gatefrom aninfectedlocalhost. This givesanadministrator
the opportunityto go to the host,investigate andtake cor-
rective action. Furthermoreasmary wormstargetthelocal
network in additionto remotemachinespy detectingthe
worm'’s presencethe machineson the local network may
be protected.

By containingthe damagea worm does,andlimiting its
ability to spreadthereis alsothe benefitof protectingone’s
public relations.

4.5 Public Relations

The widespreaddiscovery that one has beeninfected
with aworm canbeapublicrelationsnightmare.Thereluc-
tanceto admitto suffering a securitybreachis well known.
A recentstudyin [13] shavsthatin 2001,0nly 36%o0f those

whowereseriouslyattacledreportedt to law enforcement.

This numberis actually up from a low of 17% in 1998.
While thereare a numberof reasondor this low number
onereasoris thepotentialdamageo one’sreputation.This
is supportedy the web pagesthat weresetup listing net-
worksthatwereinfectedduringthe heightof the CodeRed
worm'’s spread.A numberof thesenetworks pulled them-
selhesoff-line to containtheworm andprotecttheirimage.

Oncea worm’s scanningbehaior or exploit signature
has beendetermined,administratorscan easily tell when
their network is being scannedby a worm and wherethe
wormis comingfrom. Furthermorepncethe scanninghost
is identified, it is easyto determinethe entity (compauy,
University, etc.) thatis infectedby a particularworm.

If the publicfindsoutthatanInternetsecuritycompary,
financialinstitution,or retail compaly hasbeeninfectedby
a worm, public confidencemay be shalen. It canleadto
guestionssuchas:“If this securitycompaty cannotdefend
itself againsta worm, how canit defendme?” or “If this
bank hasbeeninfectedby a worm, are my personalffiles
andaccountssafe?” Thus,it makessenseo do everything
possibleto containawormonceit hasinfectedthenetwork.

5 Limitations

Thetechniquadescribedn thispapelis astepin theright
direction,but it doeshave limitations.

Justasonecanervision aworm thatevadesdetectionin
thefirst threestagesit is easyto ervision onethat evades
detectionin the fourth stageaswell. For example,if the
worm is contentto spreadslowly, an outboundscanwiill
not be detected. Despitethis, attempteddetectionin this
stagesucceed raisingthebarin someway. Furthermore,
a slow moving worm may work againstits ultimate goals,
asadministratorsvill have moretime to detectandremove
it while notifying the generalpublic. To date,the worms
discoveredin the wild have attemptedo spreadasquickly
aspossible but thereis no guarante¢hatfuture evolutions
will dothesame.

While the describedtechniqueattemptsto detectout-
boundscansyormsmayevolveto employ othertechniques
to spreadin the future. Suchexamplesmay include em-
beddingthemselesinto standardlient/sener HT TP traffic
or taking advantageof the prevalentpeerto-peernetworks
[18].

6 CurrentImplementation and Future Work

Thusfar, experimentatioris still in the early stages.A
prototypeis in the developmenistageasa Snortpreproces-
sor[15], basednthepseudacodein Sectiond.2. Develop-
ing it asapreprocessallowsit runanywherethatSnortcan
run. It is currentlydesignedo watchfor TCP SYN scans,
but will beaugmentedo handleotherscansasdescribedn
[6].

While preliminarytestson an isolatednetwork cande-
tectrapid horizontalscansthe next stepis to deploy it on
aproductionnetwork. Thiswill allow it to befine-tunedto
determindf THRESHOLDandQUANTUM valuescanbe
foundthatarecapableof detectingthe propagatiorstageof
aworm, while notgeneratingexcessve falsepositives.

Techniquego detectothertypesof outboundscansare
alsogoing to be investigated.One suchscanis the verti-
cal scan This occurswhena scanninghostprobesseveral
portsonthe sametarget. For example the default settingin
Nmap canbe usedto determinethe servicesa hostis run-
ning betweerports1 and1024.

Anotherareaof investigatiorwill bein coordinatingdif-
ferentdetectionmechanismsn the four stagesof the life-
cycle. For example,it maybe possibleto correlatenbound
traffic thatmaybeindicative of aworm with outboundraf-
fic thatlooks like a worm attemptingto propagatelf both
of theseobsenationsoccurtogetheythereis a higherlik eli-
hoodof aninfectionthanif justoneobsenationweremade
alone.



7 Conclusions

Themajority of theeffort beingputinto stoppingworms
today focuseson the first three stagesof their life-cycle:
target selection,exploitation, andinfection Firewalls can
block network probesnetwork intrusiondetectionsystems
candetectattemptgo exploit vulnerabilities andhostbased
intrusiondetectiorsystemsandetectmodified,addedand
removedfiles. Despitetheseefforts, wormscanstill be de-
signedto avoid detectionby thesedifferenttools.

Little hasbeendoneto detectwormsin the fourth stage
of their life-cycle, propagation This paperdiscussesising
the standardparadigmof watchingfor a particularnumber
of eventsto occurin a given periodof time. However, in-
steadof applyingthis techniqueto inboundtraffic, it is ap-
plied to horizontalscansin outboundtraffic. This hasthe
distinctadvantageof beingableto seeall the network traf-
fic associateavith a particularhost. Consequentlyworms
thatwerenotdetectedn thefirst threestagesanpotentially
bedetectedchere.

As the fourth stageoccursafter infection, techniquesn
this areado not explicitly protectthe network. Thus,moti-
vationsfor the useof tools thatwork in this stageare dis-
cussedThesemotivationsincludecontainingtheworm, in-
creaseaonfidencen alerts,andprotectingpublic relations.

More attentionshouldbepaidto thisphaseof theworm'’s
life-cycle,andthis papertakesstepsn this direction.
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