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Abstract

Wormscontinueto bea leadingsecuritythreatontheIn-
ternet.Thispaperanalyzesseveral of themore widespread
wormsanddevelopsa general life-cyclefor them.Thelife-
cycle, from the point of view of the victim host, consists
of four stages: target selection,exploitation, infection,and
propagation. Whilenot all wormsfall into this framework
perfectly, byunderstandingthemin thisway, it becomesap-
parentthat themajority of detectiontechniquesusedtoday
focuson the first threestages. Thispaperpresentsa tech-
niquethat is usedin the fourth stage to detectthe classof
wormsthat usea horizontalscanto propagate. An argu-
ment is also madethat detectionin the fourth stage is a
viable, but under-usedtechnique.

1. Intr oduction

Wormscontinueto beaseriousthreatto theInternetasa
whole. A worm is an“Independentprogramthatreplicates
from machineto machineacrossnetwork connectionsoften
cloggingnetworks and informationsystemsas it spreads”
[19]. To date,thewormsthathavebecomewidespreadhave
beenrelatively benign. However, asworm writersbecome
moresophisticated,thepotentialdamagecausedby worms
becomesincalculable.WarholandFlashworms[18] illus-
tratewaysin which wormscanbecomemoresophisticated
andrapidlyspread.In fact,morerecentwormssuchasSlap-
per [4] have setup DistributedDenial of Service(DDoS)
networksasthey spread.

To modelhow wormsbehaveandpropagate,afour stage
life-cyclewasdeveloped.Our life-cycleis constructedfrom
the point of view of an uninfectedhost. First, the host is
selectedasa target by the worm from a remotemachine.
Thehostis thencompromisedthroughsomesortof exploit.
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After beingcompromised,the worm theninfectsthe host.
Finally, the worm propagatesby choosingother targetsto
infect. Not all wormsfit perfectlywithin this framework;
however, from a conceptualstandpoint,theactionsin each
stagearepresentin a worm’s behavior andcanbesuccess-
fully appliedto mostof thewormsin thepastfew years.

As wormshave beenidentifiedasa significantsecurity
threat,a numberof techniqueshave beendevelopedto de-
fendagainstthem. However, themajority of the focushas
beenon thefirst threestagesof aworm’s life-cycle. For ex-
ample,signaturebasednetwork intrusiondetectionsystems
areusedto detectexploitsandhostbasedintrusiondetection
systemsareusedto detectinfectionsbaseduponmodified,
deleted,or addedfiles.

This paperfocuseson techniquesthatcanbeusedto de-
tectandcontainwormsin thefourth stage,propagation.A
classof wormsthat behave similarly in the fourth stageis
alsoidentified.By watchingoutboundnetwork traffic from
aninfectedhost,it is possibleto detectthesewormsasthey
attemptto propagate.Thereare a numberof advantages
in this form of detection,includingbeingnotifiedof an in-
fectedhostandcontainingany furtherinfectiononthelocal
network or in other domains(potentially protectingone’s
reputation). Furthermore,even if a worm is not detected
whenit entersthe network, it may be possibleto detectit
on its wayout.

The next sectiondescribesthe four stagelife-cycle of a
worm in greaterdetail. Section3 discussesthe techniques
currentlybeingusedto detectwormsin the context of the
four stagelife-cycle. Section4 looks at the differenttech-
niquesthatcanbeusedto detectawormin thefourthstage.
Finally, apreliminaryimplementation,futurework andcon-
clusionsarepresented.

2 The Four StageLife-cycle

By analyzingthebehavior of severalworms,it becomes
apparentthatthey exhibit many similaractivities. By group-
ing their commonactions,a four stagelife-cycle emerges
thatcharacterizesworms’ behavior.
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Figure 1. The Four Stage Lif e-cycle of a Worm

The four stagelife-cycle, asshown in Figure1, is from
thepointof view of ahostthatis aboutto becomeinfected.
The arrows representthe sourceof eachstage,but arenot
necessarilyindicativeof separatenetwork traffic or connec-
tions.

Thefour stagesin thelife-cycleare:

1. Targetselection

2. Exploitation

3. Infection

4. Propagation

In practice,the actionsin the first andfourth stagesare
thesame.However, from thepoint of view of theattacked
host,they appeardifferently. Thiswill becomeclearaseach
of thesestagesis describedin moredetail.TheLion worm,
describedin both[2] and[5], will beusedasanexampleto
illustratetheactualactionsof a worm in eachstage.

2.1 TargetSelection

The target selectionstageis the phasewhen an unin-
fectedhostis chosento beattacked.This is wheretheworm
performsreconnaissanceto determineother potentialvic-
tims.

Fromthepoint of view of thehostthatis aboutto bein-
fected,thismaybeassimpleasasinglenetwork probe.For
example,theLion wormsimplyprobesapotentialvictim to
seeif it is runninga serviceon port 53. If thereis indeeda
servicerunning,thenthewormmovesinto thesecondstage
to attemptto exploit thevictim.

2.2 Exploitation

The exploitationphaseis whenthe worm compromises
the target by exploiting a particularvulnerability. Often-
times,wormsusewell known vulnerabilitiesandpublished
exploits to compromisetheir target.

In theLion example,a BIND exploit [1] is usedto com-
promisethehostandobtainroot privileges.If thevictim is
successfullycompromised,then the worm movesinto the
third stage,infection.

2.3 Infection

Theinfectionstageis themostbroadin thelife-cycle,as
the worm copiesitself on to the victim machineand then
performsany numberof differentactions.Theline between
the infection and exploitation stageis sometimesblurred.
For example,the CodeRedworm [3] actually loadsitself
into thevictim’smemoryaspartof theexploit usedto com-
promisethe victim. The infection stageis understoodto
be the time when the worm “sets up shop” on the newly
infectedmachine.For example,the worm canopenback-
doors,changesystemfiles, or attemptto hide its presence
by replacingsystemutilities with trojanhorses.

The Lion worm connectsto a predeterminedwebsiteto
download itself to the newly infectedhost, mails several
systemfiles(including/etc/shadow) to apredetermined
email address,andaddsan entry to /etc/inetd.conf
to allow attackersto connectto port10008with rootaccess.

After the worm hasset itself up on the newly infected
host, it thenmovesinto the fourth stageof the life-cycle,
propagation.

2.4 Propagation

In the propagationstage,the worm attemptsto spread
by choosingnew targets.Thedifferencebetweenthis stage
andtarget selectionis simply thepoint of view from which
the actionstake place. In target selection,a remotelyin-
fectedhostchoosesthe local hostasa target, often in the
form of aprobecomingin throughinboundnetwork traffic.
In the propagationstage,the infectedlocal host is the one
choosinga new target,usingprobesgoingout in outbound



network traffic. This is animportantdistinctionandallows
new techniquesto beusedin worm detection.

The Lion worm begins its propagationby randomly
choosingan IP addressasa base.Then,startingwith this
baseaddress,it usesaTCP SYN scanto probeon port 53.
It repeatedlyincrementstheaddressby oneto get thenext
target it will probe. It scanswell over a hundredhostsper
second.

2.5 Four StageLife-cycle Summary

Lookingat theentirelife-cyclefor theLion worm,avic-
tim hostwould see:

� StageOne- A connectionattempton port53

� StageTwo - A BIND exploit on port 53

� StageThree- An outboundconnectionto a website
to downloadthe worm, filesystemchangesto opena
backdoor, and outboundemail transferringsensitive
systemfiles

� StageFour - A seriesof rapidoutboundscansprobing
port53 on randomlyselectedhosts

In Table1, includedat the endof the paper, several of
themoreprolific wormsarebrokeninto thedescribedfour
stagelife-cycle. Every worm in the tablescansto find po-
tentialvictims. TheNetworkProbecategory illustratesthis,
andlists theportnumbersof any scannedports.In addition,
somewormsuseemail in orderto spreadthemselves.This
category was includedfor completeness,but is not other-
wiseaddressed.TheExploitcategorygivesthetargetedser-
vice andtheCERT Advisory thatdescribesthevulnerabil-
ity. The Infectioncategory includescolumnsfor filesystem
modifications,backdoors,andotheractivity. A filesystem
modificationincludeseverythingfrom a copy of theworm
being placedon the systemto changingsystemfiles. A
backdoorincludestechniquessuchasaddingnew usersto
thesystemandopeningarootshellserver(in whichcasethe
port is listed).TheOthercolumncontainsactivities thatdo
not fall into thefirst two, suchasemailingout systemfiles,
connectingto aserverto downloadtheworm,or settingupa
DDoSclient. ThePropagationcategory includesanOther
column,which accountsfor differentspreadingtechniques
suchasa webserver infectinga client.

This tablegivestheintuition behindhow eachwormcan
bedetectedor preventedin its differentstages.

3 Detection Techniques in the First Three
Stages

Having describedthe four stagelife-cycle of a worm, it
becomesapparentthatthemajority of toolsusedto combat

wormsfocusonthefirst threestages.Thissectionwill look
at the differenttechniquesbeingusedtodayin eachstage,
aswell asthelimitationsthatthesetoolsface.

3.1 DetectingTargetSelection

As discussed,from thepoint of view of thevictim host,
thetargetselectionphasetypically involvesaninboundnet-
work probeon a particularport. Firewalls aredesignedto
block this typeof probe.If a remotemachineis attempting
to accessaserviceit doesnothavepermissionto access,the
firewall canblock it. However, wormsoftentargetservices
thatareavailableto thepublic,suchasawebserver. In this
case,detectionin thisphasecanbereducedto thedetection
of aninboundportscan.

Thestandardtechniqueusedto detectaportscanis “test-
ing for X eventsof interestacrossa Y-sizedtime window
[11].” For example,onecan test for the samesourcead-
dressaccessing10 differentportson the samedestination
machinewithin a two secondinterval. This claim is sup-
portedby a survey of a numberof differentnetwork intru-
siondetectionsystemsthatuseslightvariationsof theafore-
mentionedtechniqueto detectportscans[17].

Thistechniqueis viableif thescanninghostactuallytrig-
gersX events;however, asnotedearlier, thescanninghost
mayonly sendoneprobeinto a network. It doesnot need
to scanmultiple ports,or multiple hosts.

In thecasewhereatargetcanbeselectedwith oneprobe,
suchasa connectionto a webserver on port 80, very little
canbedoneto detectthewormatthisstagein thelife-cycle.

3.2 DetectingExploits

Becauseof thedifficulty of detectingthescansdescribed
in the prior stage,muchof the work thathasbeendoneto
detectand prevent worms falls into detectingattemptsto
exploit vulnerabilities.

The first, and most effective line of defenseagainst
wormsandany othernetwork attackis to keepserversup-
to-datewith thelatestpatches.Many of thewormsin circu-
lation today exploit well known vulnerabilitiesfor which
patchesexist (and existed even before the worms began
spreading). Furthermore,many worms simply copy their
predecessorsandexploit thesamevulnerabilities.UsingTa-
ble1, it canbeseenthatCodeRedv1 andCodeRedII both
exploit thesamevulnerability. Similarly, Adoreexploitsthe
samevulnerabilitiesthatLion andRamenexploit.

Detectingexploits asthey crossthenetwork is themain
goal of a Network Intrusion Detection System(NIDS).
While many wormsattackwell known vulnerabilities,they
alsousewell knownexploitsfor whichsignatureshavebeen
written. In thesecases,anup-to-daterulesetonaNIDS will



generateanalertwhena worm attemptsto attacka hoston
thenetwork.

The limitations of network intrusion detectionsystems
andpatchesarewell known. If a new vulnerability is at-
tacked, and the exploit has never beenseenin the wild,
patcheswill probablynothavebeenreleasedandsignatures
will not havebeenwritten to detectit. Consequently, ahost
will be vulnerable,anda signaturebasedNIDS will miss
the exploit. Furthermore,thereareseveral techniquesthat
canbeusedto avoid detectionby a NIDS, with varyingde-
greesof successdependingupon the actualNIDS that is
deployed. Theseincludetechniquessuchasslightly vary-
ing the signatureof the worm, overlappingfragmentation
attacks,andothers[14].

3.3 DetectingInfection

Dueto thenumberof differentactionsa worm cantake
in this stage,therearemany differenttechniquesthatmay
beusedto detectinfection.A few of themwill bediscussed
here.

Oftentimes,oncea worm hasbeencapturedon the In-
ternet,antivirus productsarequickly updatedto detectit.
Thus, if a particularfile is suspectedof beinga worm, an
up-to-dateantivirusproductmaybeableto detectit.

If a worm modifiesimportantsystemfiles, suchas re-
placing utilities with trojan horsesor adding servicesin
/etc/inetd.conf, a file integrity program such as
Tripwire [9] can be usedto detectthesechanges. Every
worm in Table1 makesa filesystemchangeof somekind.
If monitoredsystemfiles arechanged,a tool like Tripwire
caneasilydetectit.

If a worm startsa server on particularport, perhapsto
opena backdoorinto the system,combiningthe useof a
network scanner[7] andsystemutilities suchasnetstat
candetectit. For example,thesetoolscoulddetecttheroot-
shellserverssetup by boththeSadmindandLion worms.

Becauseof the numberof differentactionsa worm can
take, there is no single answerto detectionin this stage.
Instead,anumberof differenttechniquesmaybeof usethat
dependuponthe particularworm. At the sametime, it is
easyto envision a worm with little noticeablefootprint on
the hostsystem. For example,the worm could load itself
into memory, andthenremove any traceof its presenceon
thefilesystem.In this case,detectionin this stagebecomes
difficult.

Usingthedetectiontechniquesfrom thefirst threestages
of the life-cycle, administratorshave a varietyof tools that
canprotecttheir networks. However, if a worm were re-
leasedthat carefully targetedits victims, exploited a new
vulnerability, andleft a smallfootprinton thesystem,more
wouldneedto bedoneto detectits presence.Thatdetection
cantakeplacein thefourth stageof thelife-cycle.

4 DetectingPropagation

As described,anew, properlydesignedwormmayevade
detectionin the first threestages.However, it canstill be
possibleto detectits presencewhen it attemptsto propa-
gate.As muchof thefocusin thesecuritycommunityis in
protectingthenetwork from attack,amotivationfor theim-
portanceof tools that canbe usedafter a successfulattack
will alsobediscussed.

All the wormsanalyzedin this paperhave onecharac-
teristic in common:they rapidly scanrandomlyselectedIP
addressesto find new victims. Thus,with thistypeof worm,
detectionreducesto a typeof outboundscandetection.

4.1 Prior Work In DetectingScans

GrIDS [16] is an intrusiondetectionsystemdesignedto
detectlargescaleattackson a network. It doessoby build-
ing activity graphsof network traffic and analyzingthem
in relation to graphsthat model different attacks. GrIDS
hasbeenusedto detectthe spreadof a worm by looking
for a tree-likeconnectiongraphresultingfrom theworm as
it branchesout to newly infectedhosts. It canalsodetect
sweeps,which occurwhena hostconnectsto many other
hostsin succession.

Other intrusion detectionsystemscan have outbound
scandetectionbuilt in by usingmodulesor theruledescrip-
tion language.TheBro IDS’spolicy scriptinglanguagecan
beusedto detectscans.Essentially, it canbetold to watch
for thenumberof connectionsto crossaparticularthreshold
[12], whereaconnectionconsistsof asinglesourceaddress
andeithera destinationaddressor port. No timing mecha-
nismis used.

A Snort Portscanpreprocessor1 [15] hasalso beende-
veloped. The preprocessorallows the specificationof the
network to monitor for portscans,the thresholdnumberof
portsthatareaccessed,theperiodof timethethresholdmust
be exceededin, anda log file for the results. A limitation
of this preprocessoris thatonly the scan’s destinationnet-
work canbespecified,thusit cannotbeconfiguredto only
watchoutboundscans.That is, onecannotspecifya range
of addressesto watchfor originatingscans.

While thetoolsandtechniquesexist to detectscanactiv-
ity, themainfocushasbeenondetectinginboundscans.At
thesametime, thegoalhasbeento detectgeneralport scan
activity, asopposedto focusingsolelyon themorespecial-
izedtypeof scanningusedby worms.While existing IDSs
allow outboundscandetectionto bebuilt in, theprevalence
of wormsin thepastfew yearssuggeststhat this is not be-
ing done. Thus,the next sectionwill narrow the classicX
eventsin Y periodof time techniqueto detecttheoutbound
scansthatarefrequentlyusedby worms.

1Written by Patrick Mullen



4.2 Revisiting the X Events in Y Period of Time
Technique

Outboundscandetectionhasadvantagesover its coun-
terpart– inboundscandetection.Onesuchadvantageis the
ability to seeall of thescansleaving thescanninghost.As
discussedin Section3.1,themostwidely usedtechniqueto
detecta scanis to look for a certainnumberof eventsthat
occurwithin a setperiodof time. This techniqueis limited
whenwatchinginboundtraffic, asa scanmay only probe
one host on any given network, and thus consistof only
oneevent.However, watchingoutboundtraffic maytrigger
enougheventsto detecttheworm, evenif it probesseveral
differentnetworks.

Many typesof scansexist [6], andany detectionmech-
anismwould have to take this into account.Insteadof fo-
cusingon particularscantypes,the TCP SYN scanwith a
horizontalscanfootprint [17] will beexamined.

A horizontalscanoccurswhena worm is only probing
a particularport on a setof differenthosts.TheLion worm
usesahorizontalscanto probeport53onrandomlyselected
IP addresses.In this case,thesourceIP address(src ip)
andthedestinationport (dst prt) arethesameacrossev-
ery probe,while the destinationIP address(dst ip) and
the(src prt) will change.

Thewormsin Table1 representaclassof wormsthatuse
ahorizontalscanto findpotentialvictims. Thus,atechnique
thatcandetectahorizontalscanwouldalsodetectall of the
wormsin this table.

It will beassumedthatdetectionis notperformedon the
infectedhost, but ratherat a network sensorthat can see
all of thetraffic generatedby theinfectedhost.At thesame
time,it shouldbenotedthatwhereasensorshouldbeplaced
onthenetwork hasbeenwidelydebatedin thesecuritycom-
munityandis notalwaysasstraight-forwardasit mightfirst
appear.

To detectthis type of scan,the following C-like pseu-
docodecanbeused:

typedef (src_ip, dst_prt) conn;

/* Called for every outbound packet */
process_conn(conn) {
if( conn.exists ) { /* We have seen */

conn.counter++;
if( conn.counter > THRESHOLD) {

generate_alert();
}

}
else if(src_ip in specified range) {

/* Create a new pair */
add(conn);
conn.counter = 1;

/* Period of time to count events */
conn.timer = QUANTUM;

}
}

/* Called every second */
timer() {
foreach( conn ) {

conn.timer--;
if( conn.timer == 0 )

remove(conn);
}

}

A key to this approachis determiningthe appropri-
ate QUANTUM and THRESHOLD values. Or, deter-
mining what window shouldbe usedsuchthat if we ob-
serveTHRESHOLDrepeated(src ip, dst prt) pairs,
an alert is generated.Thesenumberswill vary basedon
thecharacteristicsof a particularnetwork’s traffic, andwill
needto beexperimentedwith to find effectivevalues.

While this techniqueis similar to whathasbeenusedin
thepast,thefundamentaldifferenceis thatit is designedto
watchoutboundtraffic for horizontalscans.It doesthis by
makingsurethe sourceIP addressoriginatesfrom within
the local network (the specifiedrange). This techniqueis
a viableonefor wormsthataredesignedto spreadrapidly,
suchasthewormsin Table1 andWarholworms[18].

This type of monitoring– watchingoutboundtraffic to
detectawormafterit hasalreadyinfectedthenetwork – has
additionaladvantagesover standardinboundtraffic moni-
toring, several of which are enumeratedin [8]. A few of
theseadvantageswill bediscussednext.

4.3 Incr easedConfidencein Alerts

Portscansin generalare highly prevalent on the Inter-
net, and thoughoften usedasa first stepin an attack,by
themselvesthey poselittle threat.They aresocommonthat
administratorsoftendonothavetimeto follow upon them,
andthusconsiderthempartof thebackgroundnoiseof the
Internet.

While detectionof an inboundportscanmaybeaccept-
able, a local host scanningout to the Internetis likely to
violatea network’s usagepolicy. In addition,detectedout-
boundportscansshouldbemuchlessfrequent.

Pulling this together, analertgeneratedby anoutbound
portscanshould carry more importancethan an inbound
scan.Thus,anadministratorwill havemoreincentiveto in-
vestigatesuchalerts,andmaydiscovera misbehaving user
or aworm.



4.4 Containing the Damage

A potentiallydevastatingcharacteristicof a worm is its
ability to spreadquickly acrossthe Internet.Oncea worm
hasbeendesignedto automaticallycompromisea machine
andthenspread,authorscanincorporateany otherbehavior
they desire.Thus,theability to containawormis important.

Onetool thathasbeenwritten to slow down wormsand
portscansis LaBrea[10]. Essentially, LaBreaallowsaTCP
connectionto beopenedto anonexistenthost,andthensim-
ply sitson theconnection.Thus,whena worm attemptsto
connectto nonexistentIP addresseson one’s network, it is
trickedinto believing thata machineis indeedthere.

By watchingoutboundtraffic, anadministratorshouldbe
alertedwhenit appearsthata worm is attemptingto propa-
gatefrom aninfectedlocalhost.Thisgivesanadministrator
theopportunityto go to thehost,investigate,andtake cor-
rectiveaction.Furthermore,asmany wormstargetthelocal
network in addition to remotemachines,by detectingthe
worm’s presence,the machineson the local network may
beprotected.

By containingthedamagea worm does,andlimiting its
ability to spread,thereis alsothebenefitof protectingone’s
public relations.

4.5 Public Relations

The widespreaddiscovery that one has beeninfected
with awormcanbeapublicrelationsnightmare.Thereluc-
tanceto admitto sufferinga securitybreachis well known.
A recentstudyin [13] showsthatin 2001,only 36%of those
whowereseriouslyattackedreportedit to law enforcement.
This numberis actually up from a low of 17% in 1998.
While therearea numberof reasonsfor this low number,
onereasonis thepotentialdamageto one’sreputation.This
is supportedby theweb pagesthatweresetup listing net-
worksthatwereinfectedduringtheheightof theCodeRed
worm’s spread.A numberof thesenetworks pulled them-
selvesoff-line to containtheworm andprotecttheir image.

Oncea worm’s scanningbehavior or exploit signature
hasbeendetermined,administratorscan easily tell when
their network is beingscannedby a worm andwherethe
wormis comingfrom. Furthermore,oncethescanninghost
is identified, it is easyto determinethe entity (company,
University, etc.) thatis infectedby a particularworm.

If thepublic findsout thatanInternetsecuritycompany,
financialinstitution,or retail company hasbeeninfectedby
a worm, public confidencemay be shaken. It can leadto
questionssuchas: “If this securitycompany cannotdefend
itself againsta worm, how can it defendme?” or “If this
bank hasbeeninfectedby a worm, are my personalfiles
andaccountssafe?” Thus,it makessenseto do everything
possibleto containawormonceit hasinfectedthenetwork.

5 Limitations

Thetechniquedescribedin thispaperis astepin theright
direction,but it doeshave limitations.

Justasonecanenvisiona worm thatevadesdetectionin
the first threestages,it is easyto envision onethat evades
detectionin the fourth stageaswell. For example,if the
worm is contentto spreadslowly, an outboundscanwill
not be detected. Despitethis, attempteddetectionin this
stagesucceedsin raisingthebarin someway. Furthermore,
a slow moving worm may work againstits ultimategoals,
asadministratorswill havemoretime to detectandremove
it while notifying the generalpublic. To date,the worms
discoveredin thewild have attemptedto spreadasquickly
aspossible,but thereis no guaranteethat futureevolutions
will do thesame.

While the describedtechniqueattemptsto detectout-
boundscans,wormsmayevolveto employ othertechniques
to spreadin the future. Suchexamplesmay include em-
beddingthemselvesinto standardclient/serverHTTP traffic
or takingadvantageof theprevalentpeer-to-peernetworks
[18].

6 Curr ent Implementation and Future Work

Thusfar, experimentationis still in the early stages.A
prototypeis in thedevelopmentstageasa Snortpreproces-
sor[15], basedonthepseudocodein Section4.2.Develop-
ing it asapreprocessorallowsit runanywherethatSnortcan
run. It is currentlydesignedto watchfor TCPSYN scans,
but will beaugmentedto handleotherscansasdescribedin
[6].

While preliminarytestson an isolatednetwork cande-
tect rapid horizontalscans,the next stepis to deploy it on
a productionnetwork. This will allow it to befine-tunedto
determineif THRESHOLDandQUANTUM valuescanbe
foundthatarecapableof detectingthepropagationstageof
aworm,while not generatingexcessive falsepositives.

Techniquesto detectother typesof outboundscansare
alsogoing to be investigated.Onesuchscanis the verti-
cal scan. This occurswhena scanninghostprobesseveral
portson thesametarget.For example,thedefaultsettingin
Nmapcanbe usedto determinethe servicesa hostis run-
ningbetweenports1 and1024.

Anotherareaof investigationwill bein coordinatingdif-
ferentdetectionmechanismsin the four stagesof the life-
cycle. For example,it maybepossibleto correlateinbound
traffic thatmaybeindicativeof awormwith outboundtraf-
fic that looks like a worm attemptingto propagate.If both
of theseobservationsoccurtogether, thereis ahigherlikeli-
hoodof aninfectionthanif justoneobservationweremade
alone.



7 Conclusions

Themajorityof theeffort beingput into stoppingworms
today focuseson the first threestagesof their life-cycle:
target selection,exploitation, and infection. Firewalls can
block network probes,network intrusiondetectionsystems
candetectattemptsto exploit vulnerabilities,andhostbased
intrusiondetectionsystemscandetectmodified,added,and
removedfiles. Despitetheseefforts,wormscanstill bede-
signedto avoid detectionby thesedifferenttools.

Little hasbeendoneto detectwormsin thefourth stage
of their life-cycle,propagation. This paperdiscussesusing
thestandardparadigmof watchingfor a particularnumber
of eventsto occurin a givenperiodof time. However, in-
steadof applyingthis techniqueto inboundtraffic, it is ap-
plied to horizontalscansin outboundtraffic. This hasthe
distinctadvantageof beingableto seeall thenetwork traf-
fic associatedwith a particularhost. Consequently, worms
thatwerenotdetectedin thefirst threestagescanpotentially
bedetectedhere.

As the fourth stageoccursafter infection, techniquesin
this areado not explicitly protectthenetwork. Thus,moti-
vationsfor the useof tools that work in this stagearedis-
cussed.Thesemotivationsincludecontainingtheworm,in-
creasedconfidencein alerts,andprotectingpublicrelations.

Moreattentionshouldbepaidto thisphaseof theworm’s
life-cycle,andthis papertakesstepsin thisdirection.

References

[1] CERT. Advisory CA-2001-02, Multiple Vulnerabilities
in BIND. http://www.cert.org/advisories/
CA-2001-02.html, January2001.

[2] CERT. Incident Note IN-2001-03,Exploitation of BIND
Vulnerabilities.http://www.cert.org/incident_
notes/IN-2001-03.html, March2001.

[3] CERT. Incident Note IN-2001-08, Code Red Worm
Exploiting Buffer Overflow in IIS Indexing Service
DLL. http://www.cert.org/incident_notes/
IN-2001-08.html, July2001.

[4] CERT. Advisory CA-2002-27, Apache/modssl
Worm. http://www.cert.org/advisories/
CA-2002-27.html, September2002.

[5] M. Fearnow andW. Stearns.SANS Global IncidentAnal-
ysis Center- Lion Worm Version0.12. http://www.
sans.org/y2k/lion.htm, April 2001.

[6] Fyodor. The Art of Port Scanning. http://www.
insecure.org/nmap/nmap_doc.html, September
1997.

[7] Fyodor. Nmap. http://www.insecure.org/nmap,
2001.

[8] R. P. GormanandE. H. Spafford. Reversingthe Network
IntrusionDetectionParadigm:TheAdvantagesof Outbound
MisuseDetection.CERIASTechnicalReport, March2002.

[9] G. H. Kim and E. H. Spafford. The designand imple-
mentationof tripwire: A file systemintegrity checker. In
ACM Conferenceon ComputerandCommunicationsSecu-
rity, pages18–29,1994.

[10] T. Liston. LaBrea: The Tarpit. http://www.
hackbusters.net/LaBrea/, 2002.

[11] S. Northcutt,D. McLachlan,andJ. Novak. NetworkIntru-
sionDetection: An Analyst’s Handbook. New RidersPub-
lishing,secondedition,September2000.

[12] V. Paxson. Bro: A systemfor detectingnetwork intruders
in real-time. ComputerNetworks,31(23-24), pages2435–
2463,December1999.

[13] R. Power. ComputerSecurityIssues& Trends. Computer
SecurityInstitute, Spring2001.

[14] T. H. PtacekandT. N. Newsham. Insertion,Evasion,and
Denialof Service:EludingNetwork IntrusionDetection.Se-
cure Networks,Inc., January1998.

[15] M. Roesch.Snort:TheOpenSourceNetwork IntrusionDe-
tectionSystem. http://snort.sourcefire.com/,
2002.

[16] S. Staniford-Chen,S. Cheung,R. Crawford, M. Dilger, J.
Frank,J. Hoagland,K. Levitt, C. Wee,R. Yip, D. Zerkle.
Grids–agraph basedintrusion detectionsystemfor large
networks. The19th National InformationSystemsSecurity
Conference, 1996.

[17] S. Staniford,J. A. Hoagland,andJ. M. McAlerney. Prac-
tical Automated Detection of Stealthy Portscans. To
appear in the Journal of Computer Security, 2002.
Available at http://www.silicondefense.com/
research/pubs.htm.

[18] S. Staniford,V. Paxson,andN. Weaver. How to Own the
Internetin Your SpareTime. To Appearin theProceedings
of the11thUSENIXSecuritySymposium, August2002.

[19] G. Stocksdale. NSA Glossaryof Terms Used in Secu-
rity andIntrusionDetection.http://www.sans.org/
newlook/resources/glossary.htm, April 1998.



Ta
b

le
1.

W
or

m
s’

B
eh

a
vi

or
in

th
e

F
ou

r
S

ta
g

e
Li

fe
-C

yc
le

Ta
rg

e
tS

e
le

ct
io

n(
in

b
o

u
n

d
)

E
xp

lo
ita

tio
n

In
fe

ct
io

n
P

ro
p

ag
a

tio
n

(o
u

tb
o

u
n

d
)

W
or

m
E

m
ai

l
N

et
w

or
k

P
ro

be
(p

or
t

#)
Ta

rg
et

ed
S

er
vi

ce
V

ul
ne

r.
E

x-
pl

oi
te

d

F
ile

-
sy

st
em

M
od

.
B

ac
kd

oo
r

O
th

er
E

m
ai

l
N

et
w

or
k

P
ro

be
O

th
er

N
im

da
Y

es
Y

es
(8

0,
60

0)

IIS
,

C
od

e
R

ed
II

an
d

S
ad

m
in

d
B

ac
kd

oo
rs

C
A

-2
00

1-
06

Y
es

N
o

Y
es

Y
es

Y
es

(8
0,

60
0)

Y
es

(o
pe

n
ne

t-
w

or
k

sh
ar

es
,

em
be

dd
ed

ja
va

sc
rip

t)

C
od

e
R

ed
v1

N
o

Y
es

(8
0)

IIS
4.

0/
5.

0,
C

is
co

S
er

ie
s

60
0

D
S

L
ro

ut
er

s

C
A

-2
00

1-
13

Y
es

N
o

N
o

N
o

Y
es

(8
0)

N
o

C
od

e
R

ed
II

N
o

Y
es

(8
0)

IIS
4.

0/
5.

0,
C

is
co

S
er

ie
s

60
0

D
S

L
ro

ut
er

s

C
A

-2
00

1-
13

,
IN

-2
00

1-
09

Y
es

Y
es

N
o

N
o

Y
es

(8
0)

N
o

A
do

re
N

o
Y

es
(2

1,
53

,1
11

,5
15

)

B
IN

D
,

LP
R

ng
,

rp
c.

st
at

d,
w

u-
ftp

d

C
A

-2
00

1-
02

,
IN

-2
00

1-
01

Y
es

Y
es

Y
es

N
o

Y
es

(2
1,

53
,

11
1,

51
5)

N
o

S
ad

m
in

d
N

o
Y

es
(8

0,
11

1)
IIS

,
S

ol
st

ic
e

S
ad

m
in

d
C

A
-2

00
1-

11
,

M
S

00
-0

78
Y

es
Y

es
(p

or
t

60
0)

N
o

N
o

Y
es

(8
0,

11
1)

N
o

Li
on

N
o

Y
es

(5
3)

B
IN

D
C

A
-2

00
1-

02
Y

es
Y

es
(p

or
t

10
00

8)
Y

es
N

o
Y

es
(5

3)
N

o

R
am

en
N

o
Y

es
(2

1,
11

1,
51

5)

w
u-

ftp
,

rp
c.

st
at

d,
LP

R
ng

IN
-2

00
1-

01
Y

es
Y

es
Y

es
N

o
Y

es
(2

1,
11

1,
51

5)
N

o

C
he

es
e

N
o

Y
es

(1
00

08
)

Li
on

B
ac

k-
do

or
IN

-2
00

1-
05

Y
es

N
o

N
o

N
o

Y
es

(1
00

08
)

N
o

D
ig

is
pi

d.
B

N
o

Y
es

(1
43

3)
M

ic
ro

so
ft

S
Q

L
S

er
ve

r
IN

-2
00

2-
04

Y
es

Y
es

Y
es

N
o

Y
es

(1
43

3)
N

o

S
la

pp
er

N
o

Y
es

(8
0,

44
3)

O
pe

nS
S

L
(w

ith
A

pa
ch

e
ru

nn
in

g)
C

A
-2

00
2-

27
Y

es
Y

es
(p

or
t

20
02

)
Y

es
N

o
Y

es
(8

0,
44

3)
N

o


