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Prologue

I have created software for RSA encryption/decryption supporting big integer arithmetic. The main problem I have tried to address is that normal VB or VC++ environment supports the integer precision only up to 15 decimal digits, after which it rounds off the integer. This is no good for RSA. My software supports the precision up to the 2(2 ^ 15) bits long integer. For supporting big integer arithmetic I am using NTL library, which is freely available, open source C++ library. 

I specifically chose RSA because it gave me the opportunity to write my own encryption and decryption code instead of taking some already available codes.

Programming languages used


Microsoft Visual Basic 6.0

Microsoft Visual C++ 6.0

Deliverable files:

1. RSA.exe (VB exe)


Size: 92 KB

2. encryptdecrypt.dll (VC++ dll)



Size: 433 KB

Supported Functionality

1. Encryption:

 
Take file to be encrypted from user


Take encryption key, n and output file from user


Encrypt file and store the encrypted file

2. Decryption:


Take file to be decrypted from user


Take decryption key, n and output file from user


Decrypt file and store the decrypted file

3. Find d from e

Takes d and output file from user


Uses Euclid’s algorithm


Calculates e and stores it

4. Find prime
Takes number of bits, output file from user


Generates and stores prime of specified bit order 

5. Find N


Takes P and Q as input


Calculates and stores N

System Architecture:


Execution flow:

1.  RSA .exe provides user interface for the software. It performs preliminary checking and file handling. Then it passes the control to VC++ dll (encryptdecrypt.dll).

2.
encryptdecrypt.dll: This dll forms the core of software. It actually includes encryption/decryption functionality. This dll in turn uses bigint.lib.

3.
bigint.lib: bigint.lib provides support for big integer arithmetic. To make bignit.lib I used NTL.

Error handling

I have tried my best to handle all the possible errors due to all the possible program execution flows.

· VB exe does all the input validations. It prompts on all the erroneous inputs. All the functions where there is possibility of error occurrence are supplied with the proper error handler routines. VB exe is also responsible for catching all the errors thrown by VC++ dll. All these caught errors are also displayed with proper error message

· VC dll when encounters any error in its execution, it raises that error to VB exe. All the file-handling errors are being caught and raised. In case of normal execution, all VC++ methods return no error status to the calling VB function.

NTL (A library for doing number theory):

A high-performance, portable C++ library providing data structures and algorithms for manipulating signed, arbitrary length integers, and for vectors, matrices, and polynomials over the integers and over finite fields.

Creator: Victor Shoup

· Created by Victor Shoup (IBM)

· NTL is a high-performance, portable C++ library providing data structures and algorithms for manipulating signed, arbitrary length integers, and for vectors, matrices, and polynomials over the integers and over finite fields

· For big integers it supports:

· All basic mathematical operations (+, -, /, *, exp, mod, sqrt)

· Data type conversions

· Find GCD, primes, primality checking, next prime

· Bitwise operations

· Random number generation etc…

Some implementation details of NTL

· ZZ is the big integer data type implemented in NTL. It is actually a structure, which as a whole holds the big integer

· Most of the normal arithmetic operators are overloaded for ZZ data type. So for example if you define two ZZ variables P and Q, you can simply multiply them saying (P)*(Q)

· To look out for the operations available for ZZ data type, refer to ZZ.h

· All the calculation are performed at the bit level

· The maximum integer this can handle, as I perceive is of the order of 22^15 bits integer. This is because the number of bits is handled as “long” (15 digit precision) everywhere, which puts the limit on the maximum order of the integer.

How to make static library (bigint.lib)

It is a big hassle to create and use the big integer library if you do not follow the proper steps. I had to spend a lot time to figure out how to get the things going. So I am listing all the steps to create big integer library below:

· Go to site: http://shoup.net/ntl/. It is NTL website.

· Download NTL version 5.2 according to your platform (UNIX/Windows).

· After download, open VC++

· Select File – New – Project

· Project name: bigint

· Location: [Default] c:\Program Files\Microsoft Visual Studio\MyProjects\ntl

· Select Win32 static library – Ok

· Pre-compiled headers [default]: no

· MFC support [default]: no

· Click on Finish – Ok

· Select Project – Add files to project – Files: Select all the files from directory src. There are total 94 files (.cpp and .h). Add all the files to project.

· Select Project – Settings – c/c++(tab): Category: Preprocessor

· Select Tools – Options – Directories (tab): Add download include directory path

· Finally Build – Build bigint.lib

· The program should successfully compile (with 49 warnings (!)) and it should create bigint.lib (size 10170KB) in c:\Program Files\Microsoft Visual Studio\MyProjects\ntl bigint\Debug folder.

How to use static library functions in application:

· Add bigint.lib to the project

· Include ZZ.h file to the project

· Create variables of data type ZZ and use them for data operations and function calls. 

How to create encryptdecrypt.dll

· Create a VC++ project: win32dynamic-link library
· Implement methods for: Encryption, Decryption, calculate d from e, find prime, calculate n in a .cpp file

· Use ZZ data type and inbuilt functions in bigint.lib to handle big integer arithmetic. Refer ZZ.h for prototypes of all supported functions

· Throw the errors (if any) to calling RSA.exe

· Create a .def (definition) file to specify dll entry points

· Build the project to create dll file

How to create RSA.exe

· Create standard exe VB project

· Design and implement user interface

· Responsible for all user input/output and file handling

· Write wrapper functions for all the implemented methods in encryptdecrypt.dll

· Use encryptdecrypt.dll methods to achieve functionality

· Handle errors and prompt user with the perceived error

· Create executable (RSA.exe) file

Testing

· Generate two huge primes, p and q (of the order of 2048 bits)

· Select e (small to speed up encryption)

· Find d from e

· Encrypt any file

· Decrypt encrypted file

· Compare original file with the decrypted one. Ideally, they should match

How to use the software

How to encrypt

· Select file to be encrypted

· Check radio button saying encryption and press Go (or select encrypt from File menu)

· Select file containing encryption key and press Next

· Select file containing n and press Next

· Give output file path where encrypted file is to be stored and press Ok

How to decrypt

· Follow steps similar to encryption selecting decryption radio button, decryption key and file path to store decrypted file

How to generate your key pair

· Create two huge primes (p, q) of desired order of bits, depending upon intended level of security, using generate primes functionality

· Store them in a single file separated by enter

· Calculate n using calculate n functionality

· Choose e. Preferably e should be small to provide ease of encryption. Recommended one is Fermat prime number 216  + 1 = 65537, which reduces each encryption calculations only to 5 exponential calculations under modular n arithmetic.

· Use calculate d from e functionality to get your private key

How to digitally sign

· For 
digital signing, just give encryption key as your private key and follow the usual encryption procedure.

Links to other big integer libraries

I spent hours on the net to look out for the big integer libraries. I found the big integer libraries for almost all the high level programming languages except VB. For VB, I found one Oracle type library (.tlb), which comes with Oracle 8.1 installation. But that type library only extends precision of VB to handle integer up to the order of 40 decimal digits, which is obviously insufficient to comply with RSA encryption standards. 

Most of the libraries are not free and many of them are not open source, which made the task tougher. 

The libraries and some important sights I came across were:

1. ARIBAS: This is one of the most popular big integer calculators you will find on the net. It has its own Pascal like scripting language. You can write and compile your own functions, but its functionality is limited to handle mathematical operations.

2. LiDIA: A C++ Library For Computational Number Theory. The LiDIA Group at the Darmstadt University of Technology developed LiDIA.

3. Bit::Vector: It is an efficient C library which allows you to handle bit vectors, sets (of integers), "big integer arithmetic" and boolean matrices, all of arbitrary sizes. There are also Perl wrapper modules developed for Bit::Vector

4.
BeeCrypt: It is a Java's BigInteger library. It supports modular exponentials up to the order of (1024 bits ^ 1024 bits) mod 1024 bits.
5.
MegaNumberS: It is prime number and very large integer R&D web site.

6.
NTL: C++ library to do number theory
bigint.lib





encryptdecrypt.dll





RSA.exe





Big Integer Calculations





Encrypt 


/


Decrypt








User Inter-face





VC++ (lib)





VC++ (dll)





VB (exe)














