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Introduction

Pretty Good Privacy (PGP) is a popular tool used not only to encrypt and decrypt messages and data, but also to provide other cryptographic services.  PGP accomplishes this using dual-key (i.e., public/private key) cryptography.  A general overview of PGP is available on the web at http://www.faqs.org/faqs/pgp-faq/mini-overview/.  Years of development of PGP have resulted in its installation now being possible on a substantial variety of Operating Systems.  This guide will walk you through the installation of PGP on a Red Hat 5.x Linux machine via the command line interface.

Obtaining PGP

PGP’s sole repository is the MIT distribution site (http://web.mit.edu/network/pgp-form.html).  Due to the strong cryptographic nature of PGP and the licenses involved with the product, you must submit answers to several questions.  These are intended to ascertain whether the users are United States citizens and whether they understand the non-commercial nature and the licensing provisions of PGP.

Once an acceptable set of answers is submitted to the web server, the user is provided with a list of distribution files based on Operating System requirements.  This guide will focus on the installation of PGP only under Red Hat Linux.  Please note, however, that PGP is also available from the MIT distribution site in versions for use on Microsoft’s MS-DOS and Windows-95/98/ME/NT/2000/XP operating systems, as well as on Sun Microcomputer’s SPARC/Solaris v.2.51+, IBM’s AIX v.4.2+, Hewlett-Packard’s HP/UX v.10.20+, and also on those of Apple Computer Corporation’s machines that are based upon the Motorola 68000 series processors.  To install PGP under Linux, you will need to download from the distribution site:

Linux Red Hat 5.0+ (Package)

Installing PGP

The installation section of this document is based upon the assumption that you have the PGP distribution file located in a temporary directory on your Linux machine, and that you also have sufficient disk space to install the package.

Unarchiving and Uncompressing Distribution Files
Distribution files are named differently between releases.  The version we are dealing with here is 6.5.8.  Execute the following variation of the ‘ls’ command, which  should produce a result closely resembling:

	[jdoe@foo tmp]$   ls –lGh

-rw-r--r--   1 jdoe        2.8M      Mar 13 23:19      PGPcmdln_6.5.8.Lnx_FW.rpm.tar.gz




The extension ‘.tar.gz’ represents a file that is first archived and then compressed.  You need to first uncompress and unarchive the file. To do that, issue the following command:

	[jdoe@foo tmp]$   tar –zxf  PGPcmdln_6.5.8.Lnx_FW.rpm.tar.gz




Two files are created as a result of execution of the ‘tar’ command:

	[jdoe@foo tmp]$   ls –lGh

-rw-r--r--    1 jdoe        2.8M    Mar 13 23:19       PGPcmdln_6.5.8.Lnx_FW.rpm.tar.gz

-rwx------   1 jdoe        2.8M    Aug 30  2000       PGPcmdln_6.5.8_Lnx_FW.rpm*

-rwx------   1 jdoe          66       Aug 30  2000       PGPcmdln_6.5.8_Lnx_FW.rpm.sig*




The file named “PGPcmdln_6.5.8_Lnx_FW.rpm” is the executable file that you will be using to complete the actual installation of PGP.  It is important though, to note the file called “PGPcmdln_6.5.8_Lnx_FW.rpm.sig”.  This file is called a signature file.  This signature file is used to validate the package’s authenticity.  Unfortunately, you must have already installed PGP to use this feature of the RedHat Package Manager (RPM).  A good guide on configuring PGP to interact with RPM is located at:  http://www.redhat.com/support/books/max-rpm/max-rpm-html/ch-rpm-checksig.html.

Configuring and Installing

Installation of PGP is accomplished in Red Hat Linux by invoking the RedHat Package Manager (RPM), as follows:

	[jdoe@foo tmp]$   rpm -i  PGPcmdln_6.5.8_Lnx_FW.rpm




After this command is issued,  the RedHat Package Manager places several executable files in your /usr/local/ paths.  If no errors are reported at this stage, then you should be able to begin using PGP immediately.

Using PGP

Key Generation

Before PGP can be used to encrypt data, a unique pair of public and private keys must be created:

	[jdoe@foo tmp]$  pgp -kg




PGP will ask for a user name.  It is suggested that you use both your real name and your email address for formal use.

Joe C. Doe <jdoe@foo.cs.jmu.edu>  

A password will be required to complete the key pair.  The unique key pair is specifically generated using the password that you provide.  This password is also involved in the control mechanism for encrypting and decrypting with the secret key.  Your passwords should therefore be a very strong one.  Please consult an appropriate source for detailed recommendations on password selection.  As a general rule, password strings should be lengthy, should contain no personal data, and should generally break up common words by interspersing special characters or numerals.

PGP will then begin the lengthy process of creating both a public key and a secret key from random data obtained from the operating system.

Exporting Your Public Key

To make your newly formed public key usable by the public, you must copy the key into an ASCII file:

	[jdoe@foo tmp]$  pgp -kx




Importing Public Keys

To send someone a message that only the recipient can decrypt, you must first import the recipient’s public key into your key ring.  To do this, issue the following command, which operates upon the ASCII file representation of the recipient’s public key:

	[jdoe@foo tmp]$  pgp –ka <ASCII_public_key_file> <personal_key_ring_file>




Encrypting Data


After the recipient’s key is installed in your key ring, you are ready to use it to encrypt your message.  Once the message is encrypted this way, the it can be decrypted only by means of the recipient’s private key.  If the recipient has adopted appropriate security precautions, then he/she should be the sole holder of his/her private key, and thus should be the only person who can decrypt the message:

	E

[jdoe@foo tmp]$  pgp –e <plaintext_message_file> <user_ID_in_your_public_key_ring> -o <ciphertext_file>




Decrypting Data

When someone sends a message to you that he/she has encrypted with your public key, YOU should be the only one who can decrypt the message.  This will be so only IF you have taken appropriate security precautions to preserve the confidentiality of your private key.  To decrypt the message:

	jdoe@foo tmp]$  pgp <ciphertext_file> -o <plaintext_file>




Signing Messages

Cryptography can be used not only to provide confidentiality of message content, but also to provide proof of identity of the message sender.  To provide your correspondent with proof that the message that he/she receives did, indeed, originate with you, you must incorporate into the message a digital signature: 

	[jdoe@foo tmp]$  pgp -s <file to be signed>




The previous command will work satisfactorily only if your key ring contains only one secret key.  If there are more secret keys than one in your key ring file, then you must sign the message using this option:

	[jdoe@foo tmp]$  pgp –s <signed_file> -u <alternate_user_ID>




Page 5 of 6
25 March 2001


