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Purpose: 

1) Write a Java program to implement RSA algorithm with key size 1024 bits.

2) After public key and private key been generated, use Alice/Bob application over TCP to demonstrate encryption and decryption process.

Methods:

The program consists of two classes one is Alice which present the one who generate the public key pair  and send the public key to Bob through TCP socket, then decrypt the ciphertext received from Bob.

The other one is Bob who will use the public key to encrypt the message and send the ciphertext to Alice for decryption.

In Alice:

1) Create a window user interface include public key, private key, ciphertext, and plaintext fields. There are also  has some click functions like “send”, “clear”, “new”, “quit”.

2) Generate a BigInteger  p which has bit length 512, prime certainty 1-1/2^50. The p is generated using SecureRandom object that has seed provided by Sun. corp.

3) Generate q   the way as p.
4) Calculate p * q  = n and ( p-1)*(q-1)

5) Declare e  as  BigInteger 65537, which is 2^16 +1 and then calculate d  use modeInverse function of BigInteger.

6) After public key n and private key d have been generated, if user click “send” the program will create a TCP socket with hostname and port number and send the public key to Bob.

7) Create ServerSocket to wait for client and create a Socket for the connection to receive the ciphertext from Bob.

8) Read ciphertext  c from TCP socket and calculate plaintext m using d and modPow function of BigInteger.

9) “Clear” will clear all fields, “New” will generate a new pair of keys, “quit” will exit the program

In Bob:

1) Create a window user interface include public key, plaintext , and ciphertext fields. There are also has some click functions like “send”, “clear”,  “quit”.

2) Create ServerSocket to wait for client and create a Socket for the connection to receive the public key from Alice.

3) After the user key in the plaintext and click “send”, calculate the ciphertext using public key n , e and modPow function of BigInteger. Create a TCP Socket and send the ciphertext to Alice.

4) “Clear” will clear all fields, “quit” will exit the program

Run:

1) The file Alice.java, Bob.java are in A:\project_RSA directory.

2) In Alice, change the hostname to the name of the computer that will run Bob. If the hostname don’t work, try use IP address.

3) In Bob, change the hostname to the name of the computer which will run Alice. If  the hostname don’t work, try use IP address.

4) Use javac Alice.java and javac Bob.java to compile the source code .

5) Use java Alice and java Bob to run both programs in different computer. 
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