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Advanced Encryption Package and its 17 Encryption Methods

Advanced Encryption Package 2002 Professional (AEP) is encryption software developed by a Russian-based company known as SecureAction Research.  This encryption software uses 17 different forms of encryption and attempts to secure data viewable only by its intended recipient.  This paper provides a practical guide to the installation and use of AEP and gives a brief description of the 17 forms of encryption used by AEP and not covered extensively during the semester. 

17 Forms of encryption 


AEP allows the user to choose between 17 different forms of encryption.  In order for the user to decide the appropriate of encryption for the user must have a brief description of the available forms of encryption.  AEP uses the following 17 forms of encryption:

• Twofish 


• CAST 

• SAFER

• Mars



• TEA 


• GOST 


• Serpent


• Blowfish

• Skipjack

• Rijndael or AES

• 3DES


• 3Way

• DESX 


• Diamond2

• RC2

• SQUARE 


• Shark

Candidates for Advanced Encryption Standard (AES)

Some of the algorithms used by Advanced Encryption Professional were candidates for the AES.  Rinjandel eventually won out the competition. 

Mars

Mars was developed by the US-based company, IBM.  IBM’s LUCIFER eventually became the Data Encryption Standard (DES).  Mars proved to be one of the most original designs in the AES.  It can accept key sizes up to 448 bits and has a total of 16 rounds, each of which is wrapped with two eight round mixing layers.   Mars achieves diffusion by using eight round mixing layers while resisting traditional attacks through the key size and number of rounds.  Mars is an efficient algorithm because it uses common operation in the rounds, such as integer, bitwise addition and rotation.  One of the biggest drawbacks to Mars is that it is not based on any previous established encryption algorithm. For that reason, it is difficult to assess how secure the algorithm is.  In part due to Mars’ lack of major weaknesses, it progressed to the second round of the AES competition.  

Rijndael 

Developed by Joan Daemen and Vincent Rijmen in Belgium, Rijndael eventually was selected by the National Institute of Science and Technology (NIST) to become the AES standard.  This standard features 10 rounds in the 128-bit version.  In each round, the individual bytes are transformed, the rows are rotated, a constant matrix is used to multiply the columns.  After all this is accomplished, each round is concluded with a XORing of the resulting array to a round key.  It supports key sizes of 128, 192, or 256-bits.  Because Rijndael has no major disadvantages, is well suited for use with smart cards, and has a 128-bit plaintext input, it was one of five candidates to make it to the second round of AES.  

Serpent 

Serpent was developed by Ross Anderson (United Kingdom), Eli Biham (Israel), and Lars Knudsen (Norway) making it the most multinational AES candidate.  Serpent was not intended for speed — it applies 32 rounds of encryption and uses eight S-boxes based on DES S-boxes.  The high number of rounds makes the algorithm very secure; however, there is a trade off with weaker performance.  Despite this fact, it is well suited for smart cards as it has a low memory requirement.  Serpent was one of five candidates to make it to the second round of AES.

Twofish

Twofish was developed by Bruce Schneier, John Kelsey, Doug Whiting, David Wagner, Chris Hall, and Niels Fergusion in the United States.  It is based on Bruce Schneier’s Blowfish and is fast and versatile with a small memory requirement, making it well suited for Smart Cards.  Twofish has a variable key length with a maximum of 256-bits.   It is a complicated algorithm, which makes it very difficult to analyze; however, unlike MARS and its difficult algorithm. Twofish has the advantaged that it is based on a well known and well studied algorithm, Blowfish.  Twofish was one of five candidates to make it to the second round of AES.

CAST 

CAST 256 was submitted for consideration for AES by Entrust Technologies, Inc., which has its world headquarters in Texas, USA.  CAST 256 is an extension of the CAST 128 algorithm, which was endorsed by Canada as one of its DES replacements.  It was originally developed by Carlisle Adams while he was pursuing graduate studies at Queen's University in Kingston, Canada under the guidance of his thesis advisor, Dr. Stafford Tavares in 1988-89.  CAST 256 is a symmetric algorithm that has variable key size length of 128, 160, 192, 224, and 256 bits and a block size of 128 bits.  CAST 256 was one of the fifteen first-round candidates for the AES.  

SAFER +

SAFER + ,Safe and Fast Encryption Routine, is a product of the Cylink Corporation based in California.  Based on its previous version SAFER,  SAFER+ uses a variable key size and 16 rounds, while the SAFER uses a number of rounds determined by the key size (8 for a 64-bit key and 10 for a 128-bit key).  SAFER+, unlike DES or IDEA does not divide the block into independent parts.  Instead, the input is directly changed by going through the S-boxes.  First each byte is either added or XORed, depending on its position in the plaintext.  XORed bytes are then inserted by the regular S-box; added bytes are inserted into the inverse S-box.  Some people recommend against using SAFER because it was designed by Cylink, which some feel is tainted by the National Security Agency (NSA). SAFER was one of the fifteen first-round candidates for the AES.   

Non-AES Candidates used by AEP

TEA  

TEA (Tiny Encryption Algorithm)  was developed by David Wheeler and Roger Needham at the Computer Laboratory of Cambridge University.  TEA employs a 128-bit key and takes 64-bits of plaintext at a time.  It is one of the fastest algorithms and achieves diffusion were one change in plaintext will alter 32 bits of ciphertext after only six rounds.  It works very similar to the IDEA algorithm, using mixed algebraic techniques, except that it is simpler and faster.  Unlike the IDEA algorithm, TEA is in the public domain.  The use of these mixed algebraic groups, also refereed to as orthogonal, are used to achieve the same amount of confusion and diffusion as other block ciphers, but without the use of S-boxes.  TEA is able to achieve its speed by using a large number of iterations rather than relying on a complicated algorithm.  It also uses word operation rather than bit or 4-bit operations, which also contributes to its speed.  However, problems with the simple key schedule enables TEA to be cracked with 223 chosen plaintexts and one related key query.  Extensions have been proposed to TEA that counter these attacks.  

Diamond2 

Diamond2 is a symmetric block cipher that has a variable key size and a plaintext input of 128 bits.  Written by Michael Paul Johnson, it has a variable number (no recommendation of a number of rounds is made) of rounds and consists of three parts:  key scheduling, substitution, and permutation.  Every round of encryption alters every bit, unlike DES were every round only alters half of the bits.  Diamond2 makes use of substitution boxes but has much larger S-boxes than DES, which are not used in conjunction with another operation.  A permutation, also happens between each round, which the author of Diamond2 hopes will make for a more secure algorithm.  

DESX

DESX is a stronger version of traditional DES, which was developed by Ron Rivest.  DESX uses most of the features of traditional DES but adds an extra step.  This step is a bitwise XOR of the input plaintext with 64 bits of additional key material before the DES encryption.  After the encryption, the output is again bitwise XORed with another 64 bits of key material.  DESX is secure against differential and linear attacks and DESX is equivalent to traditional DES with independent subkeys.  However, the strength and motivation behind DESX is against brute-force exhaustive key-search attacks where the bitwise XOR provides a computationally simple way of increasing protection against such attacks.   

GOST

GOST is a 64-bit algorithm with a 256-bit key that was developed under the former Soviet Union with the details of it published as the Soviet Standard in 1990.  Its symmetric algorithm makes use of S-boxes.  GOST appears to have been the Soviet counterpart to DES.  GOST and DES work in a similar way, as one half of the bit is modified with a function of the other half.  However, some differences exist over DES.  GOST has 32 rounds and is an overall simpler algorithm.  One of the main differences is that unlike the 56-bit key of DES, GOST employs a 256-bit primary key and a 512-bit secondary key (which may be more appropriately called a permutation table).  The secondary key are the S-boxes that are specific to a particular network and not standard like, the DES tables.  The key schedule of GOST is more simplistic than that of DES as well.  One concern with GOST is that if poor tables are chosen, the algorithm is much weaker than its key implies.  

SKIPJACK

SKIPJACK is a declassified algorithm that was developed by National Security Agency (NSA) and has recently been released to the public.  It was formerly a part of the Clipper Chip program and seems to mark the end of that project.   SKIPJACK is a 64-bit algorithm with an 80-bit key and was considered to have a high risk of compromise.  For this reason it is thought that the NSA did not put its most secret design elements into SKIPJACK.  It is twice as fast as DES but slower than a lot of the AES submissions.  It has no key setup time and is fast on smart cards and in hardware.  It has 32 rounds total and seems to get its strength from the number of rounds.  

3-Way

3-Way is an unpatented algorithm developed by Joan Daemen.  It is a simple block cipher that features a 96 bit key length and a 96 bit plaintext block length.  3-Way is an iterated block cipher that repeats some simple operations a specific number of rounds.  A paper authored by Bruce Schneieir, David Wagner and John Kelsey of Counterpane Systems discovered a related key attack on 3-Way that compromises 3-Way using one related key query and about 222 chosen plaintexts.  

SQUARE 

SQUARE is a block cipher that uses a 128-bit key length and a 128-bit block length and was designed to resist both linear and differential transformation.  Developed by Joan Daemen and Vincent Rijmen, each round of SQUARE consists of four parts that transform the block.  It has a variable number of rounds with a minimum of 8.  These four parts are a linear transformation, a nonlinear transformation, a byte permutation, and a bitwise round-key addition.  The best attack against SQUARE is only useful up to six rounds, and was published by the developers of SQUARE.  SQUARE was augmented to eight rounds so the algorithm would still be secure.  It is small enough for smart card implementation and only requires 547 bytes; however the authors do not propose using it in anything too sensitive because it has not been attacked by enough public scrutiny.  The design of SQUARE influenced the design of Rijndael.

SHARK

SHARK was developed by Vincent Rijmen, Joan Daemen, Bart Preneel, Antoon Bosselaers, and Erik De Win and was designed to be resilient against linear and differential cryptanalysis.  It was specifically designed to protect against these attacks without introducing any new weaknesses, and used principles of coding theory to guarantee maximum diffusion.  It normally has 6 rounds, a 64-bit block and a 128 bit key.  It is designed to work best with 64-bit machines.  
RC2

(Ron’s Code or Rivest’s Cipher) Designed by Ron Rivest,.  RC2 is faster than DES and was designed as a drop-in replacement for it.  It has a 64-bit block size and a variable key size.  In addition, RC2 has a feature referred to as a “salt” that adds a string (40 to 88 bits long) that is then appended to the encryption key to thwart attackers who try to precompute a large look-up table of possible encryptions.  The “salt” is sent along, unencrypted with the message.  It has variable key size up to 128 bytes.   RC2, along with RC4, was largely used by developers who wanted to export there software but wanted to avoid the export laws associated with DES.

Developer’s Comments on the Security of AEP Pro Encryption Algorithms 

Only some of the algorithms have security comments.

3-Way

Since 3-Way is vulnerable to related-key attacks, it should only be used with keys generated from a strong random number generator.

DES

The fixed 56-bit effective key length is not sufficient to prevent against brute force attack.  

Blowfish

A paper published by Vaudenay describing the existence of weak keys does not appear significant for a full 16-round Blowfish.  

Triple-Des

Due to known attacks against triple two-key DES, it should only be used for the sake of compatibility with older versions.

DESX

DESX is vulnerable to related-key attack and should only be used with a strong random number generator.  

GOST

The S-boxes of GOST are able to be recovered in about 232 encryptions.  The significance of this is that the original GOST S-boxes were implemented in hardware and considered secret.

RC2

RC2 is vulnerable to a related-key attack and should only be used with a strong random number generator.  

Skipjack

Many preliminary attacks against Skipjack appear to indicate that it does not offer a high level of security.

TEA

TEA is vulnerable to related-key attacks and should only be used with a strong random number generator.  

Advanced Encryption Package 2002 Professional

Installation and User’s Guide

Installation

A trial version of AEP can be downloaded from www.secureaction.com.  This trial version allows the user to try the software for a period of 30 days or 30 uses.  It limits the allowable password size to only three characters.  This would offer limited security in real world applications; however, for the purposes of trying the software, it proves adequate.  The software is only available for a Windows platform.  

Once the installation is downloaded it can be installed by running the executable and clicking next for all of the prompts.  Overall, AEP is an easy and straightforward installation.  
User’s Guide

Encryption

AEP allows the user to encrypt files with a variety of different algorithms.  These are all described in the earlier part of this paper; however, the key length of many of the algorithms is variable.  Figure 1 is a list of the 17 algorithms used by AEP and the key length used by each:

	DESX
	128 bitkey

	Blowfish
	448 bitkey

	Rijndael (AES)
	256 bitkey

	CAST
	256 bitkey

	Triple DES
	192 bitkey

	RC2
	1024 bitkey

	Diamond 2
	2048 bitkey

	Tea
	128 bitkey

	Safer
	128 bitkey

	3 Way
	96 bitkey

	GOST
	256 bitkey

	Shark
	128 bitkey

	Square
	128 bitkey

	Skipjack
	80 bitkey

	Twofish
	256 bitkey

	Mars
	448 bitkey

	Serpent
	128 bitkey


Figure-1.  AEP Algorithms and Key Lengths

Encryption
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Figure 2.  Standard Interface of AEP 2002

Figure 2 illustrates the standard interface of AEP 2002.  To encrypt a message, the encryption tap must be placed down and a form of encryption must be selected from the scroll box.  Once this task is complete, the user chooses the other options available in AEP.  The main options involve what should happen to the old file.  The first consideration is whether to leave the file alone, delete it, or shred it. The second consideration is whether or not to compress it.  Once all of these choices are made, the user will add a password.  This password will be used to encrypt the message and will be needed to decrypt the message.  To help the user if they forget their password, a reminder option can be selected, which allows the user to insert a riddle.  After these steps are complete, the user then selects the file or files to encrypt and presses “GO”.  An encrypted message will now be created.

Making an executable file

AEP also allows the option to encrypt a message into an executable file.  The advantage of this feature is that if the user sends the file to someone who does not have the AEP software installed, the receiver will be able to view the encrypted message.  The only requirement is that anyone trying to view the file must have Microsoft Windows.

Decryption 

Decryption is user-friendly as well. Simply select the Work Mode to Decryption.  Select the file or group of files you wish to decrypt.  Enter the password that will decrypt the files.  This must be the same password that encrypted the files.  You then select the destiny of the file once it has been decrypted (leave alone, delete, or shred).  After this step, press the “GO” button and your files will be decrypted. 
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Figure 3.  Executable Decryption

Decrypting an executable file

To decrypt a file that has been made into a self decrypting executable file, all the user needs to do is open the file and a window will appear asking for the password.  The user can choose to read the riddle to help them remember the password or they may just insert the password.  If the wrong password is inserted, the message will prompt the user to resubmit the password.  This is shown in Figure 3.
Shredding Files

AEP allows the user the option of shredding the files. This option prevents recovery software such as Norton Unerase to restore the file after it has been deleted.  To shred files with AEP, simply select the files and click the “Shred” button located underneath the “GO” button.  The shred button can be seen in Figure 2.

Encrypting Text
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Figure 4.  Text Encryption

Using AEP, the user can select the option to encrypt the text so that it can be sent via e-mail, ICQ, or any means of text-based communication.  This allows the user the opportunity to send messages that can only be viewed by someone who has the correct password.  This encryption can be accomplished by selecting text->encrypt text.  Once the encrypt window opens, type or paste the text you would like encrypted, and then press “process text encryption.”  The encrypted message is processed and appears in the lower window. It can then be copied, pasted, and sent to the recipient.  Text encryption uses the AES encryption standard with a 256-bit key.  Figure 4 illustrates this process.

Decrypting Text 
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Figure 5.  Text Decryption

Once text is sent and received, it needs to be decrypted. This process is nearly identical to that of text encryption, and is illustrated in Figure 5.  Simply select text -> decrypt text.  Once the decrypt window is open, paste the encrypted text into the decrypt window and press decrypt text.  The user will be prompted for a password, and the text will appear decrypted in the lower window.  One of the main differences between file decryption and text decryption is that text will be decrypted using the wrong password; however, files will not decrypt at all. The wrong password does not yield the proper plaintext.  

Options and Settings

Shredding
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Figure 6.  Shredding Options

AEP allows the user to change the various options for its Shred function.  These default options are illustrated in Figure 6 above.  AEP’s ability to shred complies with the Department of Defense’s standard for prevention of hardware restoration of deleted files.  These options include reset file date, zero file size, force windows to flush disk buffer, zap file name, and an option to increase the number of passes.

File options
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Figure 7.  File Options

File options, illustrated in Figure 7, are available allow the user to keep the original date on a file after encryption, show system, and hidden files options.  Hiding encryption files to prevent viewing will prevent prying eyes from knowing they are there.  An option to dump used passwords to a particular file is helpful in ensuring you will not forget your passwords.  This file is protected with a password as well.

Other Options

Options are available for changing the language, setting a password that enables the user to enter the program, and changing the header for a self encrypted file.  

AEP 2002 Limitations

The designers of AEP 2002 stated that the number of files that can be processed at one time is limited by the available memory.  Each file takes roughly 128 bytes of memory and AEP has been tested to handle over 350,000 files at a time.  It is recommended that for millions of files at least 128 MB of RAM should be used.  In addition, a ZIP archive is limited to only four GB.  

AEP 2002 Conclusion

With 17 forms of encryption, shredding ability, and other advanced security protection, AEP is a powerful and versatile encryption package.  
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