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Introduction

This paper is intended to serve as a guide for a forensic investigator charged with the task of recovering evidence from a Windows NT or 2000 + computer.  It covers the basic principles of documentation and evidence collection and explains both the obvious and less obvious sources of data.  This paper highlights particularly useful tools that can aid in the location and recovery of sensitive data.

The key concepts when conducting a computer forensics investigation are “preservation” and “documentation”. "Seize it. Safeguard it. Analyze it," said Jason Paroff, a computer forensics expert and managing director for information security at Kroll Worldwide, a risk consulting company in Manhattan.  (International Organization on Computer Evidence, 2000)   The IOCE (International Organization on Computer Evidence) proposes the following principles be followed during forensics investigations. 

	IOCE Principles for Forensics Investigations

	When dealing with digital evidence, all of the general forensic and procedural principles must be applied. 

	Upon seizing digital evidence, actions taken should not change that evidence. 

	When it is necessary for a person to access original digital evidence, that person should be trained for the purpose. 

	All activity relating to the seizure, access, storage or transfer of digital evidence must be fully documented, preserved and available for review. 

	An Individual is responsible for all actions taken with respect to digital evidence whilst the digital evidence is in their possession. 

	Any agency, which is responsible for seizing, accessing, storing or transferring digital evidence is responsible for compliance with these principles. 


Figure 1. Principles for Forensics Investigations 
(International Organization on Computer Evidence, 2000)

Handling of the Physical Evidence

Documentation  

It is vital that the documentation process be exact, clear, and that you begin documenting from the very start of your investigation.   Gaps in your documentation can lead to your entire investigation being called into question.  Cases can take years before they reach trial.  The details that are fresh in your mind now will probably not be in 2-3 years.  It is not enough to find the evidence, you must be able to testify well regarding your findings.  Working with a partner who can take notes is ideal.  If you work alone, using a tape recorder to document your every step is a good idea.  Be careful though, as any notes you make including such recording can be subpoenaed and used as evidence in court so watch what you say. A thorough investigation can take anywhere from 20 to 30 hours, says Morgan Wright, a senior information security specialist at Unisys Corp. "Therefore, it's important to have a checklist and to conduct every step as if it's going to end up in court," he says. (Verton, 2002)

Chain of Custody

From the moment you come in contact with the suspect computer, you need to begin documenting who has access to the computer, with an eye on limiting access to only highly trained investigators who will be personally responsible for the system.  The computer should be locked in a cabinet available to the bare minimum of people. 

Ensure your equipment is legal and clean.  Before you begin, ensure that you have equipment set up with which to perform the investigation.  The computer you are using should be relatively free of unneeded program, preferably a dedicated machine.  Ensure that you are using legal copies of software in your investigation.  If you are using a shareware product, make sure that it is registered and that you have records for all of the licenses.  When aiding in the prosecution of a criminal, it is a good idea to avoid breaking the law yourself.

Collection

Collect in the order of most to least volatile.  You are working against time in collecting some of the data, and some will be lost as soon as the power is removed from the system.

	Data Sources listed from most to least volatile

	  registers, cache

	  routing table, arp cache, process table, kernel statistics, memory

	  temporary file systems

	  Disk

	  remote logging and monitoring data that is relevant to the system in question

	  physical configuration, network topology

	  archival media


Figure 2. Volatility of Data Sourcres (Brezinski & Killalea, 2002)

Note the configuration of the computer you are about to seize.  Document anything unusual.  Include information regarding modem/network connections.  Do not disconnect anything until you are sure of its purpose.

Powering Off the Computer

There are three options when facing a computer.  There is a chance that circumstances will require you to do an investigation of a live system.  This is the least effective of the three options. Additionally, there will be no way to create a means of authenticating the data.  

The other two choices are whether to pull the plug on the system or to do a normal power down.  The case for pulling the plug can be made if you think that there might be malicious code installed on the system.  Pulling the plug will give you a clear image of the state the system was in when you pulled the plug.  The down side is that you could cause possible corruption from abruptly shutting down the system. An administrative shut down is definitely the best for the system but might trigger malware bombs that could affect system data and will result in the system state being altered slightly by your shutting down the system. 

	Anti-Forensics Tools

	Backdoor “Santas” – remote desktop access

	Cleaning the registry – Regedit32

	Disk Scrubbers – secure Delete

	Encryption – such as PGP

	Evidence Eliminator application

	“Window Washer” software 

	Hidden or encrypted partitions

	Steganography tools


Figure 3. Anti-Forensics Tools (Leibrock, 2002)

When collecting the computer equipment, don’t overlook other data storage items like floppy disks, CD-R and DVD-R discs. 

Transport the suspect equipment to a secure location, keeping chain of custody in mind.

Gathering the Evidence

Before you jump in and begin searching for incriminating files, you need to create copies of the data.  You should never work directly with the original hard drive or even the original machine.  You will work with copies of the data.  This serves several purposes.  First, the original data will remain unchanged, as it was when you seized it.  You cannot prove your findings if you cannot preserve the original.  Secondly, it is quite easy to unintentionally alter the contents of the drive.  It would be easy to make a mistake or, depending on the sophistication of the suspect whose system you are investigating, there could be triggers set up that could destroy or delete data.  The risk of contaminating or destroying data is too great, so you should always work from a copy.

Hard Drive

It is best to work with the original hard drive as little as possible.  The hard drive should be removed from the suspect machine.  Once you have made a copy of the original hard drive, you should lock it in a cabinet to preserve it following chain of custody rules.

Create a bit stream backup of the copied hard drive.  There are several reasons why you should not rely on the installed operating system to access the files contained on the hard drive.  First of all, you should not use any of the programs installed on the suspect computer to access the data contained therein.  You do not know if any of the applications have been altered.  You should be using external applications on your own, clean, licensed machine to access all data. Secondly, there is a lot of data that can be intentionally hidden from the OS.  “Ambient data” is data stored in a Windows swap file, unallocated space or in slack space.  You will also want to recover any “deleted” files.  There is much to be discovered on the drive that you will not gain access to using the limited lens of the installed operating system. 

If budget allows, there are some commercial products available to assist in the collection of data.  Intelligent Computer Systems offers many products to assist in the collection, preservation and authentication of data (http://www.ics-iq.com/ ).  To aid in the copying of hard drives, the company offers Image MASSter ($1450) allows copying of suspect hard drives at the rate of 1.6 GB/min.  Additionally, it creates a CRC32 value for the hard drive to aid in proving authenticity and integrity.  The Solo Forensics Unit ($5500), offered by the same company allows not only for copying but also for “on the road” analysis of the data with a portable system complete with a 6” full color display.
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Image 1.  Forensics Tools (http://www.ics-iq.com/html/forensics.html)

CMOS

Internal Clock:  Document the system time on the original system.  System time and data affect the time stamping of files on the hard drive and you must note this for two reasons.  First, it may affect your search, if you are looking for documents from a certain time frame. Secondly, if matters are turned over to authorities, you may be asked to explain why a file date is inconsistent with the date of the incident being investigated, and you need to be able to document this seeming inconsistency.  There is a product called GetTime (http://www.forensics-intl.com/gettime.html)  which can document system time and the difference between it and real time.  Don’t run any programs like XCOPY that will chance the access times on the files.

Authenticate the Evidence   

Backup the Drive

Make a bit stream backup of the hard drive.  Do not make a simple backup of the drive, which will usually just back up the “data”, not the entire contents of the dis.(Anderson, 2000) A useful tool for performing such a backup is Safeback (http://www.forensics-intl.com/safeback.html).  Create a backup of the drive, then secure the original media.  You should not access this media again during your investigation.  Do not work directly on the orginal copy either.  Use the copy to restore to another drive which you will then investigate.  Using the fingerprint methods below will allow you to show that the copies are identical to the original.  

Create a Fingerprint and Timestamp

CRCMD5 (http://www.forensics-intl.com/crcmd5.html)  and DiskSig (http://www.forensics-intl.com/disksig.html) create a digital fingerprint of either particular files or an entire hard drive image.  MD5 uses a hash algorithm that will be important if your case goes to court, as it will help you prove that you have not altered the data from the original.  CRC (Cyclic Redundancy Checksums) also show that two copies of data are identical. 

Once the copies of the hard drive are made, you may begin the analysis.  The following activities will be illustrated using WinHex, a product by X-Ways Software Technology, a relatively inexpensive product ($99 for the full Professional license).  Begin by creating a file listing.  WinHex will allow you to create a disk catalog of currently existing and deleted files and directories including time and date stamps, hash codes, etc.  A hard copy of this listing should be included in your evidentiary materials.

Investigating and Analyzing the Evidence 

Uncovering Hidden Data

Data can be found in less obvious locations on the hard drive even on a computer used by an unsophisticated user.  The following section will document locations that should be checked for data which has been either intentionally hidden, as is the case when a user changes a file extension, or data which the user is completely unaware of, as in the case of ambient data.

Changing Extensions

Perhaps the easiest way to hide data is by simply changing the file extension of the file.  By changing the file extension you prevent a file from being opened with its associated default program.  For example if an individual simple changes the extension on an image from .jpg to .doc this would cause the anyone attempting to open the file to be prompted with a message indicating an invalid file type.  In addition if an examiner was to search for all .jpg file they would not be able to locate that file.   

To avoid the problem of being mislead and examiner forsakes the windows explorer and chooses a more sophisticated application that will not be mislead by a file extension.  One such program is JASC (www.jasc.com)’s Quick View Plus that identifies a file without regard to its file extension.  Additionally, some applications such as encase could be used to identify files that were intentionally mislead.  

Hiding Directories and Files

Windows allows users to set files as hidden.  This option is used primarily to ensure that system files are not inadvertently altered.  However it also allows the user to hide files they do not want viewed.  Fortunately, as long as windows explorer is set to show hidden files then this will provide no hindrance to the savvy examiner.  

NT Streams

The Windows NT line of operating systems that use the NTFS file system, Windows NT, 2000, and XP all allow for the existence of streams.    A stream is arbitrary data that is attached a file.  This data does not appear as a file and windows explorer or most GUI-based programs cannot detect the existence of this data.  Windows NT allows for this data as a mechanism to link new data objects associate with a file.   Several Forensics applications such as the SFind tool associated with the Forensic Toolkit from Foundstone (www.foundstone.com) is able to examine file streams.  

Network 

An important location for an examiner to investigate is the network the suspect computer is located on.  File servers at work, and free storage on the Internet provide powerful remote access for a suspect to store valuable data.  With the age of free or inexpensive storage on the Internet suspects will often give false identities to attempt to secure anonymity.  It is left up to the examiner to find all available clues of the suspect computer to locate this data.  The examiner must examine file cache, Internet history and network neighborhood to see where the suspect has been and what services they are using. 

Steganography

Steganography commonly called “stego” means “to hide in plain sight”.  In terms of computer cryptographic steganography is the process of hiding data in data.  The most common “carriers” for hiding data are multimedia files, images, sound or video.  

Data that had been stegoed is usually protected in two ways.  First, the data is encrypted using a strong encryption algorithm and then the data is hidden in some file.  The carrier file has to be chosen carefully or the file will appear altered to the naked eye or ear.  

The easiest way for an examiner to locate a stegoed file is to find some form of stego software on the suspect computer.  One such application is S-tools which uses.  S-Tools is used by a suspect by a simply drag and drop method.  The data you want to hide is dragged into an image file and an encryption algorithm and password is chosen.  Fortunately for an examiner the complexity of stegoing many files makes it impractical and uncommon in most situations.   

Changing the System Environment

A very technically savvy perpetrator may be able to alter the system environment in such a manner as to obscure data so that the content and activities on that computer will be misleading.  Luckily for the examiner if the machine is observed from a computer other than the actual physical machine, the altering of the system environment will have no effect on the investigation.  

This type of data alteration can involve several methods.  The first method would to modify a specific binary such as the directory listing so that certain files or directories will not be shown.  Additionally the entire kernel can be altered so that multiple binaries will be affected.  This type of attack is more common with a UNIX or Linux box where a program will have more control of the source code but it is still possible with a windows machine.  

DLLs (Dynamically Linked Libraries) can also be altered to affect the running of binaries.  DLLs enable commonly used code routines to be accessed at runtime instead of compile time so that they can be easily updated instead of altering every program that makes use of the DLL.  This can potentially change the system and obscure the data and information for the entire computer.  Programs such as Tripwire allow the user to run integrity checks so that the machine can be checked to see what changes have been made.  Additionally this provides a good example as to why an examiner should never run evaluations on the subject machine.

Ambient Data

File slack/RAM Slack

File slack and unused space are two areas where data can be harvested.  “Slack space” is the space that occurs when a file’s size is not evenly divisible by the cluster size, which regularly occurs.  Windows normally writes in 512 byte blocks called sectors.  Clusters are made up of blocks of sectors.  Cluster sizes can vary.  The area that is leftover at the end of file is padded with data from the RAM, and this space is called RAM slack.  This area can contain any data that was residing in RAM at the time the file was created.   RAM slack fills out the file to the end of the next sector.   If more data is needed to round up the file size to the next cluster size, “file slack” is used, which is pulled directly from the hard drive and can also contain useful data.  On large hard disk drives, file slack can involve as much as 700 megabytes of data according to Forensics-intl.  There is a tool in WinHex that gathers all slack space data into a file for examination

Illustration of text file showing RAM and drive slack

Hello+++++++++++++++++++|------------------------(EOF)

RAM Slack is indicated by "+"

Drive Slack is indicated by "-"

Figure 4.  Drive Slack  (New Technologies, Inc. “File Slack Defined”  , 2002).  
Swap Space

Swap space is a set amount of hard drive space utilized by the computer system in much the same way as it uses RAM.  This hard drive space is used when the system requires more RAM than is available in the system and is referred to as “Virtual Memory”.  The Windows 2000/XP term for this file is “Windows Page File”.  Depending on how the system is configured, this file may be accessed by viewing the PAGEFILE.SYS file.  Some systems expand the size of the swap file as needed and when finished with the space, shrink back to 0.  Thus the space used for swap is returned to unallocated space.
Unallocated Space

Unused space is simply clusters that are not allocated to a directory or file but possibly still contain data the user has thought long since erased.  Much like the slack space tool, there is a WinHex tool that allows you to gather free space into a file for examination. 

Unused Partitions

It is possible to hide data in an area not currently allocated to a partition.  To determine if a user has done this, ensure that the total size of the partitions adds up to the total size of the drive, keeping in mind that the actual size of the drive will vary from what the manufacturer claims it to be, as manufacturers describe drive sizes in power of 10 instead of 2.  Any disk analysis, including the Windows tool FDISK will give a true reading of the drive space and show any drive space not in use by current partitions. (Kruse, 2002)

A “file recovery” tool can recover files by name such as “Stockton.*” or by types like “*.jpg”.  WinHex can even recover data on a disk that does not have a healthy file system.  Text searches allow for a search of all of the drive, if you are looking for a reference to a certain term.  WinHex will search the entire hard drive and log the location of the file for later examination.  Freeware products are also available to do this such as the “PC Inspector” product. (http://pcinspector.de/file_recovery/UK/welcome.htm)
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Figure 4. Screenshot showing WinHex view of a backup copy of a Word document.

Gathering and Discovering Passwords

Overview

During the course of an investigation, encrypted files or a password protected system will often need to be discovered.  There are many in which a password can be uncovered.    

Investigating the Scene

Whenever an examiner is brought into a forensic scene, the examiner should always be looking for passwords that may be present at the scene.  Since most individuals reuse passwords the password for one thing may turn out to be the suspect only password.    It is very common for someone to leave a written plaintext copy of passwords lying around.  Common locations include under the mouse pad, desk drawer, the Rolodex or lying on the coffee table.  

Interviewing the Suspect

Surprisingly, many times a suspect is willing to tell their password to an examiner.  Sometimes this is an attempt to be cooperative with the examiner other times it may be the suspects desire to have their computer returned to them as expeditiously as possible.  In some rare instances when the password needs to be discovered in a timelier manner it may be necessary to use more coercive mean such as the rubber hose method. 

Also during an interview with the suspect it may become possible to gain sufficient knowledge of the suspect to be able to guess the required password.  Since most people use passwords based on common words or common things in their lives (pets name, children, interests, etc.) it may be possible to guess the password.  

Plain Text Versions of Encrypted Files

Some programs that implement means of encryption also store the file in temporary files as plaintext.  Microsoft Word for instance has an option to encrypt files.  When the user attempts to open an encrypted Word file, the application will prompt for a password.  At the same time, Word commonly has an option to have a temporary version of the same file created for safety reasons in case something happens to the first copy.  If this temporary file can be found, it can be a means to subvert the encryption of the master document. Word stores these backup files with a .wbk extension and therefore should be a standard search of any examiner. 

Breaking the Encryption 

After all the “easy” methods of obtaining a password have been exhausted, the responsibility of gaining access to encrypted files is that of the examiner.  Luckily there as several weaknesses of passwords that aid the investigator:  weak encryption, bad passwords and a plethora of excellent password recovery software.  Software packages such as AccessData’s password recovery toolkit, L0phtcrack and Cain are just some of the programs designed for this task.  

Identifying the Network Password

During the course of the investigation it may become necessary to reboot the disk image into its native operating system in order to view configuration files, look at the desktop and settings, and be able to understand the state of the machine.  This should always be done on a copy of the hard drive and never the original drive or the original copy.   In order to gain access to the machine it may become necessary to obtain the network password.  This password can be accessed in several ways.  

The first is to simply change the password for a particular user.  This can be accomplished using a freeware UNIX based program called Chntpw (Change NT Password) or another program such as Pwdump.  Chntpw allows the user to simply change the password and not have to go through the process of breaking the encryption.  If a program such as this is used it must be noted in the records that the original password was changed.  

PWdump will take the SAM password database (password database used by NT) from the registry so that it can be decrypted.  Some programs used for directly decrypting the SAM password database are L0phtcrack and John the Ripper.  These programs will use brute force and dictionary decryption methods to decrypt the NT password.  

Investigating a Live System 

Volatile Data

Sometime the option of investigating a system requires that a live system be used.  This unfortunately leaves opportunity for accusations of tampering if the case is ever brought to trial.  However, certain situations such as when there is evidence of an ongoing network-based crime may warrant this type of investigating.  Investigating a live system allows for the evaluation of certain volatile data, some of which will be lost if the system is powered down.  Figure 4. shows a table of volatile data:

	Volatile Data

	Registers, cache contents
	Lost if powered down

	Memory Contents
	Lost if powered down

	State of Network Connections
	Lost if powered down

	State of Running Processes
	Lost if powered down

	Storage media
	Not Lost if powered down

	Removable media
	Not Lost if powered down


Figure 4.  Volatile Data

The importance of a live investigation is to recover the contents of the data that will be lost if the system is be powered down.  There is no need to recover the contents of the register or the cache and attempting to do so will alter this data.  So the registers and cache can be overlooked.  

Dumping the system memory also provides a potential problem since any program that runs on the live system will have to reside in memory.  This includes whatever program is called to dump the memory.   Additionally if the memory image is dumped somewhere in the file system on the suspect machine then data will be overwritten.  To prevent data from being overwritten an alternative includes using a dedicated forensic workstation which through a closed network connection will store the memory image. 

Determining System Activity

One of the key reasons to investigate a “live” system is to determine the current activity of the machine so that if there is an ongoing attack, this can be determined.  Additionally it is important to quickly identify the network activity and running processes of the system.  Obtaining information with regards to network connections and running processes has little impact on the live system since this data is resident in tables stored within the kernel.  A step-by-step procedures list is should always be created in order to provide documentation.  Below, Figure 5 shows a sample list of response steps that should be taken on a live machine.

	Step 
	NT Command 

	Establish a new shell
	cmd.exe

	Record the system date and time
	Date, time

	Determine who is logged on
	loggedon

	Record open sockets
	netstat

	List processes the open sockets 
	fport

	List currently running processes
	pslist

	List ystems that recently connected
	nbstat

	Record system time
	Date, time

	Records steps taken
	doskey


Figure 5.  Live Response Steps (Mandia & Prosise, 2001)

Many of these commands are available natively within the NT system and the rest are available freeware at www.sysinternals.com.  This list of steps is only a preliminary list and experience and circumstance may call for the view of other logs and tables available within the system.  

Investigating within the Windows Operating System

Since its creation, the Microsoft Corporation has been providing a steady supply of operating systems, each of which builds on the previous version.  Because newer versions of Windows are based on its predecessor, backwards compatibility with previous systems is provided.  Since there are so many variants of Windows still in use today a forensic investigator must be familiar with the differences and similarities of each version.  An investigator must also be aware of the built-in tools that the Windows operating systems provide.  Some of the built-n features of Windows like Globally Unique Identifiers, the Windows Registry, the recycle bin, scandisk fragment files, and windows email can be used as preliminary forensics tools. 

Globally Unique Identifiers

Globally Unique Identifiers, which are often indicated by a ‘PID_GUID’ value, are serial numbers created by the operating system that can be used for identification purposes.  Unique identifiers are a key component in Microsoft’s COM architecture, and are found in many places within Windows.  An algorithm that combines the MAC address of the current network card with the current time of the system creates the identifiers.  Three places globally unique identifiers can be found easily are in Microsoft Word documents, the Windows registry, and in Internet Cookies.

Locating Identifiers in Word Documents

Each Microsoft Word Document contains a serial number that can help determine what machine the document was created on.  Although this represents a slight loss of privacy for the average user, it provides investigators with a way to link a file to a specific machine.  To demonstrate this process, open Microsoft Word and create a new text file.  Save the file as a Word 97 document, which should be the default (note: this will not work under Office 2000.)  Next, use Quick View Plus to open the document.  After opening the document choose to view the file “as Text” in the View Menu.  Next, use the find tool to search for the string “PID_GUID”.

The program should find a string similar to this:

PID_GUID_{36FDE49B-5EFC-4DD6-A282-Abc1234567890}

The last 12 hexadecimal characters at the end of this string represent the MAC address of the originating computer.  Of course, this technique assumes that the Ethernet card in the originating computer has not been changed.  Another limitation of this technique is that in the newest versions of Microsoft Office, starting at Office 2000, the PID_GUID is no longer included in Word documents.  

Locating Identifiers in Cookies

If the suspect you are investigating has changed Ethernet cards there is still a way to link their current machine to an old MAC address.  Explore the Windows Cookies directory and search for a file ending in “microsoft.txt.”  Within the file you should see a string similar to this:

MC1V=2&GUID=b0ea5322ab004da78116a0a10 microsoft.com

This file contains a GUID MAC address value for when this version of Windows was electronically registered.  This means you could link a user to a certain file even if they have since changed network cards.

Locating GUID in the Windows Registry
A third way to find a GUID file on a Windows PC is to search the registry.  In the Registry Editor search for “MachineGUID” and the editor should return a value similar to this in the Data column: 

950f31d7-3d5s-4576-a939-1b2f68a3cddf.

Once again, the last 12 digits are from the Network card that was installed in the computer.

Windows Registry

The Windows registry is a comprehensive database containing information on every Windows-compatible program that has been installed on the PC.  The registry also contains information on specific users, their personal settings, a history of their past actions on the PC, hardware information, and also networking settings.  Within the registry editor is a tree structure of directories called keys.  The keys contain information about a certain aspect of the computer.  The registry is not an exhaustive collection of configuration settings and parameters; instead, it is a collection of exceptions.  When an item is listed in the registry, it defines an exception for parameters that the process uses instead of its known defaults. This makes working with the registry extremely difficult. Often, the control you need to change the behavior of a process is not listed in the registry. Thus, if you don’t know the exact syntax, spelling, location, and valid values, you can’t alter the behavior of the process. 


The registry is divided into five subtrees. Each subtree is further divided into keys.  Within a key, there can be value entries, named parameters that hold configuration data. 

Conclusion
The process of conducting a forensic evaluation of a system is an art as much as a science.  There is no clear path, no set series of steps to follow.  Pulling the plug on a live system in one case may preserve critical data while the same move may destroy evidence of an ongoing attack in another case.  The investigator must take into account a myriad of details and make the best decision possible.  Hopefully this guide will serve as a tool to help the investigator make decisions critical to the investigation at hand.
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