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Abstract

This paper describes the steps taken by us to evaluate a suspect’s machine for evidence of child pornography. The paper begins with a brief discussion about child pornography. Then the steps taken for forensic investigation in a fictitious case are described in detail. During the investigation, the evidence was backed up and authenticated and then various tools were used for analysis.  The complete analysis of the evidence gathered was documented and given to the law officials to be used against the suspect in a trial.
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1. Introduction to child pornography

Child pornography can be defined as sexually explicit reproductions of a child's image including sexually explicit photographs, negatives, slides, magazines, movies, videotapes and computer disks. 

It can be defined through a general distribution of publications, which may be depicted as a child pornography: where those publications contain depictions of actual sexual activity involving persons under 18 years of age; those contain photographs of nude models under 16 years of age which have sexual overtones, for instance, by sexually suggestive poses; those that are mainly devoted to nude children in a non sexual context.

Child pornography is defined as any visual depiction, containing any photograph, film, video, picture, drawing, or computer or computer-generated image or picture, whether made or produced by electronic, mechanical, or other means, of sexually explicit conduct, where
 the production of such visual depiction involves the use of a minor engaging in   sexually explicit conduct; such visual depiction is, or appears to be, of a minor engaging in sexually explicit conduct; or such visual depiction is advertised, promoted, presented, described, or distributed in such a manner that conveys the impression that the material is or contains a visual depiction of a minor engaging in sexually explicit conduct.
Child pornography can be categorized into two categories: 

· Soft core, which is not sexually explicit but involves naked and seductive images of children 

· Hard core, which relates to images of children engaged in sexual activity.

1.1 Places and surveys:

The surveys conducted in 1960's and 1970's gave a clear indication of a major increase in the commercial production of child pornography in European countries like Denmark and Holland etc. 

Some of the material from this period continues to circulate. 

The increasing availability of child pornography in the 1970's led to a response by governments in many countries. 

In Asia, Japan is the most important center for child pornography.
1.2 How it is distributed:

· The source of child pornography is the channels, which spread valuable material also containing pornography.

· The other crucial factor of spreading the child pornography is via chatting on the Internet. Someone can send pornographic images anywhere on the net and thus it can be spread all over.

· The Internet in late 90’s has added a new image to the production and dissemination of child pornography. 
· The computer is the perfect area for pedophiles. Pedophiles use the computers to communicate with each other. Then they find someone of that kind of interest, and then they find children to abuse to spread the child pornography by transferring some images and files through net, thus create the main source of child pornography.
· By lately, child pornography is increasingly being distributed by electronic means via computer bulletin boards.
· The inventions of new technologies in the world of computers like the video camera and the video recorder has magnified the production of child pornography. The advantages of this video material are videos can easily and quickly be copied.

· The Internet becomes an ideal medium for the purposes of child sex exploiters. Already now there is a lot of quantity of pornography sent via the Internet. Some surveys shoes the picture that about 50 million users are online all over the world; in over 40 million Internet pages at least 1 million sexually explicit photos are present

· The net provides absolute anonymity to its users, suppliers and clients. Encryption is more and more common, so even when messages or pictures are intercepted, it is nearly impossible to judge its legal or illegal character.

· The Internet gives a wide range of contact possibilities for child molesters or pedophiles, to get in touch with children. Sex exploiters have over the online contact easy access to children - especially lonely or troubled teens - by tuning into chat sessions.

1.3 Associated Laws with child pornography:

· In 1977, the Sexual Exploitation of Children Act (18 U.S.C. 2251-2253) was made. This law states that the use of a minor in the making of pornography is prohibited. It also states that the transport of a child across state lines, the taking of a pornographic picture of a minor, and the production and circulation of materials advertising child pornography should not be done. It also prohibits the transfer, sale, purchase, and receipt of minors when the purpose of such transfer, sale, purchase, or receipt is to use the child or youth in the production of child pornography.
The transportation, importation, shipment, and receipt of child pornography by any interstate means, including by mail or computer, is also prohibited. 
· The Child Protection Act of 1984 (18 U.S.C. 2251-2255) gives the definition for the child as anyone younger than the age of 18 determined as a child. Therefore, a sexually explicit photograph taken of anyone 17 years of age or younger is child pornography.

· On November 7, 1986, the U.S. Congress made the Child Sexual Abuse and Pornography Act (18 U.S.C. 2251-2256), which banned the production and use of advertisements for child pornography and included a provision for civil remedies of personal injuries suffered by a minor who is a victim. 

· On November 18, 1988, the U.S. Congress enacted the Child Protection and Obscenity Enforcement Act (18 U.S.C. 2251-2256) that made it unlawful to use a computer to transmit advertisements for or visual depictions of child pornography and it prohibited the buying, selling, or otherwise obtaining temporary custody or control of children for the purpose of producing child pornography

· On November 29, 1990, the U.S. Congress made further addition to the law which was earlier and gave new law as 18 U.S.C. 2252 making it a federal crime to possess three or more depictions of child pornography that were mailed or shipped in interstate or foreign commerce or that were produced using materials that were mailed or shipped by any means, including by computer.

· With the connection of the Telecommunications Act of 1996, (18 U.S.C. 2422) it is a federal crime for anyone using the mail, interstate or foreign commerce, to persuade, induce, or entice any individual younger than the age of 18 to engage in any sexual act for which the person may be criminally prosecuted.

· The Child Pornography Prevention Act of 1996 amends the definition of child pornography to include that, which actually depicts the sexual conduct of real minor children and that, which appears to be a depiction of a minor engaging in sexual conduct. Computer, photographic, and photocopy technology is amazingly competent at creating and altering images that have been “morphed” to look like children even though those photographed may have actually been adults. People who alter pornographic images to look like children can now be prosecuted under the law.

2. Computer Forensic Investigation for a fictitious case.

For this project we assumed the following scenario. 

The law enforcement officials for suspicion of storing and distributing child pornography had seized a machine. Out team of 3 forensic experts were called at the place of seizure of computer to take over the case. Our aim was to develop a comprehensive logical sequence for analysis of a suspect’s machine to investigate child pornographic activities of the suspect.
 In this project, we investigated to find out whether there were images and files related to the child pornography stored and/or distributed using the suspect’s machine. 

The basic methodology for the evidence consists of three steps.

1. Acquire the evidence without altering or damaging the original.

2. Authenticate that your recovered evidence is the same as the originally seized data.

3. Analyze the data without modifying it.

2.1 Acquire the evidence

The investigator should never directly examine the original storage media. In some cases, evidence will be only in RAM and if disconnect or turn off the computer before capturing the data, you will loose the evidence, which exists.

The solution for this is turn off the computer in a perfect way. There are many ways to do this. You can do it by plugging it off or booting it from the floppy disk. Other is to remove the hard drive so that you don’t have to worry about backing up. You can restore it at your computer.

There is a doubt over how to perform the shutdown process and deciding whether to let the machine continue to run. Many think that plugging off is the best way, but other think the normal administrative shutdown process should be done.

We think pulling the plug is the best and efficient way to do, as you will have more time to think, to perform a game plan and to perform a backup. So it’s the best way to have all the data safe for further investigation.
Next thing should be done is to Document the hardware configuration of the system. Computer system was moved to a secure location where a proper chain of custody can be maintained and evidence processing can begin. Before dismantling the computer, pictures were taken of the computer from all angles to document the system hardware components.
Transport the computer system to a secure location. This is as important as shutdown process. It was placed out of reach of all other users, as it would have been the case that individuals operate on the seized computers without any knowledge and thus they destroy the important evidence and chain of custody. Thus by placing the computer at safe location, this seized computer left unattended can be easily allowed.


Evidence is very important and crucial evidence can easily be destroyed. This means the lack of proper chain of custody can be very handy for defendants. You should not leave the computer unattended unless it is locked up in a secure place.

Next step is to make Bit stream backups of hard disk.

2.1.1 Drive Image:

The backup of the hard drive was one of the most important steps of the evaluation. It was necessary to have a backup of the data found on the seized machine for the further evaluation.

If you create a backup of the targeted system with ‘normal’ backup software, you will miss many things that are as hidden data located on Hard Drive. It is due to normal backup program backs up only individual files, it doesn’t capture (copy) slack space, unallocated areas and swap files. 

Here you have to use a special software tool, which is capable of creating an image of the entire drive, bit by bit, which can ensure you that you have copied all the data which is useful for your examination such as hidden and deleted files.

The importance of this is once you have a good backup, you can always have the data available and you can restore the image on your analysis machine.

 So for this purpose Drive Image Tool was used.

This tool can be used to copy drives bit by bit. It easily protects your data by any further losses by creating backup images.

Thus by having the backup, you can restore your data very safely.

The main use of Drive Image Tool is to redistribute unused space to existing partitions.

Thus whatever present on the suspect’s machine was safely copied back by this tool, which does automatic hard drive backups.
Two backups of the evidence were made for the safety. One was used for the examination; other was not touched to have it ready if needed.

Tool information

The licensed version is available at US $69.95

Buy from:  http://www.powerquest.com/driveimage/direq.cfm
Minimum system requirements


Processor – Intel Pentium 


RAM – 32 MB


H/D – 35 MB

(Refer Figure Number – 1 to 3)

2.2 Authenticate Data

Document the system date and time. The dates and time associated with the computer are very important. We documented the system date and time settings at the time of computer were seized.

Then mathematically Authenticate data on all storage devices. You should be able to prove that you haven’t altered any data or evidence after the seized computer came into possession. Here we have to use a 32 bit mathematical process called MD5 hash

2.2.1 MD5
The MD5 algorithm takes as input a message of arbitrary length and produces as output a 128-bit "fingerprint" or "message digest" of the input. MD5 is a way to verify data integrity. It is conjectured that it is computationally infeasible to produce two messages having the same message digest, or to produce any message having a given pre-specified target message digest.

MD5 message digests which; by comparing message digests of original disks and copies thereof can be used in computer forensic examinations to ensure that an image made is an exact replica of the original.

2.2.2 MD5 summer:
It is a very simplistic tool. It is freely available. It provides following functionality:

· Calculates MD5 hash

· Verifies Md5 hash

We used this tool and calculated hash of the suspect’s hard drives as well as the images we had created using Disk Imaging Tool. The MD5 hashes of suspect’s hard drives matched with those of the images. So we were absolutely sure that the images created were exactly same as the original.

Tool Information

· This is a freeware. It is available at: http://homepages.ihug.co.nz/%7Efloydian/md5/md5v11024.zip

· This tool works on Windows 9x, NT, ME, 2000 and XP

(Refer Figure Number – 50 to 53)

2.3 Analyze Data

Analysis Procedure:

The overview of our analysis phase during the investigation is listed below:

1. We did the preliminary analysis on the suspect’s machine to check the traces of the client’s recent activities. Unfortunately we could not extract much information about suspect’s illegal activities in this step.

2. We did a thorough search through all the images existing on suspect’s machine to check if there are any child pornographic images on the machine.

3. We analyzed the Internet explorer history on the suspect’s machine. We were mainly focused on checking whether the suspect has downloaded any suspicious looking images or movie files. 

4. Our next logical step was to find the deleted files on the hard drive.

5. We recovered some of the deleted files.

6. We found that some of the recovered files were encrypted using a tool called Cryptomite. So we analyzed that tool and we learned that you need password to decrypt those files.

7. We cracked suspect’s passwords for various applications and documents on his machine using password crackers.

8. We tried all those passwords for Cryptomite encrypted files. Using the passwords we cracked, we were able to decrypt some of the image files.

9. We also analyzed the email activity of suspect by retrieving emails of his email client. We wanted to check that whether the suspect is distributing any images through the emails.

10. Then we wanted to search for the files with changed extensions. We created file signatures for some file types and others were included in the tool. Using these signatures we scanned all files for the Hex pattern of the signature in the header to find out the image/email files whose extension were intentionally changed. 

11. We checked whether the found child pornographic images were posted previously on any Usernet groups known for child pornographic activity.

The details about “how” we carried out all these steps are listed below:

2.3.1 Preliminary Windows Investigation

In the basic investigation on the seized machine, we checked following items:

Recycle Bin: to check if user has accidentally left some deleted images in recycle bin. It was empty.

Most Recently Used Documents: in Start: Documents. But it was also empty.

Registry: to search some stored entries about latest activity on the machine. 

Key: HKEY_LOCAL_USER: Software: Microsoft: Windows: Explorer: RunMRU contains
 most recently run applications. We didn’t find anything suspicious in that.

Key: HKEY_LOCAL_USER: Software: Microsoft: Windows: Explorer: Doc Find Spec MRU contains the information about the documents searched using the “Find” application provided by windows (You can also view these in the dropdown list in the “Find” application). In this we found that one of the latest find query was find for “.jpg” files. We conducted the same search but we could not find any objectionable images on the machine. So we thought that the suspect might have searched for “.jpg” files and might have deleted the child pornographic images.
Internet Explorer: The browser on the suspect’s machine was Internet explorer. We searched for Internet history and Temporary Internet files. We didn’t find any entries in the links or favorites.

Thus the preliminary investigation did not yield us anything substantial. So we performed rigorous analysis using following tools.

(Refer Figure Number – 10 to 12)

2.3.2 ThumbsPlus

Once you have the backed up of the whole data of the seized machine, you should be able to list all the images and files present on that machine.

You should be able to get catalog as well as locate the images found on the machine so that you can easily proceed on your examination. It should contain all the graphics as well as multimedia images found.

For this purpose special kind of tool was used as ‘ThumbsPlus Tool’

It was the first tool we used to gather the evidence.

As specified earlier, it was used to give a comprehensive listing of all the images on the suspect’s hard drive.

ThumbsPlus is a most effective and inexpensive way to locate, view, edit or organize the images found on the machine.

 It supports most of the image types such as. Jepg, .img etc. thus it was very useful to list all the images on the suspect’s machine.

In the evaluation it was found that it scans through all the data and gives listing of that. So it was possible to us to have the entire image listing of the seized machines data available.

Tool information:

1. System requirements:

· Pentium 100Mz.

· 32 MB memory

· 30 MB hard disk

· 256 color display

· Windows 9.x/ME/XP, NT 4.0 or Windows 2000

2. Pricing 

· New users: $79.95

· Existing users: price to upgrade is $25.00 to version 4

· Demo version can be downloaded from http://www.thumbplus.com
(Refer Figure Number – 4 to 9)

2.3.3 NetAnalysis

We used the tool called NetAnalysis to extract Internet History. This tool brings up all the Internet usage history along with dates and times. NetAnalysis is specifically designed for forensic purposes to allow analysis to be used in evidence. 

NetAnalysis works with Internet Explorer versions 3,4,5,6 and Netscape Communicator / Navigator up to 4.79, Netscape up to 6.2. We had Internet Explorer 5.0 as the browser on the suspect’s machine.

Index.dat

This file contains the Internet History Records of Internet explorer. The file can be found in a number of different locations depending on Operating System and whether profiles are in use.
The main folder names in which the file resides are as follows:
 ..\history.ie5                
The index.dat file in root of this folder contains the main history information

 ..\history.ie5\MSHist012002061420020615
Depending on the name of the folder, this may be an Index.dat file containing the history for a daily period or a weekly period. 

 ..\content.ie5
The index.dat file in the root of this folder is the index for the cache.  All the files, which go to make up a web page, which has been visited, are referenced within this file.

 ..\cookies
The index.dat file within this folder keeps track of the cookie text files, which are also located within this folder.
NetAnalysis has the capability to search for all the history files within a specified folder. So we didn’t have to search for all the files individually. We just selected Windows folder and NetAnalysis analyzed all the history files in that directory and subdirectories.

There is a filter in Investigate menu of the tool, which is “Identify possible child pornographic sites”. We found number of such sites. To locate the downloaded images and movie files, we used another filtering facility of the tool. We identified jpeg pictures and movie files using respective filters. Another filtering ability enabled us to segregate the history contents based on their types. The most relevant types in our context were File, URL, E-mail, Host, Redirect and Cookies. We also used Keyword Lists searching to search for the specific contents like .jpg, baby etc. We could also get the list of all hosts visited from the suspect’s machine.

This tool is very convenient to use as it can search for all the history files within the specified folder and it can also display the contents of multiple files at a time. The filtering, fast searching and sorting capabilities of the tool provided us with the ease of use.

We used the inbuilt features of the tool to export the data. We exported the data as Microsoft Excel sheet as well as Microsoft Access database. We also generated comprehensive report of all the analysis using report generation facility. We created the report by grouping the entries by host.

We used NetAnalysis also to calculate MD5 hash of history files. This feature guarantees that the history file you are viewing is not altered during the analysis process.

We found a bunch of .jpg files with suspicious filenames downloaded to a folder, which was default download folder for one of his instant messengers. Obviously the files were not physically present in that folder; otherwise we would have already found them by ThumbsPlus. This was clear evidence that the suspect was using instant messenger to get the images.

Tool Information:

· The licensed version is available at US $95

· Buy from: http://www.digital-detective.co.uk/cart/NAOrder.asp
· Demo version can be downloaded from:

http://www.digital-detective.co.uk/NetAnalysis/download.asp
· NetAnalysis works with Internet Explorer versions 3,4,5,6 and Netscape Communicator / Navigator up to 4.79, Netscape up to 6.2, new Netscape 7 PR1, Mozilla Browser version 1

(Refer Figure Number – 13 to 19)

2.3.4 FTK:

FTK tool set is a widely used evidence-gathering tool. It scans a given hard drive or folders and gives a listing of all the files on that path. It classifies different types of files. It also shows the deleted files.

We scanned the hard-drive using the FTK toolset. A new evidence file was created proprietary to FTK and the evidence gathered on the copy of the suspect’s hard drive was added to the file. The tool set gave us a comprehensive listing of all the files on the drive. We could sort out the files by the extensions. We looked in particular for the images and e-mail files. There were some deleted child pornographic image files on that drive which could be viewed using the browser of the FTK tool set. We also saw some deleted e-mail files but they were not very useful for the investigation. We noticed one interesting thing on the drive. There were some files with ‘.cryptomite’ extension, which were shown as ‘unknown file format’. Though the FTK toolset recovered some of the deleted files, we were not sure of its capability of recovering files deleted long ago. Hence we sought for a more powerful file recovery tool.

Tool information:

· The licensed version is available at US $595.00

· Buy from:  http://www.accessdata.com

· Demo version can be downloaded form:

 http://www.accessdata.com/Product04_Download.htm
· Runs on windows 95/95, 2000.

(Refer Figure Number – 20 to 26)

2.3.5 File Recover:

We used this tool to scan hard-disk drives for any deleted files. The tool also helps to recover and undelete the deleted files. Each file is labeled "excellent", "good“, "possible" or "poor" condition, depending on the likelihood that the entire file is still intact.
 The tool does not guarantee the exact recovery of the file, whatever may be the condition of the deleted file. The use is prompted to validate the integrity of the file after recovery. With this tool you can do 2 types of scan. 
· Full scan – Looks for all kind of deleted files. 
· Select scan – Looks for the files with the given phrase in part of his name and extension.

This tool takes advantage of the fact that when you delete a file on the Windows Operating system, the file is not physically deleted from the machine. Only the FAT entry of the space containing that file is changed to empty and so you can no longer view that file through the explorer. The deleted file exists on the machine unless and until it is been overwritten by another file. Or you have to use some tools specifically designed to completely wipe out that file from your system. We couldn’t find any such wiping tool on the suspect’s hard drive. So there was a nice possibility of recovering some deleted files.

We already knew that there was certain download activity conducted on the Internet through the suspect’s machine. Certain images and movie files were downloaded on the hard drive and they did no longer exist there. So we used File Recover tool to search for the deleted files. 

We performed select scans specifically for each kind of image files e.g. jpg files, bmp files, gif files. Then we performed a complete scan and looked for other interesting file types. 

We recovered files of following suspected file types

jpg: 

(Joint Photographic experts Group) image files

bmp:

(Bit Map Picture) image files

mpeg:

(Motion Picture Experts Group) movie files

cryptomite:
cryptomite encrypted files

eml:

(Email Markup Language) Microsoft outlook emails 

dbx

Outlook Express Email folders

The tool listed all the files of the specified types and the possibility of recovering those files. All the files that could be recovered were recovered. 

Tool Information:

· The licensed version is available for US $45. 

· Buy from: http://www.softdownloads.com/filerecover.html
· Demo Version can be downloaded from http://www.filerecover.com/download.html. Demo version does not support file recovery (You can recover a file only once). It only shows deleted files.

· This tool runs on Windows 95/98/ME

(Refer Figure Number – 27 to 33)
2.3.6 Passware:

Passware Tool set is collection of password cracking tools for various applications.
The passware toolset is useful in cracking passwords of most of the well-known applications like the MS word, MS excel, MS outlook, outlook express, WinZip, adobe acrobat etc.

The toolset has different tools to crack password for different applications.

The first password cracked was the windows logon password.

Then we cracked the outlook express passwords for all the identities and the e-mail accounts set up with outlook express.

We ran some document files that we suspected were encrypted. We recovered passwords for some word and excel documents and zipped documents.

There were no password protected acrobat files.

Tool information:

· This tools runs on win 9x/NT/2000/XP. 

· The demo can be downloaded from http://www.lostpassword.com/

· The licensed version is at $95.00 for registered users.
(Refer Figure Number – 34 to 37)

2.3.7 APR:

Advanced Passwarod Recovery is one more tool set for password recovery that we tried. 

APR also has different cracking tools for particular applications. 

We tried the password cracking tools for MS Word, Excel and achieved files. 

(The Passware cracking tool we used was Demo version and it recovers only the first 2 letters of the passwords. So we tried APR toolset, which in demo mode cracks password up to 6 letters)

Tool information:

System requirements-

· Runs on Windows 95/98, Windows ME, Windows 2000, Windows NT 4.0 or Windows XP

· Intel based Pentium CPU

· 16 MB RAM

Demo version can be downloaded from http://www.forensics-intl.com/breakers.html
(Refer Figure Number – 38 to 39)

2.3.8 Cryptomite:

CryptoMite is a fast and very easy-to-use encryption/decryption tool. It has high performance, unbroken encryption algorithms (AES, Blowfish etc.) inbuilt. The maximum password length for encryption is 37 characters.

We tried all the passwords that we cracked using Passware and APR. We were able to decrypt some of the image files. The files decrypted were found to be child pornographic images.

Tool Information:

· This tool is a shareware: $29. 

· Trial version can be downloaded from:

http://www.baxbex.com/cgi-

 HYPERLINK "http://www.baxbex.com/cgi-bin/dl.cgi?p=files/cryptomi.exe" \t "_parent" bin/dl.cgi?p=files/cryptomi.exe
· This tool runs on Windows 95/98/ME/00/NT/XP

(Refer Figure Number – 40 to 42)

2.3.9 Data Lifter:

Data Lifter:

DataLifter v2.0 Forensic Support Tools are designed to help forensic investigators and security specialist with day-to-day data recovery tasks. We used 3 tools from the tool set.

2.3.9.1 Email Retriever

The Email Retriever (ER) module provides a means to view Email created by the Microsoft Outlook Express, Netscape, Eudora, and Pegasus without having to run the Email client. ER allows you to view other Email files without having to move your own Email files somewhere else or risk overwriting your own Email files.

We copied the e-mail files ‘*.dbx’ (outlook express email files) recovered using filerecover program and also decrypted email files using the cryptomite tool into an empty directory and then used email retriever to view the email files. We found emails distributing some child pornographic images on a email group and also found some email received containing some explicit images.

2.3.9.2 File Signature Generator:

The suspect can disguise some of the files by changing the file extensions. The File Extraction procedure (FE) parses data looking for HEX values that represent known file headers. The Data Lifter tool set provides a tool called file signature generator, which can create custom signature for a particular file extension. The tool set has in built signatures for many standard file extensions like jpeg, bmp, and doc. We created a signature for a dbx file extension. The process of creating a signature is very simple. You have to provide the tool 2 legitimate files with a particular extension and the tool compares the 2 files and generates a file signature for that extension. These file extensions can be used by file extractor to search for a particular file extension.

2.3.9.3 File Extractor:

The File Extraction procedure (FE) parses data looking for HEX values that represent known file headers. So, before using the FE procedure you will need to determine and enter these file headers into DataLifter. File Signature Generator Tools can be used to create custom Hex signatures.

Even if the suspect had changed the file extension name, the file extractor can find out a particular file type by checking the headers. We searched the suspect’s hard drive to find out if the suspect had changed the file extension names of any files. We found out that there were more email archive files with changed file extension and we could recognize them. Finally we searched for email files in the archives and the tool produced an extensive list of the emails in that archive. We read the suspected emails through the email retriever and gathered more evidence against the suspect.

Tool information:

· The demo version can be downloaded from http://www.datalifter.com/

· The licensed version is available at US $140

· Buy from:  http://www.datalifter.com/new/vc_dl2fp.htm
(Refer Figure Number – 43 to 49)

2.3.10 MD5 Block Database:

This is a service, which uses MD5 algorithm to make a unique fingerprint of all child pornographic images posted to Specific Usernet groups associated with Child Pornography. This is publicly available database for business, individuals, and law enforcement agencies. We could also get the list of all the Newsgroups associated with Child Pornography.

The database can be queried by inputting various parameters like MD5 checksum, filename, date, first appearance and newsgroups. The database returns the output by appropriate filtering. The output can be formatted. You can specify the output format, delimiter and sorting order.

We calculated MD5 checksum of found pornographic images using MD5 Summer tool. Then we queried the database using MD5 hash. Some of the images were retrieved from the database. We also found that the names of some images were altered. This database retrieved the images even if the names were changed. This is because the MD5 hash remains the same even if you change the name of the file.

This database allowed us to track the Usernet groups the suspect was associated with. We also got the confirmation that some of the images that we suspected as child pornographic images were already been detected as child pornographic ones. We could also conclude that the suspect deliberately altered some filenames in order to conceal them.

(Refer Figure Number – 54 to 58)

3.
Report Generation:

Careful maintenance of chain of custody was of the utmost importance to protect the integrity of our evidence. This needs detailed procedure documentation and report collection.

Some of the tools that we used support report generation. We gathered the reports generated by following tools:

· Drive Image

· NetAnalysis

· ThubsPlus

· FTK

· Data Lifter

We prepared a comprehensive documentation of all the tools as we were testing them. All the steps and their results were documented. Date and times were logged for all the activities. All the generated reports and prepared documentation was later organized in the logical order of actions.

4.
Conclusion:

The evidence found was conclusive of the suspect’s illegal activities namely Storage and Distribution of Child Pornographic images. The reports generated were documented properly and given to the law officials. In all, eleven different tools were used for this forensic evaluation namely

1. Drive Image

2. MD5 Summer

3. ThumbsPlus

4. NetAnalysis

5. Forensic Tool Kit (FTK)

6. File Recover

7. Passware

8. Advanced Password Recovery (APR)

9. Cryptomite

10. Data Lifter

11. MD5 Block Database.

The forensic evaluation was a worthwhile experience. The evaluation needed lots of patience, expertise in hardware and various forensic evolution tools.
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Figure 2- Drive Image
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Figure 3 – Drive Image
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Figure 4- ThumbsPlus
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Figure 5- ThumbsPlus

Figure6- ThumbsPlus
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Figure 7- ThumbsPlus
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Figure 8- ThumbsPlus
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Figure 9- ThumbsPlus
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Figure 10- Preliminary Windows Investigation
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Figure 11- Preliminary Windows Investigation

Figure 12- Preliminary Windows Investigation

[image: image34.png]mscariy

scarreq

\elnet cesium.cs mu.edu
ket 134,126 174,67 6769

o | e e

Astart| | 7] @ 3 B || &) sboutblank - Micro..| 3] Esploing - My Com. || Registey Editor

{0 Advanced

2 AutoComplete

{2 BrowssNewProcess
{2 CabietState

3 osio

{2 Desktop

{2 Deskview

{20 Discardable:

{23 Doc Find Spec MRU
{2 Documents

2 Expiew

{2 FindComputerMAU
{23 MenuDrder

{23 MyComputer

{23 NewShortcutHanders
{2 Pinters

=T

‘wiripefgh1”
g /stat o e
wiinity 1"

mscanigh1
regeditl”
“scaneghl”
tp yaczone net1"
ipconiight”
fpconlig-n 211"
telnet 134,126,274 67 67891
‘davomghitsiqoprmlifeb”
a”
Yelnet ren.cs.ockeck1"
Yelnet magnesium,os int edu”

et 134.126,174.67 678941

ekt oesium.cs mu.edu1”
‘a1

“sendiht”

indows\CurrentVersion'Eplorer\RurhRL

[EEr

ETHET gs0pm




Figure 13- NetAnalysis
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Figure 14- NetAnalysis
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Figure 15- NetAnalysis
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Figure 16- NetAnalysis
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Figure 17- NetAnalysis
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Figure 20- Forensic Tool Kit.
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Figure 21- Forensic Tool Kit.
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Figure 22- Forensic Tool Kit.
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Figure 23- Forensic Tool Kit.
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Figure 24- Forensic Tool Kit.
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Figure 25- Forensic Tool Kit.
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Figure 26- Forensic Tool Kit.
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Figure 27- File Recover.
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Figure 33- File Recover.
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Figure 34- Passware.
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Figure 35- Passware.
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Figure 36- Passware.
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Figure 37- Passware.
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Figure 38- Advanced Password Recovery.
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Figure 39- Advanced Password Recovery.
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Figure 40- Cryptomite.
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Figure 41- Cryptomite.
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Figure 42- Cryptomite.
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Figure 43- Data Lifter (Email Retriever).
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Figure 44- Data Lifter (Email Retriever).
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Figure 45- Data Lifter (File Signature Generator).
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Figure 46- Data Lifter (File Signature Generator).
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Figure 47- Data Lifter (File Extractor).
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Figure 48- Data Lifter (File Extractor).
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Figure 49- Data Lifter (File Extractor).
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Figure 50- MD5 Summer.
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Figure 51- MD5 Summer.
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Figure 52- MD5 Summer.
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Figure 53- MD5 Summer.
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Figure 54- MD5 Block Database.
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Figure 55- MD5 Block Database.
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Figure 56- MD5 Block Database.
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Figure 57- MD5 Block Database.
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Figure 58- MD5 Block Database.
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