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written from the perspective of law enforcement, and describes what to do before, during, and after a computer crime is 
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scattered throughout the book.  Some of the descriptions edge toward hyperbole; more complete references would allow 
the reader to pursue further information if needed. Two of the appendices, written by John Gales Sauls and Michael G. 
Noblett, are liberally referenced.  Part III of the book is the most unusual. It is essentially a checklist for the professional 
investigator who needs to collect and preserve evidence of a computer crime. Much detail is presented on the 
identification and preservation of anything even remotely related to a criminal investigation (within the bounds of the 
required search warrant, of course). Appendix D contains the full text of an actual search warrant used in an investigation 
in 1994, which makes for fascinating reading.  It is interesting to compare these chapters with the Foreword, in which 
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Chris Goggans describes a search of his home by the U.S. Secret Service in 1990.  Part IV contains the text of laws 
covering computer and communications security in the United States at the level of Federal and State courts.  The text of 
a proposed computer crime law from Ghana is also included, for completeness.  Appendices list books, organizations, 
electronic resources and governmental agencies responsible for computer security.  These appendices are not nearly as 
detailed as those provided in COMPUTER SECURITY BASICS, by Deborah Russell and G.T. Gangemi, Sr. (ISBN: 
0-937175-71-4), another book published by O$Reilly & Associates. Together, the two books complement one another 
perfectly. 

 
-  -  -  Review written by Joe Loughry, Distributed Systems Department, First Interstate Bank, on: Mon, 28 Aug 95  
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World-Wide Web Sites 
 
www.drsolomon.com 
www.drsolomon.com/virus/enc/end.htm 
www.geocities.com/SiliconValley/9433 
www.cyber.com/papers/ 
www.datafellows.com/v-descs/ 
www.datarescue.com/avpbase/ 
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www.metro.ch/avpve/ 
www.symantec.com.avcenter.vinfodb.html 
 
 

FTP Sites 
 
ftp.gate.net/pub/users/ris1/acvfaq/zipcomp.virus 
cs.ucr.edu/pub/virus-l/vlfaq200.zip 
ftp.gate.net/pub/users/ris1/word.faq 
usit.net/pub/lesjones/good-times-virus-hoax-faq.txt 
 
 

Newsgroups 
 
comp.security.firewalls 
comp.virus 
alt.comp.virus 
various 2600 or hacker newsgroups 
NOTE:  Check out for Frequently-Asked Questions (FAQ) first;  newsgroup members are annoyed 

at getting the same questions over and over again. 
 
 
Please mail your suggestions for additions or changes to this list to:  Abzugcx@JMU.edu 


