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Textbook for these Assignments:

Sarwar, Syed Mansoor;  Koretsky, Robert;  & Sarwar, Syed Aqeel (2002(sic!)).  LINUX:  The Textbook.  First edition.  Boston, MA:  Addison Wesley Longman, Inc.  QA76.76.063 S35545 2001;  005.4’32—dc21;  00-069963;  ISBN 0-201-72595-9(pbk.)

The Official Red Hat Linux x86 Installation Guide.  (for Red Hat Linux 7.2):  available on-line at:  http://www.redhat.com/docs/manuals/linux/RHL-7.2-Manual/install-guide/, and also available for downloading in printable Adobe Acrobat (*.pdf) format at:  http://www.redhat.com/docs/manuals/linux/  (Please note that this is a 167-page document;  it can be expensive for you to print it out in its entirety.)

Additional Useful Materials:

Getting Started Guide (for Red Hat Linux 7.2):  Available for downloading in printable Adobe Acrobat (*.pdf) format at:  http://www.redhat.com/docs/manuals/linux/  (Please note that this is a 206-page document;  it can be expensive for you to print it out in its entirety.)

Linux Assignment 1

Objective:  To attain a general appreciation for and orientation to the Linux operating system, and to prepare to install Linux as a second bootable operating system on a Personal Computer.

1. Readings I:  Sarwar, Koretsky, and Sarwar’s:  LINUX:  The Textbook:
1. Chapter 2:  LINUX History (pages 9-14).

Readings II:  Linux Installation Guide:
2. Chapter 1:  Steps to Get You Started,  through 1.4, and also section 1.5.4,  “Custom Installations” (pages vii through 20. and 22-23).

3. Chapter 2:  Installation Options and System Requirements Tables,  pages 25 through 32.

4. Appendix E:  An Introduction to Disk Partitions,  pages 127-148.
1. Points to Ponder:

2. The various Microsoft operating systems that have dominated the PC marked for so long (DOS, the original Windows, then Windows 95/98 and Windows NT), as well as IBM’s OS/2, which transiently attempted to challenge the Microsoft dominance, are all case-insensitive.  That is, under DOS, under any of the numerous manifestations of Windows, and under OS/2, it makes no difference whether you type commands in upper case (capital letters) or lower-case.  For example a file called THISfile can also be referred to as thisfile and whichever way you name it, either form of reference identifies the very same file.  In the UNIX family of operating systems, in contrast, case means everything.  Therefore, in Linux these are two different files.  Which is the better way to do things, and why?
Review & Study:  Do problems 1, 2, 4, 5, and 8 on page 15 of Sarwar, Koretsky, and Sarwar.
Learning by Doing:

1. Make a written record of the configuration information that you need in preparation for the installation of Linux on your computer system.  Instructions for doing this are to be found in the Linux Installation Guide on pages 10-14.

2. Perform a complete backup of your system in preparation for partitioning your hard drive and installing Linux on your computer.  

Note on the performance of backup.  Professional management of a computer system requires the regular performance of system backup.  This is, in fact, one of the principal issues in Information System Security (INFOSEC):  contingency/disaster planning and the ability to restore service after a disk head crash, fire, or other calamity.  Without proper preparation and correct system management technique, the performance of a backup can be a nightmare.  With proper preparation and the use of good management practice, it is a tolerable nuisance.  

Broadly speaking, the contents of a system’s hard disk can be divided into three categories:  (i) system software, composed of the operating system and any utilities, including both those utilities that are provided by the operating system vendor along with the operating system, and other utilities that may have been purchased separately;  (ii) application programs that are normally purchased separately from the operating system;  and (iii) data, such as text documents, presentation slides, photographs, etc., that the user created his/herself using one of the software packages on the system.  Of these three types of information, it is normally not necessary to back up the first two, since the user should have in his/her possession the original installation media, which today are almost always CD-ROM disks, although in some instances they may still be old-fashioned floppy disks.  Thus, in the event of loss of all or part of the software installed on the system, it should be a relatively straightforward task to re-install the operating system, utilities, and application software packages from the original installation media.  It is therefore the third category of information, namely, user-created data files, that is most critical for back-up.

In order to enable easy performance of total system data backup, it is best that the user-created data be rigidly and totally segregated from the other two categories of files on the system.  One way to do that is to store ALL data in a set of directories or folders separate from those containing the system and application software, and all situated hierarchically under a single primal directory located in the root directory and bearing a suitably descriptive name, such as “Data Files”.  In order to facilitate this segregation of data files from system and applications software files, it is necessary to reset the default storage location for each and every separate piece of application software.  Thus, for example, in Microsoft Word, you must activate the “Tools” menu and select “Options”, then click on the “File Locations” tab, and modify the entries for “Documents” and for “Autorecover files” to point to the appropriate folder of your choice under “Data Files”.  In PowerPoint there is a similar process (“Tools” menu, “Options”, then click on the “Advanced” tab and modify “Default file location”), and so on for every other application program that you use.  Not only ordinary data files, but also user-created templates should also be stored under “Data Files”.  It is best, when making these changes to the configuration of the application software, to make a record of what changes are made.  That way, should it become necessary for you to re-establish the system configuration after a disk head crash or other disaster, you will be able easily not only to recover the data but also rapidly to return to the prior configuration and mode of system operation.

Additional Note on Backup:  It is advisable also for you to back up, in addition to the Data Files and configuration files already mentioned, several other files as well.  These include your “Favorites” directory under “Windows 95/Windows NT”, which is used by several application programs, such as Internet Explorer, and also your “bookmark.htm” file used in conjunction with Netscape Navigator.  There may also be other useful files stored elsewhere on your system by various application programs that are also useful to back up, such as Microsoft Word’s “normal.dot”, and various template files for this and other programs.  Please check carefully the documentation that comes with each software package that you have.  Of course, if you have a tape drive, a CD writer, or some other very-large-capacity off-line storage device, it may be easier to just do a “quick and dirty” backup of everything, including operating system, all applications programs and utilities, and all data.  Then, you do not have to worry about whether you got everything that is important.

Note that the performance of regular backup is a necessary operation for all systems.  The proper attitude for you to take is that your hard disk will definitely fail at some point;  the only question is when.  By performing regular backups, you will minimize the extent of data you will lose.  True computer professionals back up their systems regularly.  Therefore, even if you did not need to install Linux on your system, it would be useful to organize and reconfigure the system properly for the performance of regular backup.  

Deliverable:  Describe the current allocation of space on the hard disk of your computer, and then show how you intend to partition the hard disk for installation of Linux.  

Linux Assignment 2

Objective:  To install the Linux operating system as a second bootable operating system on a Personal Computer.

2. Readings I:    Sarwar, Koretsky, and Sarwar’s:  LINUX:  The Textbook:
Chapter 3:  Getting Started (pages 17-37).

1. Chapter 4:  LINUX Shells (pages 41-57).

Readings II:  Linux Installation Guide:
2. Chapter 3:  Installing Red Hat Linux,  sections 3.1 through 3.15, 3.19, 3.20, 3.22, 3.24, 3.26, and 3.28 (pages 33 through 58, 64-67, 70-74, 76-79, and 82 ).

1. Points to Ponder as you do your reading for the week:

1. Compare the fail-safe environment of any of the various versions of Microsoft Windows with the “user-is-in-total-control” approach of Linux.  For example, in Windows, if you issue a command which would result in overwriting an existing file, before executing the command Windows follows a cautionary sequence of actions.  It stops, informs you that what you have asked it to do would result in overwriting the file, and asks you to confirm if that is really what you want to do before proceeding to do it.  In contrast to this, in Linux if you issue a command such as cp filename oldfilename, where the destination file name is already in use for another file in the same directory, Linux just goes ahead and does what you told it to do.  It assumes that you wouldn’t have issued the order unless you knew what you were doing, and it goes ahead and wipes out the old file.  What are the advantages and disadvantages of each approach?
1. There are several sources in which criteria for a good password are discussed.  The criteria that are most frequently given are:  (a) Length:  seven or eight characters long (Linux won’t accept fewer than six characters);  (b) Contents:  contains a combination of decimal numerals, upper-case letters, lower-case letters, and punctuation characters (Linux demands at least two of:  upper case, lower case, and decimal numerals);  (c) Resistance against guessing:  not very similar to the login name;  and (d) Clarity:  does not contain control characters.  Do you agree with all of these guidelines?  Why or why not?  Can you suggest either additional guidelines or replacements for some or all of these?  For each additional or replacement guideline, provide, if appropriate, an appropriate warning label for the system to issue if the guideline should be violated.  All of the above discourse is based upon the assumption that the user will devise his/her own password, subject to the stated restrictions, which will be checked when possible by the system software.  Can you think of any alternative methods for generating passwords that do not depend on the user to make up his/her own password?  What are their advantages and disadvantages from the standpoint of security?  of practicality and user-friendliness?
2. Consider the relative advantages and disadvantages of the native command-line interface which Linux inherited from the UNIX operating system from which it was inspired.  Compare with the advantages and disadvantages of the Graphical User Interface (GUI) which is the lingua franca of the “Windows” world, and of which several variants are also available for use with Linux.
2. Review & Study:   After installing Linux, do all of the “In-Chapter Exercises” in chapter 3 of Sarwar et al.  Also, go over the Review Questions on Linux Issues.

Learning by Doing:

3. Preparatory to the installation of Linux, make a plan for the partitioning of your Hard Disk.  Your plan should be based upon the information supplied on pages 127-148 of the Linux Installation Guide.  It is recommended that you allocate a total of 1.2 Gbytes for the installation of Linux, although it is possible to get by with less than this.  You should have as an absolute minimum three partitions in your installation:  a root (/) partition, a swap partition, and a /usr partition.  Beyond these, if you have room it is also useful to have several additional partitions.  These are, in order of priority:  (1) a /boot partition;  (2) a /home partition;  (3) a /usr/src partition;  (4) a /usr/local partition;  (5) a /tmp partition;  (6) a /var partition; and (7) an /opt partition.  Size recommendations in most cases are to be found in Linux Installation Guide.  

1. There are three possible routes for you to follow in installing Linux on your computer.  You could add a second hard disk drive to your machine, which you would then use either primarily or exclusively for the Linux installation.  Or you could make space on your existing hard disk, using one of several possible software packages.  One of these is the fips utility that comes with the Red Hat Linux Distribution.  An alternative to fips is a piece of commercially-avaialable piece of software, such as Partition Magic, which is produced by an independent company called “Power Quest”.  More information on this utility is available through URLs found in the CS-511 Syllabus.  There are other packages available;  you may want to search the World Wide Web to see what alternatives you can find.  Using either fips or a commercial alternative, you can generally reduce the size of an existing partition without loss of data, thus freeing up space on your hard drive which can then be used for making new partitions for use with Linux.
2.  I would like at this point to stress once again the importance of doing a complete backup of all data and configuration files before tinkering with your hard disk.  In fact, it is advisable to do a complete backup even if you have purchased a second hard disk drive and have no intention of messing with anything on your original hard drive.

4. If you are installing Linux on your existing hard disk drive (as most people will do), then use either Defrag (“Windows 95/98/Millenium Edition”), or Disk Defrag (“Windows NT/Windows 2000”) or whatever alternative utility you may have to defragment your files first and to organize them neatly at the low end of each existing partition on your system.  Then use either fips or Partition Magic, or whatever alternative package you may have chosen, to reduce the size of your FAT or HPFS or NTFS partitions, as well as to move these partitions around so that your disk space is optimally managed and configured.  NOTE:  Do not use the “Windows” program fdisk to generate disk partitions for use in installing and containing Linux.
3. Please note that although both fips and Partition Magic are very reliable, nevertheless anomalous behavior cannot be ruled out.  Furthermore, a power failure could possibly occur while one of these programs is in the middle of reducing the size of a partition or of moving a partition from one location to another on the hard disk.  If so, then it may not be possible, after restoration of power, for system integrity to be restored.  Instead, it may be necessar to reinstall your original operating system and to restore your data files from backup.  Therefore, I would like still once more to urge you, if you have not already done so, to make a complete backup of all your data and configuration files before undertaking the partitioning of your hard disk drive and the installation of Linux.  With such a backup,  you should be able to survive any difficulties and problems that may occur.

4. Do a “custom” installation of Linux, using the “Disk Druid” software to effect the partitioning that suits your partitioning plan (described above).  

5. Deliverable:  none
Linux Assignment 3

Objective:  To acquire a basic level of understanding of and ability to use several utilities and operating software modules of the Linux operating system.

6. Readings:    Sarwar, Koretsky, and Sarwar’s:  LINUX:  The Textbook:
1. In Chapter 5, “Editing Text Files”, sections 5.1-5.2 on the use of the pico editor (pages 61-69, and also Figure 5.3 on page 70).

2. In Chapter 7, “Files and File System Structure”, sections 7.1-7.5 (pages 159-189).
3. NOTE:  By now you are probably asking yourself the obvious question, something like, “Why has my instructor made me go out and buy this expensive book, only to assign as few as three chapters of reading from it, out of a total of 21 chapters plus two appendices?”  ANSWER:  While I have assigned only a very small amount of reading from Linux:  The Textbook in THIS course (i.e., CS-350), nevertheless the book will be useful for you for other courses as well, such as  CS-450 (Operating Systems), an possibly other courses as well.  So you can look forward eventually to getting your money’s worth out of this book, even if your usage of it seems light in CS-350.
Points to Ponder:

4. Review & Study:  Exercises in Linux:  The Textbook (page 65), #s 1,2,4-9,11-12,14.  Also, see the Review Questions on Linux Issues.
5. Learning by Doing:

6. Do “Practice Sessions” 5.1 and 5.2 on pages 66 and 68-69 of Linux:  The Textbook, and also “In-Chapter Exercises” 5.1-5.2 and 7.1-7.7 on pages 68, 171, and 189.  

7. Explore the man utility (Linux:  The Textbook, page 33), and familiarize yourself thoroughly with its various commands and features.  Use the man utility to learn about file formats.

8. Use the man and info utilities to learn as much as you can about the “Bourne Again Shell”.  Type man bash or info bash.
9. Create a file, using the pico editor, describing in your own words what you have learned about the “Bourne Again Shell”, and also edit your file as necessary.  Familiarize yourself with both the insert mode and the overtype mode, as well as with being able rapidly to switch back and forth between these two modes.

Deliverable:  Submit your file, created using the pico editor, that describes what you learned about the “Bourne Again Shell”.
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