The
CyberDefense.Lab
Domain
(a.k.a CYDEF-LAB)

The CyberDefense Lab Network

Domain Controller
+ DHCP

Internet

File Server

LAN1 Forteam#r,n=100+10*(r-1) LANL
10.0.10.[n .10.0.10.[n+1]
N N
VMnet0
c .
3 o WinXP-R1 Linux-R1
= NIC3 (eth2) DHCP pHep | NIC1
Linux-WEB ~ NICLl{ E NIC1 VMnet0 (eth0)
Apache + FTP  (ethO)[} 3
—
N ~ . (E X
& I w Linux-FW terna[
o~ ™
22 Zlnc
c o =
S S 3T (etho RIPv2
sg  g|e™ + Linux-RTR VMnetd :
ON; g Firewall £ 192168[n]64 /27 8 Linux-C1
] - - Defew: 192.168[n]165 NIC1] < ‘ ‘ < INIc1
= DNS: 192.168.[n].168 @ @
Linux-MAIL  NIC1LlE £ " (ethd) S S (Ethog) fGW: 192.168.[n].65
mail server (ethO)[} a = efGW: 192 [n].
Q NIC2 (eth1) NIC2 (eth1) o 2 DNS: 192.168.[n].168
IN
2] 192.168.[n].165 192.168.[n]./166
VMnet2 VMnet2
LAN2 LAN2
192.168.[n].161 192.168.[n].162
T| Team Subnetwork,
dl 192.168./n].160 /27
LAN2 LAN2
192.168.[n].164 192.168.[n].163
N N
VMnet2 VMnet2
192.168.[n].168 192.168.[n].167
i - NIC2 . NIC2
A= Win2003-RTR
. DefGW: 192.168.[n].165
VPN+NAT+RIP2 DefGW: 192.168.[n].165 DNS: 192.168.[n].168
DC for Team.CyDefense.Lab ARG
DNS + DHCP
NIC1 NIC1
192.168.[n].129 192.168.[n].97
VMnet6 VMnetb
o 192.168.[n].128/27 | _, 192.168.[n].96 / 27
WinXP-Al a a WinXP-A2 WinXP-B1 & 3 WinXP-B2
= = = =
NIC19w o ¢NICL NIC19% = ¢NIC1
DefGW: 192.168.[n].129 3 3 DefGW: 192.168.[n].129 DefGW: 192.168.[n].97 3 3 DefGW: 192.168.[n].97
DNS: 192.168.[n].129 N N DNS: 192.168.[n].129 DNS: 192.168.[n].168 o o DNS: 192.168.[n].168
3 3 3 3
LANl. .LANl

10.0.10.[n+3]

10.0.10.[n+2]

The CyberDefense Lab Network




