CS 482: Selected Topics in Information Security

Spring 2005 – Section 1

Understanding Snort Rules

I. Introduction
Snort compares the packet payload to the signatures as defined in the rules folder that we installed in the /etc/snort directory (Refer to “Snort – Part 1” document on how to install Snort). The signature files have ‘.rule’ extensions. The rules are used in the snort.conf file with the include statements
 in the “Include all relevant rulesets here” section of the configuration file.
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These rules are either site policy specific or reguire tuning in order to not
generate false positive alerts in most enviornments.

Please read the specific include file for more information and
FEADIE. alert_order for how rule ordering affects how alerts are triggered.

include §RULE_PATH/Local.rules
include §RULE_PATH/bad-traffic.rules
include $RULE_PATH/exploit.rules
include §RULE_PATH/scan.rules
include §RULE_PATH/finger.rules
include §RULE_PATH/ftp.rules

include §RULE_PATH/telnet.rules
include $RULE PATH/rpc.rules




Figure1: Include statements in Snort.conf file

Now let us look into a snort rules and try to understand the different parts of the rules. The following snippet is from the DDOS
 rule file:
[image: image2.emf]


II. Rule Format
Any rule usually conforms to a general format. They are as follows.
1. [image: image3.emf]

Rule Header with action: The rule header is a brief description of the network connection being monitored along with what is expected of the rule that is matched by a connection, which is symbolized by the Action field. In other words the header includes the action to be taken, source IP, source port, the direction of the packet traversal, destination IP, and the destination port. A simple valid rule with just an action (alert) preceding the other header parts is given below. 

Here the rule specifies to Snort that all tcp connections are to be recorded to the alert file in the logging directory that proceeds from all the IP addresses in the external network ($EXTERNAL_NET) and from any source ports (any) towards (->) all IP addresses in the protected home network ($HOME_NET) and to any destination port (any).
2. Rule Options: The rule options are enclosed in a parenthesis after the header of a rule and are separated by semi-colon. The rule options are not mandatory but provide specific directions to Snort in terms of packet matching. It includes what Snort has to record given a header match or what Snort should do (response, log to a specific place, etc) in case of such a match in the packet payload is found.
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Keywords and Values: The rule options are expressed as keywords and value pairs.  They are specific instructions for Snort to look for during a signature comparison with the packet payload. Let us look at an example
 (Cox & Greg, 2004) to understand the rule options and the keywords.
The rule records an alert when Snort detects a SYN or FYN scan attempt according to the rule header’s specification of network connection. Snort records the alert with msg as the keyword and “SCAN SYN FIN” as the value.  In the TCP packet, Snort would look whether the TCP flags for the SYN bit or the FIN bits are set (as specified by flags:SF). The reference points to where more information regarding the attack can be located. The classtype provides more information about the event and serves to organize the rules into major groups. The Snort Rule ID or the sid provides a unique identification parameter for easier classification of rules. The revision integer or rev shows the revisions made to the rule usually a typographical mistakes or any change to make the rule more accurate.
The use of the reference and sid is illustrated below. Here, we searched for arachnids,198 on Snort’s website (snort.org). The website shows the type of attack associated with that reference which is identified by its sid.
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Figure 2: Signature search with reference name

Enter the SID value from the rule, or the message value, or the CVE ID and press search.  The result with the value that match the search criteria is (or are) displayed.  Refer the subsequent figure for more details on the attack with SID 624.



Figure 3: More details on the attack
III. Classifications of Rule Options
 
As we have noticed, the body of the Snort rule is the rule options. The rule options can be broadly divided into four categories.

1. Meta-Data: The information that helps us understand the signatures and their classifications.
2. Payload Detection: The information that is used by the rule to zero-in on a particular type of anomaly or attack.
3. Non-Payload Detection: The options in the rule that Snort uses to match packet based on packet characteristics.
4. Post-Detection: The response to a matching rule.
A. Meta-Data Options in Rule Body
The important meta-data options introduced here are the keywords msg (explained earlier), reference (explained earlier), sid (explained earlier), rev (explained earlier), classtype (explained earlier), and Priority.

1. Priority: The different classtype have a default priority of 1,2,or 3 depending on the criticality of the event. The priority is used to categorize the classtype. The information on prioritization is provided in the classification.conf file in the /etc/snort directory. The default priority of the classification can be changed in the rule body using the key-value pair as follows.


2. More about classtype: The three important classtype are the Priority 1 or the Critical Severity, Priority 2 or the intermediate severity, and the Priority 3 or the Low Severity. The three classifications are summarized in tables below.




Figure 4: Priority 1 Classification

Figure 5: Priority 2 Classification

Figure 6: Priority 3 Classification
3. More about sid: Snort ID values or sid has also some conventions of usage. They are introduced in the next figure.
Figure 7: The usage of sid

B. Payload Detection Options in Rule Body

The interesting payload detection options are content, options to change content behavior like depth, offset, and nocase, and uricontent.

1. content: The key content is very crucial in writing specific rule to identify a particular suspect or attack payload. The value of content may be ASCII text or Binary contents. The following skeletal rules illustrate these content values.

ASCII content is enclosed with in quotes

Binary content is enclosed additionally in pipe symbols.

NOTE: Combinations of ASCII and Binary are also allowed in which case they are enclosed in quotes and separated by pipe symbols
.
2. depth: The value for the key depth statically assigns the number of bytes Snort should compare while searching for a particular signature in the packet payload.
3. offset: The value of the key offset start the signature comparison from the specified offset byte.
4. nocase: The nocase option makes Snort disregard the case of the rules content.
5. session: The value of the session option outputs the clear text from the protocol sessions to the screen.
6. uricontent: This option makes Snort match the value of this uniform resource identifier content in the rule body to the URI section of the payload.
C. Non-payload Detection Options in Rule Body
The important non-payload detection options are ttl (time to live, or how long the IP datagram would exist on wire), fragbits (explained below), dsize (size of the datagram), ack (checking TCP acknowledgement number), rpc (Sunrpc call requests like to port 111), sameip (check if source or destination IP are same to prevent spoofing), flags (explained below), f and flow (explained below).
1. Flow Control: Defines packet direction in relation to client-server model. The widely used options are to_server, from_server, to_client, from_client, and established.  
2. Fragmentation Bits: The option checks the IP header for fragmented and reserved bits. The available values are.
a. D (Don’t Fragment)
b. M (More Fragment)
c. R (Reserved Bit).
Logical operators can be used with this option (also for TCP flags option) namely
· ! (Negation operator)

· + (The specified value and any other)

3. TCP Flags option: Some of the widely used flag options checks for the following.
a. A (Is ACK Flag set?)
b. F (Is FIN Flag set?)
c. P (Is PSH flag set?)
d. R (Is RST bit set?)
e. S (Is SYN bit set?)
f. U (Is URG bit set?)

IV. Fundamentals of Writing Rules

Writing good rules is important in identifying the attack payload especially in a signature based IDS scenario. In general the more extensive the content of the rule, the greater the likelihood of finding a payload packet that matches the requirement.
Basic steps of writing a rule:

1. Use a packet sniffer to understand the kind of traffic flowing through your network.

2. Identify a kind of traffic that you wish to be alerted.

3. Pick out the unique characteristics of the traffic such as source or destination IP, TCP options, etc.

4. Write a rule with this information in hand.

alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:“SCAN SYN FIN”; flags:SF; reference:arachnids,198; classtype:attempted-recon; sid:624; rev:1;)																										               								





alert tcp  $EXTERNAL_NET any -> $HOME_NET any





alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS TFN Probe"; icmp_id:678; itype:8; content:"1234"; reference:arachnids,443; classtype:attempted-recon;q sid:221; rev:4;)
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alert tcp any any -> any any (content: “STRING”;)





alert tcp any any -> any any (content: “| 0000 0101 EFFF |”;)








Key:Value is depth: <number_of_bytes>








Key:Value is offset: <number_of_bytes>








alert tcp any any -> any 23 (content: “administrator”; nocase;)








alert tcp any any -> any 80 (msg: “Logging PHF”; uricontent: “/cgi/bin/phf”;)








                       Key:Value is flow: <option type>





                Key:Value is fragbits: <bit value>








                       Key:Value is flags: <flag value>














Key:Value is Priority: <number>











Alert tcp any any -> any 21 (msg: “FTP Session Data”; session: printable;)








� Similar to the C++ include statements.


� Distributed Denial of Attack


� Managing Security with Snort and IDS Tools.


� Snort_manual.pdf that is obtained with the installation files


� Beale, 2004. SNORT 2.1


� Also referred Beale, 2004. SNORT 2.1


� Refer to snort_manual.pdf
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