CS 482: Selected Topics in Information Security

Spring 2005 – Section 1

An Introduction to Snort

I. What is Snort?

Snort is a tool that can run as a network packet sniffer like Ethereal, act as a packet logger, or assume the role of a network intrusion detection system. 
1) Snort as a Sniffer: The Sniffer mode simply reads packets off of the network and displays them for you in a continuous stream on the console.

2) Snort as a Packet logger: Packet logger mode logs the packets to the disk.

3) Snort as a Network Intrusion Detection System (NIDS): Network intrusion detection mode is the most complex and configurable configuration, which allows Snort to analyze network traffic for matches against a user defined rule-set and perform several actions based upon what it sees. 

II. Downloading and Installing Snort on Linux Red Hat 9.0 to run as IDS
Snort is open source software
 and hence it is freely available for download and use. The current version of Snort used in the Cyber-Defense Lab is Snort-2.3.0RC2. There have been many vulnerabilities that were fixed in this version compared to earlier versions of Snort.

The most recent rule-sets
 must be downloaded in order for Snort to work as an efficient signature-based NIDS.

A. Installing Snort2.3.OR2 on Red Hat 9.0
1. Download the Snort tar file to a <temporary> folder on the Red Hat machine.
2. Un-tar the file with the command tar –xvzf snort-2.3.0RC2.tar.gz.

3. Change directory to the Snort installation folder named snort-2.3.0rc2 inside the <temporary> folder you created to save the tar file.
4. Execute the command rpm –q libcap to ensure that libcap is installed. Recommended version is libcap-1.10-15. Otherwise libcap
 current version needs to be installed
. 
5. Execute the commands in the following order to install snort.

a. ./configure

b. make

c. make install

6. Make a directory in the /etc folder called snort. Copy the following files from the etc directory in the installation folder to the location /etc/snort on the system.
a. snort.conf

b. gen-msg.map

c. sid-msg.map

d. reference.config

e. threshhold.conf

f. classification.config

g. unicode.map

Note: Make sure that you only copy the files listed above to /etc/snort these files and not move them. The original files servers as a backup.
7. Make a directory snort in the location /var/log. This is the directory where snort will log traffic details.

8. Move the snort’s rule tar file (snortrules-snapshot-2_2.tar.gz) to the /etc/snort folder. 
9. Un-tar the rule-set file to get a rules directory within the /etc/snort directories. 

10. Edit the snort.conf file in the /etc/snort directory.

a. Go to the var RULE_PATH  ../rules line and change it to                               var RULE_PATH  /etc/snort/rules and save the file. This points to the Snort the location of the signatures for matching traffic.
b. While still in the snort.conf configuration file, in the subsection titled “step #1: Set the network variables”, set the home network or the protected network segments by editing the line as follows (changing the default var HOME_NET any):

var HOME_NET 172.16.4.0/24 {For a single network} (OR)
var HOME_NET [172.16.4.0/24, 172.16.9.0/24] {For multiple internal networks}
c. The external network can be indicated to Snort as follows (changing the default var EXTERNAL_NET any)::

var EXTERNAL_NET ![172.16.4.0/24,172.16.9.0/24] {shows that all networks other than the internal networks are untrusted} (OR)
var EXTERNAL_NET !$HOME_NET {other than home network segments}
Note: The default value may be any. The exclamation mark should be entered is stating that all networks except those listed are the external network.  (‘!’) shows ‘but for those specified networks’ or a negation.

Save the snort.conf file. Also note that there is no space after the comma separating the IP addresses.
11. The first run of snort may be done using the command,        
snort –c /etc/snort/snort.conf –A fast –i eth2 –T (Test configurations)
            snort –c /etc/snort/snort.conf –A fast –i eth2 (-i any – for all interfaces )
The ‘–c’ shows the location of the configuration file for Snort to run. ‘–A’ fast runs the snort in a quick mode rather than a full mode, and the ‘-i’ option shows the interface to run.
Note:  Running Snort in its roles as Sniffer and Packet Logger
when not run as IDS
1. To run the snort as a Sniffer one can use the command as follows.

snort -vd {Snort sniffs the IP packets on the wire and shows the TCP/UDP/ICMP headers along with the application data in transit}.
2. Another, option is to run Snort as a Packet Logger. The command to log packets observed by Snort in to the current directory within a folder called ‘log’ is as follows.
snort –vd –l ./log {In this command the sniffed packets are written to the log directory using the –l (letter small L) switch} If you are running Snort and would like to log the transactions, you must create a /log directory to store the information. If you use the ./log. You can also specify a path like /var/log/snort.
III. Configuring a Snort daemon to run automatically at reboot
1. Download the a script called snort

2. Copy it to a txt file and save it as “snortd”. The double quotation removes the .txt extension.
Note: If a ssh client is used to transfer the file to the Red Hat, transfer it in the ASCII format not Binary format.

3. Copy the snortd file to /etc/rc.d/init.d.
4. Make the file executable with the command, chmod 755 snortd.

5. To automatically run snort at every reboot execute the command, chkconfig snortd on.

6. In order to run snortd as root, make the following changes in the snortd file:

CHANGE


daemon /usr/local/bin/snort -u snort -g snort -d -D \

                -c /etc/snort/snort.conf




 IN TO


daemon /usr/local/bin/snort -u root -g root -d -D \

                -c /etc/snort/snort.conf

7. For the first time execute the script with the command, /etc/rc.d/init.d/snortd start.

8. After starting, we can use these commands to stop or start Snort:

service snortd {start/stop/restart}

IV. Basic configuration of snort.conf file for intrusion detection
1. The Snort monitors services offered by the internal network such as HTTP, Telnet, etc. To enable snort to monitor a particular server running a service is more efficient as Snort need not monitor hosts without those services.

List of server can be given in these lines:
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The default is servers in $HOME_NET showing the networks defined as the private networks. IP address of the servers can be given in lieu of $HOME_NET as a single IP address or a range of IP addresses in parenthesis ‘[]’ separated by comma. 

2.  Note:  Preprocessor Configuration: Snort’s preprocessor is responsible for ensuring that the network data Snort is watching is in a format that is recognizable to it. The preprocessor also helps in protecting Snort against attacks designed to confuse or overwhelm NIDS.

The important preprocessor configurations to be included in the basic set up of Snort are as follows. The default or recommended values for the preprocessors are stated in the box.  The preprocessor are in the /etc/snort.conf file
The preprocessor that detect fragmentation attack is frag2.


3. The preprocessor that protects Snort against NIDS attack tools, like snot or slick, which produces packets that match the Snort rules to confuse the IDS staff or overwhelm the IDS to hide attacks, is stream4.


a. The disable_evasion_alerts generates an alert when it detects attackers trying to get past the IDS by retransmitting packets, hoping the second one will make it through.

b.  The detect_scans alerts when a port-scan is detected. 

c. timeout <seconds> flushes the TCP entry from the sessions table after the indicated time in seconds have elapsed.
d. ttl_limit <limit> limits the changes in the time-to-live settings to the specifed limit. Normally traffic between two hosts takes the same network path. But packets can also travel through a different path. The problem occurs when attackers tries to inject attack payload packets into a stream. This causes a drastic change in the ttl settings.
4. The preprocessor stram4_reassemble should be enabled for the accurate functioning of stream4 preprocessor. The preprocessor prevents attackers from splitting the attack signature over multiple packets so that Snort does not match a signature to its rule-sets.


Here, both causes network traffic reassembly on the client and server side conversation streams.
5.  The HTTP Inspect Preprocessor is important in many corporate scenarios. The preprocessor tries to re-arrange the HTTP conversations in a format recognizable to it for detecting anomalies and threat signatures. The two types of http_inspect configurations are global and server. The global configuration affects all HTTP traffic while the server configurations affect the most commonly used web servers namely Microsoft’s IIS and Apache web servers. 
http_inspect (global) configuration is as follows:


The preprocessor options show iis_unicode_map <file_name> <integer>. This option is mandatory or else there is an error. The default location of the map file is unicode.map and it tells the preprocessor to map Unicode characters to ASCII text that can be matched with the attack signatures of Snort. 1252 is the ANSI- Latin I code map used in English.

http_inspect (server) configurations are as follows:

The default preprocessor options for http_inspect_server are below.

a. The parameter after server may be either default meaning all web traffic from the protected internal network or IP address of a specific or a range of servers
. 

b. A profile has a series of settings
 that are preconfigured. They may be apache, or iis. The default configuration is to use the parameter all. The ‘all’ profile looks for attacks that are mounted on all kinds of web servers.
Note: If a profile is chosen then the settings that are part of the profile cannot be changed except for ports, iis_unicode_map, allow_proxy_use, and, flow_depth. If a profile is not used, then, iis_unicode_map is mandatory.
c. Ports (in curly brackets) refer to the list of ports used for web services. 
d. oversize_dir_length <non-zero positive integer> refer to the size beyond which the URL directory length can be deemed suspect. 
Note: This parameter may be a source of false positives.
6. Preprocessor rpc_decode normalize RPC traffic for traffic comparison with the signatures. If the RPC traffic is spread across multiple packets, the rpc_decode preprocessor gives Snort a ‘wider picture’ to detect suspicious traffic.
The preprocessor takes the port numbers running the RPC services as arguments. By default, ports111
 and 32771
 are specified.
7. Preprocessor flow_portscan
 is a complicated preprocessor designed to collect statistics on usage. There are three components to this preprocessor.
a. Scoreboards: They are servers that are called talkers and scanners. A talker is a server that is active in a network providing a service. Scanner is a host that connects to the server. Snort tracks talkers and scanners.
b. Uniqueness tracker: Detects anomalies that are different from the already detected network traffic based on IP addresses, IP protocols, or ports.
c. Server Statistics Tracker: It tracks the number of times a server’s service has been accessed based on the IP address, ports, IP protocols.

Those servers are included as arguments in the server-watchnet parameter.

Note: By default, this preprocessor is disabled. Also, this processor requires the flow preprocessor to be configured and operational to function.

8. Preprocessor sfportscan
 detects many portscan and portsweeps
. The default values may be accepted.

a. The proto refers to the protocol used for scanning. The default ‘all’ refers to tcp, udp, icmp, ip protocols.

b. The memcap refers to the memory allocated to detect such scans. More the memory allows more hosts to be tracked.
c. The sense_level decides the sensitivity to the scans. The ‘low’ level detects scan based on response errors like TCP resets, ICMP unreachable, etc. This requires the least tuning.
9. Preprocessor perfmonitor
 is a popular feature of Snort in that it provides an operational status of itself. It is disabled by default.
10. While snort logs events and alerts to /var/log/snort directory, and they can be read with the command tail –f on the alert file, many use third party applications to view the information generated by Snort. This would require Snort to output data in a particular format. The ‘Configure output plugins’ section of the snort.conf file deals with it.
11. The ‘database: log to a variety of databases’ section allows users to configure Snort to send the information to many kinds of relational database.

12.  The ‘Include all relevant rulesets here’ section tells snort to include the information specified by the file. The path for the files has to be configured earlier as shown for ‘var RULE_PATH’ parameter. Putting a ‘#’ or the pound sign before the include-statement disables the application of that rule.
V. Logging Options 

1. Default Logging: The default logging is set to the /var/log/snort directory that was created during the installation. If the directory is not made, Snort exits with an error message.
a. The default directory can be changed with a command line option of ‘-l’ as follows:

snort –l /usr/local/log/snort
b. Also the amount of information logged can also be controlled with the switches ‘-d’ (dump packet payload), ‘-a’ (display ARP packets), ‘-e’ (display link layer data). An instance is given below:

snort –l /usr/local/log/snort -d
2. Hierarchical Mode of Logging: Snort creates a new directory for each new address captured and the data relating to that address is stored within the directory. Figure 1 visualizes this model.
3. The file name for the capture within each directory would be generated from the protocol and ports of capture. The file is in ASCII format.
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Figure 1: Hierarchical Model of Logging in a scan performed from Linux R1 into the internal network behind Linux FW machine

4. The logging directory of Snort may become congested with ever increasing hosts and lengthy scans. There is also a possibility of running out of inodes
 . Hence using the binary option to log is recommended. The binary files can then be read with Snort or protocol analyzers like ethereal. To specify binary logging do the following in the snort.conf file:
In “Step #3: Configure output plugins” of the configuration file, subsection “log_tcpdump: log packets in binary tcpdump format”, edit line to remove the ‘#’and give a file name to log in the binary format.


5. The binary logging is done to a single file. Hence the performance of Snort is increased and there is portability of information. Snort can also read the binary format with a ‘-r’ switch the command as given.
snort –r /var/log/snort/testlog-1.27.log

# List of DNS servers on your network


var DNS_SERVERS $HOME_NET


# List of SMTP servers on your network


var SMTP_SERVERS $HOME_NET





preprocessor frag2 (Default)





preprocessor stream4: disable_evasion_alerts, detect_scans, timeout 60, ttl_limit 10





preprocessor stream4_reassemble: both





preprocessor http_inspect: global \


    iis_unicode_map unicode.map 1252





preprocessor http_inspect_server: server default \


    profile all ports { 80 8080 8180 } oversize_dir_length 500





preprocessor rpc_decode: 111 32771





preprocessor sfportscan: proto  { all } \


                         memcap { 10000000 } \


                         sense_level { low }





�





File name based on protocol and ports





output log_tcpdump: testlog-1.27.log








� Snort can be downloaded from www.snort.org. The tar file to be downloaded is snort-2.3.0RC2.tar.gz.


� snortrules-snapshot-2_2.tar.gz is the most recent rule-set and can be downloaded from the rules link. DO NOT download � HYPERLINK "http://www.snort.org/dl/rules/snortrules-snapshot-CURRENT.tar.gz" �snortrules-snapshot-CURRENT.tar.gz�. 


� Download the latest libcap library from tcpdump.org. 


� This document does not show how to install libcap. But it should be a straightforward installation un-tarring the downloaded tar file, and using configure, make and make install commands.


� make uninstall would uninstall Snort, and make clean will clean the make files for reinstallation


� Refer to snort_manual.pdf in the installation folder


� http://msbnetworks.net/snort/snortd.txt


� May be CIDR (Classless Inter-Domain Routing) block of addresses. 


� Refer README.http_inspect in the doc directory in the Snort-2.3.0RC2 installation directory, for details about individual parameters and options.


� Port 111: Sun RPC (Portmap, rpcbind) (Src: http://www.iss.net/security_center/advice/Intrusions/2003016/default.htm)





� Port 32771: Outgoing client connections, (Src: http://www.seifried.org/security/ports/32000/32771.html)


� Refer READMEflow-portscan in the configuration folder’s doc folder for more details on configuration of this preprocessor. 


� The snort.conf file explains the parameters satisfactorily.


� Portsweeps have a mode wider functionality than portscan in that they can provide information about the type of network, location, etc.


� More information on configuration in snort_manual.pdf in the doc folder in the configurations folder.


� Unix data structure that limits the number of files in the file system
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