Shorewall Test Result

The following document contains the result of the test that was performed on Shorewall configurations.
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Policy File

The policy file all incoming and outgoing traffic is Rejected in order that we can get the “host unreachable” message.
	#

# Shorewall 2.1 -- Policy File

#

# /etc/shorewall/policy

#

#
             THE ORDER OF ENTRIES IN THIS FILE IS IMPORTANT

#

#
This file determines what to do with a new connection request if we

#
don't get a match from the /etc/shorewall/rules file. For each

#
source/destination pair, the file is processed in order until a

#
match is found ("all" will match any client or server).

###############################################################################

#SOURCE

DEST

POLICY
   LOG

LIMIT:BURST

#





         LEVEL

# 1. RULES FOR TRAFFIC ORIGINATING FROM THE LOCAL ZONE

loc              net         REJECT          warning

loc              fw          REJECT          warning

loc              dmz         REJECT          warning

# 2. RULES FOR TRAFFIC ORGINATING FROM THE FIREWALL

fw               net         REJECT          info

fw               loc         REJECT          warning

fw               dmz         REJECT          warning

# 3. RULES FOR TRAFFIC ORIGINATING FROM THE DEMILITARIZED ZONE

dmz              fw          REJECT          info

dmz              loc         REJECT          info

dmz              net         REJECT          warning

# 4. RULES FOR TRAFFIC ORIGINATING FROM THE INTERNET ZONE

net              all         REJECT          info

#LAST LINE -- DO NOT REMOVE


Rules File

	#

# Shorewall version 2.1 - Rules File

#

# /etc/shorewall/rules

#

#

##############################################################################################

#ACTION  SOURCE

DEST          PROTO
DEST    SOURCE
   ORIGINAL
RATE
USER/

#                                    PORT    PORT(S)    DEST
LIMIT
GROUP

#   ALLOW DMZ TO PING AND CREATE DNS CONNECTIONS TO LOC, NET, AND FW

#DROP    dmz          loc            tcp     53
# 1. ALLOW TCP FROM DMZ TO A3

ACCEPT  dmz          net            tcp

# 2. ALLOW ICMP FROM DMZ TO A3 AND A1

ACCEPT  dmz          net            icmp

ACCEPT  dmz          fw             icmp    8

#  Accept DNS connections from the firewall to the network

#Allow all ICMP types (including ping) From Firewall

#
# 3. ALLOW TCP AND UDP AND ICMP FROM A1 TO A2
ACCEPT  fw           net            tcp     53

ACCEPT  fw           net            udp     53
ACCEPT  fw           net            icmp
# 4. ALLOW ICMP FROM A1 TO A2 AND DMZ
ACCEPT  fw           loc            icmp

ACCEPT  fw           dmz            icmp

#       Accept SSH connections from the local network for administration

#       Allow Ping To Firewall

# 5. ALLOW ICMP AND TCP FROM A3 TO A1

ACCEPT   loc          fw             icmp    8

ACCEPT   loc          fw             tcp 
# 6. ALLOW ICMP AND TCP FROM A3 TO DMZ
ACCEPT   loc          dmz            icmp

ACCEPT   loc          dmz            tcp  
# 7. ALLOW ICMP AND TCP FROM A3 TO A2   

ACCEPT   loc          net            icmp    8

ACCEPT   loc          net            tcp     80

#       Allow all ICMP type (including ping) to DMZ

#       Allow tcp connection from to DMZ
# 8.  ALLOW ICMP FROM A2 TO A1 AND DMZ AND LOCAL

ACCEPT   net          fw             icmp

ACCEPT   net          dmz            icmp

ACCEPT   net          loc            icmp    8

# 9. ALLOW TCP FROM A2 TO DMZ

ACCEPT   net          dmz            tcp

#LAST LINE -- ADD YOUR ENTRIES BEFORE THIS ONE -- DO NOT REMOVE


No Firewall started

All the computers can ping each other

Win2003-RTR, WinXP-R1, and Linux-FW can access the web server on 192.168.100.34
The tests performed were completed one by one to validate that the rule is working.  Unless otherwise stated request from other machines no in the zone being tested result in a “host/destination unreachable” message.
# 1. ALLOW TCP FROM DMZ TO A3

ACCEPT  dmz          net            tcp

10.0.20.106 was able to access the web server on 192.168.100.34
192.168.100.167 received a “host unreachable” message.

# 2. ALLOW ICMP FROM DMZ TO A3 AND A1 (Linux Firewall)
ACCEPT  dmz          net            icmp

ACCEPT  dmz          fw             icmp    8

Connection requests from the dmz to the network and the firewall were successful.  All other connections reported “host unreachable”
# 3. ALLOW TCP AND UDP AND ICMP FROM A1 (Linux Firewall) TO A2
#  Accept DNS connections from the firewall to the network

#Allow all ICMP types (including ping) From Firewall

#
ACCEPT  fw           net            tcp     53

ACCEPT  fw           net            udp     53
ACCEPT  fw           net            icmp
TCP and ICMP tests from the firewall to the Internet were successful.
# 4. ALLOW ICMP FROM A1 (Linux Firewall) TO A2 AND DMZ
ACCEPT  fw           loc            icmp

ACCEPT  fw           dmz            icmp

We were able to ping the Win2003-RTR and the dmz from the firewall
# 5. ALLOW ICMP AND TCP FROM A3 TO A1 (Linux Firewall)
#       Accept SSH connections from the local network for administration

#       Allow Ping To Firewall

ACCEPT   loc          fw             icmp    8

ACCEPT   loc          fw             tcp 
The connection requests from loc to fw were successful.

# 6. ALLOW ICMP AND TCP FROM A3 TO DMZ
ACCEPT   loc          dmz            icmp

ACCEPT   loc          dmz            tcp  
The test was successful.
# 7. ALLOW ICMP AND TCP FROM A3 TO A2   

ACCEPT   loc          net            icmp    8

ACCEPT   loc          net            tcp     80

The test was successful.  We installed IIS on WinXP-R1 and we were able to access it from 192.168.100.167.
# 8.  ALLOW ICMP FROM A2 TO A1 (Linux Firewall) AND DMZ AND LOCAL

ACCEPT   net          fw             icmp

ACCEPT   net          dmz            icmp

ACCEPT   net          loc            icmp    8

Ping requests were successful from Internet to firewall, dmz, and local net.
# 9. ALLOW TCP FROM A2 TO DMZ

ACCEPT   net          dmz            tcp

We were able to access the web server on the dmz (http://192.168.100.34). 
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