Week 1 – Getting Started
CS 482: Selected Topics in Information Security

Spring 2005 – Section 1

1. Initial Setup
· Create a VPN connection to the lab’s ISA server 
Refer to: “Connecting to the Lab” document.

· Run the Remote Desktop Connection to one of the servers assigned to your team:
	IP Address
	Host Name

	10.0.10.[n]
	cydefstu

	            .[n+1]
	cydefstu

	            .[n+2]
	

	            .[n+3]
	


Team number i ( Servers 


(where i = 2, …5

        i = 1 is reserved for the instructor)
  
(where n = 100 + 10 * (i-1))
You cannot login to any other server and should not login to a server that is not in your team.
· Login information on individual servers:
Username: team1 [teamM]
Password: pass1   [passM]
Domain: cydef-lab
[Where m is the 2nd digit representation of n, n+2, n+3, n+4, …]
· Once you login, immediately change your password, this should be shared among your other team members.

· Make sure that the file server’s \\cydef-fs-02\Public shared folder is mapped to your L:\ drive
· Create the folder C:\Vmachines

· Confirm that you can login to all the other three (3) servers under the control of your team and that the folder C:\Vmachines has been created on each server.

2. VMware Setup
· On each of your team’s servers, run the VMware Workstation and
· Edit | Virtual Network Settings

· On the DHCP tab remove all Virtual Networks except VNet1 and VNet8.  Apply the changes.
· On the Host Virtual Networks Mapping tab configure the subnets as shown:

	On Server
	Configure
	With Subnet IP Address
	Subnet Mask

	10.0.10.[n]
	VMnet3
	192.168.[n].32
	255.255.255.224

	10.0.10.[n+1]
	VMnet4
	192.168.[n].64
	255.255.255.224

	10.0.10.[n+2]
	VMnet5
	192.168.[n].96
	255.255.255.224

	10.0.10.[n+3]
	VMnet6
	192.168.[n].128
	255.255.255.224


· Copy the necessary Virtual Machines from the L:\Public drive.  Add each Virtual Machine to the VMWare application.
· Edit Each guest OS settings to update …
· their individual names

· the VMnet to which a specific NIC is connected to (Refer to the “Topology Diagram”)
· NIC2 of Win2003-RTR, Win2003-NET, Linux-RTR, and Linux-FW is attached to VMnet2

3. Configuring the Routers (RIPv2)
Win2003-RTR Virtual Machine
· Start the virtual machine

· Set the computer name to: Win2003-RTR

· Statically assign the IP address

· Enroll it to the domain (Team.CyDefense.Lab) 
Username/password: admin/cs-482
· Apply the changes and restart the machine
· .RIPv2
· From the Administrative Tools run the Routing and Remote Access
· Right click Win2003-RTR (local) | IP Routing | General | New Routing Protocol and add the RIPv2 protocol

· Right click the newly added protocol (RIPv2) and add the New Interface to LAN2

Win2003-NET Virtual Machine
· Enable and configure RIPv2 similar to the Win2003-RTR configuration

· Keep both Win2003-NET and Win2003-RTR running for one minute so they can exchanging routing tables

4. Configuring Windows XP Virtual Machines

WinXP – A1/A2/B1/B2 Virtual Machines
· Verify that the NIC of each machine is attached to the proper VMnet as indicated in the “Topology Diagram”

· Edit the computer name of each machine to correspond to the folder name: WinXP-A1, WinXP-A2, WinXP-B1, WinXP-B2

· Enroll each virtual machine in the Team.CyDefense.Lab domain

· Assign to each NIC of each computer the proper IP address, default gateways, and the DNS (found in TCP/IP Properties of each Ethernet card)

DNS Servers:


Primary: 192.168.[n].168

Secondary: 192.168.[n].129

· Disable the Windows XP firewall from the Advance tab of the Properties window
· Ping all the IP address in the diagram to ensure full network connectivity
5. Configuring the Linux Virtual Machine
Linux-RTR Virtual Machine
· Before starting the VM, open virtual machine and edit its settings as follows:

· Name: Linux-RTR
· NIC1: attached to VMnet4

· NIC2: bridged to LAN2 of the host physical machine

· Start the VM, login as root/cs-482, launch XWindows graphical environment using startx
· Run the Network Configuration tool from Main | System Settings | Network
· Edit eth0 (NIC1) and eth1 (NIC2) by assigning them static IP addresses:

	
	IP Address
	Subnet Mask

	eth0
	192.168.[n].65
	255.255.255.224

	eth1
	192.168.[n].166
	255.255.255.224


· On the DNS tab, set the hostname to Linux-RTR.localdomain
Primary DNS: 192.168.[n].168

· On the Hosts tab, add (or edit)

Host ( Linux-RTR.localdomain

IP ( 127.0.0.1

· Save the changes, then Deactivate and Reactivate both devices or you can stop and start the network service using the terminal (service network [stop | start])
· Edit or create the /etc/zebra/ripd.conf file with the following commands:

	router rip

network eth1

version 2

redistribute connected



Check both for automatic starting

· Start (or restart) the zebrad and then ripd services from within Main | System Settings | Server Settings | Services 

· From inside Win2003-NET and Win2003-RTR

· show the RIP neighbors to confirm that the three routers are exchanging routing information

· in a DOS window issue the command: route print
· ping 192.168.[n].65 to confirm accessibility
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